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11 Wireshark解Exchange Server被Relay快速找出中木馬的內部電腦

Exchange Server 被內部中木馬的電腦大量發信
如何使用 Wireshark 快速找出來

因為很緊急
所以我們請對方直接把 Wireshark 安裝在 Exchange Server上面


在 Capture Filter 下 tcp port 25
點 Start 開始抓一小段封包


之前我們有示範使用搜尋 AUTH Login字串快速找到
此時一樣
但是問題出現了
無法發現 Login 的所有的資料
但是一樣是有 AUTH 的包


此時只需要在那一行
點滑鼠右鍵
他有一個功能
Follow TCP Stream
給他點一下


你會發現他已經將該段相關的封包還原了
EHLO PC-201401110411的電腦和Server 連線的
仔細看一下他發出的信件
MAIL FROM:和RCPT TO:都不是該公司
所以不用懷疑了
就是他

回上一個畫面就可以看見他的IP了
172.16.32.250

[bookmark: _GoBack]完成
www.ublink.org
oleObject2.bin

image3.png
1747, 057940000

22 20.257012000 172 TP ®
23 20.315724000 172 TP
24 20315756000 —. ... 202 TP z

rane 18: 354 byes on wire (2832 bits), 354 bytes captureq
thernet II, Src: Thm_23:a2: a2:b8), Dst: st
nternet Protocol version 4, (172.16.32)
ransmission Control Protocols TR T25), bst Por
imple Mail Transfer Protocal

iz &
L2750

Ionore Packet (taggle)

Set Time Reference (toggle)

Time shift,
Packet Comment.

Manually Resolve Address

Apply as Fiter
Prepare a Fiter
Conversation Fiter
Colorize Conversation

Copy

Pratocel Preferences
Decode 4.
print.

Show Packet in New Window

EHLO PC-20140111¢





oleObject3.bin

image4.png
Follow ICP Stream

Stream Content

MiCrosoft ESMTP MAIL Service, version: 6.0.3790.4675 ready at
3 40800

250-TURN
250-s12E

250-ETRN

250-PIPELINING

250-DsN
250-ENHANCEDSTATUSCODES
250-8bitmime
250-BINARYMIME
250-CHUNKING

250-VRFY

250-X-EXPS LOGIN
250-X-EXPS=LOGIN
250-AUTH LOGIN
250-AUTH=LOGIN
250-X-LINK2STATE
250-XEXCTHS0

WAL From: <rbgiuajeyahoo. com> . o
kcer To: s Ses6yahon con. o RiRAe B AR R A
RCPT To: <hin7284@ynco. ca. v

RCPT To: <hwnazaeyahco. com. tws

RCPT To: <hwnB76yaoo. com. tws

REPT To: <hwn_chiyanoo. com. tw>

RCPT T0: <hwn_pingu@yahoo. com. tw>
RCPT T0:<hwn_rosanna@yahoo. com. hk>

BroT Ta: chwnanloamahin com Tu

Entte conversation (2265 byts) v]

Oascn OBBCDC  OHexDump O Chmys O Rew
Fler Ot This Steam, Clow





oleObject4.bin

image1.png
Wireshark: Captare Options.
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Wireshark: Find Packet
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