門神JanusLin

07 Wireshark解FTP帳號密碼教學

收一段FTP的包
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s Copturing from WE3643 (host 192.168.254.201) [Wireshark 1.10.5 (SYN Rev 54262 from /trank-1.10)]
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codms BBEXT| Aera0TLEE QRQAQAN DB X B

Filer | Exprassion
Yo Time Soure Protocol Length Info
2.006378000 192.168.8.11 TP 66 Request: USER admin
2.175281000 192.168.254.201 Tce 60 Frp > alphatech-Tn [ACK] Seq=58 Ack=13 W
2.175898000 192.168.254.201 TP 88 Response: 331 Password required For admwin.
2 8.11 Tcp 54 alphatech-Tn > ftp [ACK] Seq=13 Ack=02 W
2 -TT 5 S5 adm1
4565036000 254201 60 Ttp > alphatech-Im [ACK] Ack=27 Win-14600 Le
4.735010000 192.168.254.201 TP &1 Response: 230 User adnin logged in
4.936162000 .8.11 54 alphatech-Tm > Frp [AcK] Ack=119 Win=65417 Li
il A ]

Frame 10: 68 bytes on wire (544 hits), 68 bytes captured (544 bits) on interface 0
Ethernet TI, src: wistron_c: 5 (00:16:d3:c4:FC:55), Dst: Draytek_c5:1b:24 (00:50:7F:c5:1h:24)
Internet protocol Version 4, src: 192.168.8.11 (192,168.8.11), DSt: 192.168.254.201 (192.168.254.201
Transmission Contral protocol, src Port: alphatech-Tm (1653), DSt Port: ftp (21), seq: 13, ack: 92, Len: 14
& File Transfer protocol (FTP
5 PASS adminpwir\n

Reguest command: PASS

Reguest arg: adminpw

0000 00 50 7F c5 1b 24 00 16 3 c4 fc 55 08 00 45 00
0010 00 36 T8 dd 40 00 80 06 70 be O a8 08 Ob cO a8
0020 fe c5 06 75 00 15 62 59 af 36 e5 Oe 50 84 50 18
0030 f a4 8a 63 00 00 FEEMEEENEE 20 61 64 6d 65 6e
0040 70 77 od Oa
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Capturing from IS4 (host 192.168.254.201) [Wireshark 1.10.5 (SYN Rey 54262 from /trunk-1.10)]
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CER | Wireshork: Find Packet TP 66 Request: USER admin

72.1 Tcp 60 ftp > alphatech-Tn [ACK] Seq=58 Ack=13 wi

8 2.1| Find FTR 88 Response: 331 Password required for admin.

5 2.3] By: O Displayfiller O Hexvalue (5) String TCP 54 alphatech-Tm > ftp [ack] seq=13 ack=02 win=65444 Ler
104.4) | ETP 68 Request: PASS adminpw

11405 Tcp 60 ftp > alphatech-Tn [ACK] Seq=92 Ack=27 win=14600 Ler
12 4.7 Searchin T Drection | | FTP 8L Response: 230 User admin logged in.
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Frame 10 red (544 bits) on interface 0

Ethernet Help ), bst: praytek_c5:1b:24 (00:50:7F:c5:1h:24)

Internet 68.58.11), Dst: 102.168.254.201 (192.168.254. 201

Transtis; (1653), Dst Port: frp (21), seq: 13, Ack: 92, Len: 14

2 F0e Transter protacol Crr
5 PASS adminpwir\n

Reguest command: PASS

Reguest arg: adminpw

0000 00 50 7F c5 1b 24 00 16 3 c4 fc 55 08 00 45 00
0010 00 36 T8 dd 40 00 80 06 70 be O a8 08 Ob cO a8
9020 fe co 08 75 00 19 62 50 af 36 b b 90 84 50 13
0030 f a4 8a 63 00 00 ELEN FE| 20 61 64 6d 65 6e
0040 70 77 od Oa

® LINE

ah





