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03我們示範用Wireshark判讀近期最熱門的網站eTag遠通電收

[bookmark: _GoBack]現況是我們根本不知道遠通電收的IP
但是我們想知道
自己的電腦跟對方溝通了那些封包

首先
開啟Wireshark開始抓封包
然後開啟遠通電收的網頁
http:// www.fetc.net.tw


之後點停止



發現已經抓出一大堆的封包了
這個時候我們需要把遠通電收的Domain解出IP


點Statistics
Show address resolution


可以看見
我們連www.fetc.net.tw是連到61.61.48.35
因為剛Capture封包我們是全抓
所以我們得下Filter過濾掉其他的IP


所以在Filetr這邊先找Sample
Ip address ….


改成我們要的
ip.addr == 61.61.48.35
再點Apply之後


畫面中就只剩下我們需要的遠通電收網站連線的資料
但是這樣零散的資料看不懂對不對


在第一個包按滑鼠右鍵
可以看見有一個選單
Follow TCP Stream
點一下


可以看見一些可以判讀的資料了
底下還有格式的控制
www.ublink.org
oleObject2.bin

image3.png
*EIEHES [Wieshark 1.10.5 (STN Rev 54262 from /trunk-1.10)]

Ble Edt View Go Captue Analyze Telephony  Took Intemals Help

@AM L BM XS D smmay jlaaaf @®m|ix|

Comments Summary

Fier | Bpsion
Mo. Time Soure Brotocol Herarchy ool Length_Info
10.000000000 192.168.254 @ conversations 3 60 ewctsp > mpshrsy [ACK] Seq=l Ack=l win-33574 Len=0 —
2 0.000051000 192.168.25¢ > 1066 mpshrsy > ewctsp [PSH, ACK] Seq=1 Ack=1 win=32758 Li
30010696000 192,168,254 & EnPonts > 62 ewctsp > mpshrsy [PSH, ACK] Seq=l Ack=1013 win=3256:
40.011500000 192,168,254  Packet Lengths > 60 mpshrsy > ewctsp [PSH, ACK] Seq=1013 Ack=0 win=3275¢
50.201997000 192.168.25¢ b I0 Graph > 60 ewctsp > mpshrsy [ACK] Seq=9 Ack=L019 win=32556 Len:
60.202044000 102.168.25¢ > 1066 mpshrsy > ewctsp [PSH, ACK] Seq=1015 Ack=9 Win=3275t
7 0.211149000 162.168.25¢ ConversationList L 142 awctsp > mpshrsy [PsH, ACK] Seq=0 Ack=2031 Win-3358(
§0.402866000 162.168.25¢  Endpoint List e 54 mpshrsy > ewctsp [ACK] Seq-2031 Ack=87 win=32755 Ler
9 0.4088650000 192.168.25¢  Service Response Time »s 62 ewctsp > mpshrsy [PSH, ACK] Seq=07 Ack=2031 win=335¢
10 0.409714000 192.168. 254 > 60 mpshrsy > ewctsp [PSH, ACK] Seq=2031 Ack=105 Win=32
11 0.421376000 mingjong_o¢ AN 3 60 who has 192.168.254.2547 Tell 192.168.254.247
12 0.592772000 192.168.254  BACnet > s 81 Encrypred Alert
1310592020000/ 192, 168:25¢  BOOTP-DHCP. b 54 megaregsvrpart > https [FIN, ACK] Seq=28 Ack=l Win=iv
Colectd ] -

Frame 523: 75 bytes on wire (  COTP¥® d (600 hits) on interface 0

Ethernet TI, src: wistron_ca; b Flow Graph DstT: CadmusCo_26:2F:cd (08:00:27:26:2F:cd)

Internet protocol version 4, HART-P 5.254.10), Dst: 192.168.254.253 (192.168.254.253)

User Datagram Protocal, Src F HTTP >t domain (53)

Domain Name System (ouery) ONCRPC Programs

sametime ,

UDP Muticast Streams

. wnTHfic
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Seg=l Ack=1 Win=33574 Len=0 —
ACK] Seg=l Ack=1 Win=32758 L¢
ACK] Seg=l Ack=1013 Win=3256:
ACK] Seg=1013 Ack=0 win=3275¢
5e0=0 ACK=1019 Win=32556 Len:
ACK] Seg=1019 Ack=0 win=3275¢
ACK] Se=0 Ack=2031 Win=3358¢
580=2031 Ack=07 Win=32755 Ler
ACK] Seg=07 Ack=2031 win=335¢
ACK] Se0=2031 Ack=105 win=32

who has 152.168.254.2547 Tell 102.168.254.247

| Exprassion
Protocol Length Info

Tcp 60 ewctsp > mpshrsy [ACK]
Tcp 1066 mpshrsv > ewctsp [PSH,
Tcp 62 ewctsp > mpshrsv [PSH,
Tcp 60 mpshrsy > ewctsp [PsH,
Tcp 60 ewctsp > mpshrsv [ACK]
Tcp 1066 mpshrsv > ewctsp [PSH,
Tcp 142 ewctsp > mpshrsy [PSH,
Tcp 54 mpshrsv > ewctsp [ACK]
Tcp 62 ewctsp > mpshrsv [PSH,
Tcp 60 mpshrsv > ewctsp [PsH,
ARP 60

TLSVL &1 Encrypted Alert

Tce 54

Mmegaregsvrport > https [FIN, ACK] Seq=28 Ack=1 winsi

192.168.254.10 (192.168.254.10),

Frame 523: 75 bytes on wire (600 bits), 75 byres captured (600 bits) on interface 0
Ethernet TT, Src: wistron_ca:Fc:55 (00:16:03:cd:fc:55),
Internet protocol version 4, src
User patagram Protocol, Src Port: 57286 (57286), Dst Port: domain (53)
pomain Name System (query)

DsT: Cadmusco_26:2F:cd (08:00:27:26:2F:cd)
DsT: 192.168.254.253 (102.168.254.253)

0000 08 00 27 26 2f cd
0010 00 3d 39 ch 00 00
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0030 00 00 00 00 00
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8011 82
0025 28
0377 77
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sh
of
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560 11.908476000 61.61.48.35 152.168.254.10 Tce 66 http > emprise-11s [SYN, ACK] Seq~
561 11.908515000 102.168.254.10 61.61.48.35 Tcp 54 emprise-115 > hrtp [AcK] Seq=l Ack=1 win-1048576 Ley
562 11.908688000 102.168.254.10 61.61.48.35 HTTP 819 GET / HTTP/L.1

563 11.922423000 61.61.48.35 102.168.254.10 Tcp 60 hrtp > emprise-11s [ACK] Seq=l Ack=766 win=5121 Len:
564 11.924302000 61.61.48.35 102.168.254.10 HTTP 476 HTTP/1.1 301 Moved Permanently (text/html

565 11.925251000 102.168.254.10  61.61.48.35 HTTP 893 GET /portal/ WTTR/L.1

566 11.938263000 61.61.48.35 102.168.254.10 Tcp 60 http > emprise-11s [ACK] Seq=423 Ack=1605 Win=5960
560 11.939955000 61.61.48.35 102.168.254.10 Tcp 163 [TCP segment of a reassembled PDU]

570 11942397000 61.61.48.35 102.168.254.10 Tcp 1506 [TCP segment of a reassenbled POU

571 11.942432000 102.168.254.10  61.61.48.35 Tcp 54 emprise-115 > hrtp [ACK] 5eq=1605 Ack=1084 win=1048!
572 11.942460000 61.61.48.35 102.168.254.10 Tcp 522 [TCP segment of a reassembled POU

573 11.943002000 61.61.48.35 192.168.254.10 Tcp 1506 [TCP segment of a reassembled PoU] v

Frame 555: 66 bytes on wire (528 bits), 66 byres captured (528 bits) on interface 0
Ethernet II, Src: wistron_c4:fc:5s (00:16:d3:c4fc:5s), Dst: IpacTech 00:31:60 (00:02:f5:00:31:60
Internet protocal version 4, src: 192.168.254.10 (192.168.254.10), Dst: 61.61.48.35 (61.61.48.35)

0000 00 02 5 00 3L 60 00 16 3 cd fc 55 08 00 45 00
0010 00 34 35 el 40 00 80 06 54 cf c0 a8 fe 0a 3d 3d
0020 30 23 0e O 00 50 78 Sb 66 Od 00 00 00 00 80 02
0030 F f 55 08 00 00 02 04 05 h4 01 03 03 05 01 01
0040 04 02
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560 11. 008476000 61.61.48.35
561 11.908515000 102.168.254.10
562 11. 008688000 102.168.254.10
563 11.022423000 61.61.48.35
564 11.524302000 61.61.48.35
565 11.525251000 102.168.254.10
566 11.038263000 61.61.48.35
560 11.039955000 61.61.48.35

Mark Packet (toggle) 6 http > emprise-11s [5YN, ACK] Seqe

Ionore Packet (togle) 54 emprise-115 > http [ACK] Seq=l Ack=1 win=1048576 Ler

Set Time Reference (toogle) B19 GET / HTTR/L.1

p— 60 hrtp > emprise-11s [ACK] Seq=l Ack=766 win=5121 Len:
476 HTTP/1.1 301 moved Permanently (text/html)

Packet Comment 803 GET /portal/ HTTP/1.1

60 http > emprise-11s [ACK] Seq=423 Ack=1605 Win=5960 |

163 [TCP segment of a reassembled POU]

Manually Resolve Address

570 11942397000 61.61.48.35 Apply as Fiter » 506 [TCP segment of a reassembled pou]

571 11.942432000 102.168.254.10 Prepare a Fiter »| 54 emprise-11s > http [ACK] 520-1605 Ack-1984 win-1048!

572 11.942460000 61.61.48.35 Comversation Fiter , 522 [TCP segment of a reassembled pou]

573 11.943002000 61.61.48.35 506 [TCP segment of a reassembled Pou] v
Colorze Conversation » L]

Frame 550: 66 bytes on wire (528 bits) on interface 0

Ethernet TI, Src: wistron_ca:Fc:ss (00 1_00:31:60 (00:02:F5:00:31:60)
Internet protocol version 4, src: 192.1 St: 61.61.48.35 (61.61.48.35)
‘Transmissfon Control Protocel, src Port t: http (80), Seq: 0, Len: 0
Copy 4
Protocol Preferences »
3 Decode A,
& print,

0000 00 Oe f5 00 31 60 00 16 d3 c4 fc 5 Show Packet in New Window
0010 00 34 30 &1 40 00 B0 06 94 Cf cC a8 Te 0a 3d 3d  .40.G... .
0070 30 23 Oe O 00 50 79 9b 66 Gd GO 00 00 00 80 02  O#...Py. T.
0030 T FT 55 05 00 00 02 04 05 b4 01 03 03 05 01 01 .
0040 04 02
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Follow ICP Stream

Stream Content

GET / WTTP/L.1

Rccept: image/gif, image/ipeg, image/pipeg, image/pipey, application/x-shockwave-
Flash, spplication/cns-application, spplicstion/cs—xbap, application/und.ns—
xpsdocument, application/xaml+xml, appiication/vid.ms-excel, application/vnd.ms-
poverpaint, application/msword, /*

Accept-Lanjuage: zh-tw

User-agent: Mazilla/4.0 Ccompatible; MSIE 8.0; windows NT 5.1; Trident/4.0; .NET CLR
2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30720;

Thfopath.3; .NET4.OC; .NET4.OE; .NET CLR 1.1.4322)

accept-gncoding: geip, deflate

HOST: www. TeTC.net. tw

Connectian: Keep-Alive

Cookie: __utma=128629147. 2120581597, 1389254075, 1380258038, 1389311130. 3
_utmz=178629147.1385254075. 1. 1. Ltmcsr=gang] e| Utmccn=(organi <) | utmend=or gani <l utmetr=
Crots20pr ovi ded)

HTTP/1.1 301 moved permanently

Content-Length: 153

Comem-Type: text il

Location:” http: //www. Fetc. net. tw/portal/

X-Powered-8y: ASP.NET

bate: Thu, 16 Jan 2014 07:09:47 GMT

set-Cookie: T5B07ha3=5717300682a0c088Sd104ed53eabeacy 5e30hC5a6cFblh32c520785a; Path=/

<head><titlesbocument Moved</titles</head>

<body><h1>object Moved</h1>This document may be found <a HREF="HTTp://www.Fetc.net.tw/
portal/"yhere</as</body>GET portal/ HITR/L.1

Accept: image/5if, image/ipeq, image/pipeq, image/pipey, application/x-shockwave-
Flash, spplication/cns-application, spplicstion/cs—xbap, application/und.ns—
xpsdocument, application/xaml+xml, appiication/vid.ms-excel, application/vnd.ms-
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Filer | Exprassion
Ho. Time Soure Destnation Protocol Length Info
10.000000000 192.168.254.236 152.168.254.10 Tcp 60 ewctsp > mpshrsy [ACK] Seq=l Ack=1 win=33574 Len=0 —
2 0.000051000 102.168.254.10 102.168.254.236  TCP 1066 mpshrsv > ewctsp [PSH, ACK] Seq=1 Ack=1 Win=32758 Lt
30.010696000 152.168.254.236 102.168.254.10 Tcp 62 ewctsp > mpshrsv [PSH, ACK] Seq=1 Ack=1013 Win=3256:
40.011500000 102.168.254.10 102.168.254.236  TCP 60 mpshrsy > ewctsp [PSH, ACK] Seq=1013 Ack=0 win=3275t
50.201997000 192.168.254.236 192.168.254.10 Tcp 60 ewctsp > mpshrsy [ACK] Seq=5 Ak=1019 Win=32556 Len:
60202044000 102.168.254.10 102.168.254.236  TCP 1066 mpshrsv > ewctsp [PSH, ACK] Seq=1010 Ack=0 win=3275¢
7 0.211149000 152.168.254.236 192.168.254.10 Tcp 142 ewctsp > mpshrsv [PSH, ACK] Seq=0 Ack=2031 win=3358
80.402866000 102.168.254.10 102.168.254.236  TCP 54 mpshrsy > ewctsp [ACK] Seq=2031 Ack=07 Win=32755 Ler
9 0.408860000 152.168.254.236 192.168.254.10 Tcp 62 ewctsp > mpshrsy [PSH, ACK] Seq=07 Ack=2031 win=33st
10 0.409714000 152.168.254.10 192.168.254.236  TCP 60 mpshrsy > ewctsp [PSH, ACK] Seq=2031 Ack=105 win=32
11 0.421376000 Mingjong_00:40:¢ Broadcast ARP 60 who has 102.168.254.2547 Tell 102.168.254.247
12 0.502772000 192.168.254.10 61.61.48.81 TLSVL &1 Encrypted Alert
13 0.552020000 192.168.254.10 61.61.48.81 Tce 54 megaregsvrport > https [FIN, ACK] Seq=28 Ack=1 winsiv

Frame 523: 75 bytes on wire (600 bits), 75 byres captured (600 bits) on interface 0
Ethernet TI, Src: wistron_ca:fc:55 (00:16:d3:c4:fc:55), DsT: CadnusCo_26:2f:cd (08:00:27:26:2F:cd)
Internet protocol Version 4, Src: 102.168.254.10 (192.168.254.10), DSt: 102.168.254.253 (192.168.254.253)
User patagram Protocol, Src Port: 57286 (57286), Dst Port: domain (53)

pomain Name System (query)

0000 08 00 27 26 2f cd 00 16 3 c4 fc 55 08 00 45 00
0010 00 3d 39 ch 00 00 80 11 82 8b <0 a8 fe 0a cO a8
0020 fe fd df c6 00 35 00 29 28 OF dl 8a 01 00 00 01 B
0030 00 00 00 00 00 00 03 77 77 77 04 66 65 74 63 03 . W . fetc
0040 6e 65 74 02 74 77 00 00 01 00 01 et .t
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