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R AME 538 4R (local area connection) -
6 EE ik BE
| mrae o imEEREE AF S
BT — - o~
i B a X
@ T g:iis_r.fanmﬁms > e o
& WiFi ﬁﬁzﬁ' '0' =- o
: - 2nd E€ “ 3.1351 - Wi-Fi 2
2 e - =i - staffs 7
£ ZAm : % @ RealtekRTLO139/810xFa. W I @F Realtek PCle GBE Family C. Al o Link wireless MUV
L) Ll
= L
> e "‘ K
0 .
® VPN LT [ 3
2 MAES
) TR
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BEEZEENIRAKRENRES 4 R (TCP/IPv4)iE - BIZTAZA -
| EmEs AE | =
SERETIRE |2

i
‘ ¥ Realtek PCle GBE Family Controller ‘

IEEER R TFIRE O

UxCIient for Microsoft Networks

. ngS HEHHERE
Eda.and?gmmrs}mmrgiforhimmsgf} Networks

.'E‘ ke %ﬂﬁ*%ﬂﬁﬁﬁ‘ﬂﬁ%ﬁ% 5 B (TCR/IPYE) ©

W i Link-Layer Topology Discovery Respon

v --'-'Lmlrha.}ie; qup].ogg waarﬁMa‘pbi‘I?O Driver
*

PELLLLLT 9%
L]

| [ meEEo K_AER |
* “

bl et s il T TCPHP i.gxeﬁusaﬁ’]
WAl R PR FIRE TR AR ATAE ST -

EEFERTIIMIP il - AREARAIREUPE AN TWEE - THERTEE -
IP firdik : 192.168.1.9

FH9IRE : 255.255.255.0

| I BHEYIE P firhko) e eEmmssssEEEEsssssEEEEEEEs
O AT [P (ke
IP firigh (D
FAREER )
HrEfiEo):

192.168. 1 . 9
255 .235.235. 0

EiBhEYi% DNS A IERR At )
Q EEF T 7Y DNS Al FREF ik E):
1A DS A EEE):

Al DNS {A]fERR(A):

R IEEL)

« .
RETT Y A

12



-4 FRNE

SRS T E

B SPTARNINRE AR EH I LIEBEBE N HAGETENRTE @ FAARET—E2E:
1. FEEECHNEREAR VigorAP 903 HEEES -

2. TEERLIRARABRTHA http://192.168.1.2 - BIHBHFFTLHIR—ERE - EXTCWACHESR
2}

EB - SFEHBEWAEA "admin/admin” - AL FEE(OK) -

User Name

admin

Dray Te k Password

VigorAP903

@
EEI LIS BAGR E A S AP BUSEIAE IP ikt - SURH% B0 IP (IH 3872 A ER VigorAP 903 738 IP firkt
192.168.1.2 1HEIRIAIER :

MR _£327F8 DHCP EIARES - VigorAP 903 #§& A 192.168.1.2 1E%& IP firtlt
R4S 57 DHCP @Mk - FBEE VigorAP 903 &5i83:% DHCP AR:RIVEHE IP il -
MREEBEFEEMABEREMS - WO DUEBILES http://vigorap.com EABERENE -

13



3. EBEFE—REFEAVigorAP - BEREFIREREEE(Quick Start Wizard) BH - BREMEFSE
7 ARG ENS R -

@ 2 3 A

Operation WiFi Admin Finish
Mode Setup Password
- L Operation Mode Access Point

Access Point

Mesh Root
E Mesh Mode I |
Range Extender .—.
LW
Device NTERNET ROUTER AP
VigorAPS03
MAC
00:50:7F:F1:91:BC
Firmware
1.3.41

Operation Mode
Pure AP

Disable Wizard Cancel Next Step >

4. MR VigorAP EAELRER EMHRNKEEMSNERREH -

DrayTek viorseso acin
€7) Dashboard =
WIRELESS CLIENTS PER RADIO CHANNEL LOAD DEVICE OVERVIEW
=]
VigorAPE03 &
Y Pa 192.168.1.11
0 v24 ¢ [ ®Cht Light, 20 o
Operation Mode i
® ope 0 Light N via DHCP)
Clients 85 e 0m4 ®Cn¥ Light, 16%
b% LAN > Firmware  1.3.4.1
@, Central AP Management ¢ fetbiran
Gateway 19216815 .
ZF Wireless LAN (2.4GHz) > .
2 F
RADIO THROUGHPUT FORT STATUS. 00:50:7F:F1:91.8C
=3 ate r11041 Fri Sep 20 10:19:13
CST2019
RADIUS Settin » Sgeosen car 3
& 9 24 L oups 0tps . EEE o .
UNB AN A MY A2 APCE FUR
@ Objects Setting
8 < Obps 0bps SYSTEM RESOURCE
ES Applications
CPU Usage 0%
E Maobile Device Management
@ System Maintenance RECENTACTIVITIES  Last24hours Memory Usage 21%
B9 Diagnostics > 2.4 cz » Throughput  ® Clients
@ Ssupport > 10 0 WIRELESS OVERVIEW
5 a
2 5 2.4GHz
&< o Radio  Enable z
£
02:50'7TF-C1:91'BC
DrayTek-F191BC
5 5GHz
Enable &
= K} MAACANENTEEA-G1BC ol

14




5. ROZEBEEALATNELREIBRFER AS2RRECHRGERER  BRFGHEHE L (Auto
Logout) - TMENEFREMRIERBER T - AARR AN ERBSREREEEH NEFEFAEBRE -

Auto logout v,

Auto logout
aff

1 min
Amin
3 min
Auto logout v
amin
Set Password

10 rmin
Log Out

OLEE
MBERAERBERENE - BRI AR BATE L 15 2 #R -
BT RCHRBTLUBRES - URATREYH - LALELTRBOTE  WETEANRRE -

15



1. FEBUEEEMaNRIEEE -

2. Bj%  EHRBZRGHEE(System Maintenance)IhEE - AR EELRAEIR S BRI (Administration
Password) -

System Maintenance > Administration Password

Administrator Settings

Account |admin |
Old Password lossee |
Mew Password |.......... |
Confirm Password |.......... |
Password Strength: Medium
Strong password requirements:

1. Have at least one upper-case letter and one lower-case letter,
2. Including non-alphanumeric characters is a plus.

Note : Authorization Account can containonly a-z 4-Z0-9, ~ "1 @$§% ~* O _+={r01;,<=.7
Authorization Password can containonly a-z &-20-9, ~ " 1@ # £ % ~&* O _+={y 00 1%,
=04
Cancel

3.  HEZEW(Password)F - BAMKEARE - #EL NEE(OK)ZMHT -
4. BRE - FNEBELEE  FT—REA  BSEAFTNEBEARMSHRAERENH -

User Name

admin

DrayTek P‘d

VigorAP903

16



[-6 FEFM

BERIUBREMSR2RNERE - ARESERNAPRE - ERGEESE - MEaislt
REE - BARIAEAAES - MM (backhaul network) - AHES ARG EKASES -

BHEAEFINEEE TR T &RMR(Dashboard) -

= DruyTek vigorap 503 QorAP303 Admin

(#) Dashboard

WIRELESS CLIENTS PER RADIO CHANNEL LOAD DEVICE OVERVIEW
E Quick Starl Wizard
VigorAP203 é
P Address  192.168.1.11
Operation Mode »2.4 o 064 s cntl Light, 20%
e O Light s via DHCP!
Clients 5 o 064 ] 6 Light, 16%
1341
0d 00:17:48
Central AP Management
192.168.15 .
= Wireless LAN (2.4GHz) TFF191:
RADIO THROUGHPUT PORT STATUS QosTEFTaTEC
= Wireless LAN (5GHz) > Date  r11041 Fri Sep 20 10:19:13
- ) CST 2019
RADIS seting > JEEEE & oo oups PR T 1T TR .
LANE LAN A4 A3 A2 MIPCE FWR g
Obiects Setting
5 L Obps 0tps SYSTEM RESOURCE
Applications
CPU Usage 0%
Mabile Device Management
System Maintenance RECENTACTIVITIES | Last 24 hous Memory Usage 21%
e
Diagnostics > 2.4 == » Throughput  ® Clients
Support WIRELESS OVERVIEW
5 I
£ 5 24GHz
g N Radio  Enable &z
£
02:50:7F:C1:91:8C
DrayTek-F181BC
5 o 5GHz
Enable &
= = - nnsnTeEaaran

i)
i
E’ﬁi
ST

17



[-7 RREE EMEE (Quick Start Wizard)

REREBBR/—F LS| EMERTE 246 BHRRTE - 56 BEFREUREAAERERIRE -

®

Operation
Mode
Operation Mode Access Point
Access Point
Mesh Root I
Mesh Node l ®
Range Extender ._.
- >
TERMET FOUTER JEVIC
VigorAP203
00:50:7F:F1:91:BC
1341
Pure AP
BEEAaS

£ =5 (Access Point)

43 £ B (Mesh Root)

477 B (Mesh Node)

&5 [E fE1B 23 (Range Extender)
REBEENER - AESEALRBIERRE

18



[-7-1 EM &5 E (Access Point)

1. EEEME(Access Point) fEREIFRT - 2 F—D(Next Step) -

©

Operation
Mode

Operation Mode Access Point

Access Point

Mesh Root
g Mesh Node I l ﬂh
Range Extender ._. & B
Device MTERNET ROUTER / JEVIC

VigorAP203

VAC
00:50:7F:F1:91:BC
Firmware
1.3.41
Operation Mode

Pure AP

Disable Wizard Cancel Next Step >

2. GEWMNEED @ REH 24GHz % 5GHz BRERNAREERE - REE T —D(Next Step) °

O—0O

Operation WiFi
Mode Setup

Your AP is under default config. Please setup first

WiFi Name: DrayTek-F191BC
WiFi Password:

Enable 2nd WiFi

2nd WiFi Name:
2nd WIFi Password: jsssssssssesss

VigorAP903
VAC

00:50:7F:F1:91:BC

Enable Bandwidth Limit

Enable Station Control
Firmware

1.3.41 Note: The WiFi settings will apply to all Wireless bands.

Operation Mode

Pure AP
< Back Cancel
AR ERBUAT -

BB #EA

WiFi 21§ FREAMWHILENSHNETE -
(WiFi Name)

19



WiFi 2255
(WiFi Password)

RU PS8 — 4R AR AR iR
(Enable 2nd
Wireless)

R FASA B PRI
(Enable
Bandwidth Limit)

RA RIS & BRI
(Enable Station
Control)

REMNER - ABIET—

VigorAP903
00:50-7F-F1:91-BC
1341

Pure AP

< Back

oI AR ERRAR T -

IC]=|

EEREE

A 8~63 AT - 7 012345678..(3 2 64 B+ /NEMRTES Ox NE
JC + %0 0x321253abcde..) -

DEIELI R S _ ARGEERE

UEThEEE IR % B Wi-Fi IR B RIB R - SIS R A= FEHE—/ B
RBERRRT -

S$E_#B(2nd WiFi Name) - 2 E &% VigorAP 903 BE30:E AR =
IS AP Il S RO 2 7

5425 (2nd WiFi Password) - 2 7E 8~63 B ASCII Ft:ERREFln
FALLUE A VigorAP 903 -

AELENEER LE/THEEN EaRE - EERFIETEAREBHEE
SSID &% Vigor HELBEARBNE IR -

EERRFI(Upload Limit) - ‘RERZIEZEAFEZNEE -
T#EPRHI(Download Limit) — ‘RENZIIRZLRFTEZNEE -
DEIELIRESR PiniEiE/BEERE Vigor RKEMNFHERR -

E#R 15/ (Connection Time) — EE R HEFLTEENEE -
EREREE (Reconnection Time) - RENZIHEZLTFEMNEE -

% (Next Step) -

O—0E0—=0O

Operation WiFi Admin
Mode Setup Password

Your AP is under default config. Please setup first.

Admin Password.  seses

Confirm Password:  sssss

Cancel Next Step >

Bz
WABEE -

20



(Admin Password)

i BEBARGE -
(Confirm
Password)

REMERBNERER L - FREM(Finish) -

O—E@——(0——®
Operation WiFi Admin Finish
Mode Setup Password

Basic settings are completed. Press Finish button apply changes.

Operation Mode Pure AP

WiFi Name DrayTek-F191BC
| 2nd WiFi Name Disabled
1 Bandwidth Limit  Disabled

Station Control Disabled

Device

VigorAP903

MAC
00:50:7F:F1:91:BC
Firmware

1341

Operation Mode
Pure AP

< Back

21
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I-7-2 \RF BhEE T (Mesh Root)

1. EEEZITE(Mesh Root) FRIRIFEI - 2T —%(Next Step) -

©

Operation

Mode
Operation Mode Mesh Root -
Group Name VigorMesh

L

|| ||

Device

VigorAP903 MTERNET ROUTER MESH ROOT MESH NOD
VIAC

00:50:7F:F1:91:BC

Firmware

1341

ation Mode

Operatic
Pure AP

Disable Wizard Cancel Next Step >

2. GEWMNEED  REH 24GHz % 5GHz BRERNAREERTE - REE T —F(Next Step) °

O—0O

Operation WiFi
Mode Setup

Your AP is under default config. Please setup first.

WiFi Name: DrayTek-F191BC
WiFi Password:

Enable 2nd WiFi

2nd WiFi Name: mk-carrie
Device 2nd WiFi Password: [eesssssssscss
VigorAP903
. Enable Bandwidth Limit
00:50:7F:F1:91:BC Enable Station Control
Firmware
1.3.41 Note: The WiFi settings will apply to all Wireless bands.

Operation Mode
Pure AP
< Back Cancel
AR EMRIBUT :
IEH AR
WiFi 218 BRERAMYH I E SRS -

22



(WiFi Name)

WiFi 21§
(WiFi Password)

RIFASE _ IR R
(Enable 2nd
Wireless)

L FRSEE PRI
(Enable
Bandwidth Limit)

A 8~63 fE=F T - 70 012345678..(3 2 64 A+ /NEMFHIES Ox BWFE
70 - #0 0x321253abcde...) -

TPEIELI RS R REERE - -

UETHEEH R R B Wi-Fi IRESFRIB R - Al SR HEasFEE—/ B
RBEGR -

SE_#RB(2nd WiFi Name) - 2 E &% VigorAP 903 BE30: 8RR =
IS A0 S RO 2 7

55— #H2E5(2nd WiFi Password) - 2 7E 8~63 B ASCII Ft:EEREFln
FALLE A VigorAP 903 -

EIELEER LB/ TEHERN ZESRE - EEMREHEZANREBHEE
SSID #E# Vigor REMUE AFEHIE Pl -

EER#I(Upload Limit) - EE)izhEZMBZMEE -
TEiBR#I(Download Limit) - ZENZIEZEFZNEE -

R Uik & PRI HEIMELRER Plni@E i/ BEERE Vigor RENEERE -
(Enable Station e gl (Connection Time) - B EHESHEEERELME -
Control)
E¥ELZ B (Reconnection Time) — FHIRBRIETREENEE -
3. BFEERBIBLEIEFHRE - ABIRT—% (Next Step)
N
O—0o——0O
Operation WiFi Admin
Mode Setup Password
Your AP is under default config. Please setup first
Admin Password:  |sssss
Confirm Password:  [sesss
VigorAP203

00:50:7F:F1:91:BC

1.3.41

Pure AP

< Back

Cancel Next Step >

23



oI ERRAR T -

IEE| Bz
EEER ARG -

(Admin Password)

TR BEBARGE -
(Confirm
Password)

REMERBNERS L - FRTM(Finish) -

O—0E0—0—0O

Operation WiFi Admin Finish
Mode Setup Password

Basic settings are completed. Press Finish button apply changes

ration Mode Mesh Root

Fi Name DrayTek-F191BC
| 2nd WiFi Name mk-carrie
f | Bandwidth Limit Disabled

n Contro Disabled

VigorAP903

MAGC
00:50:7F-F1:91:BC
Firmware

1341

Operation Mode

Pure AP

{ Back Ccancel

# MER(Finish) 2% - INFEEFE LR - VigorAP ERER P EEBESHREL -

®

Mesh Node
Setup

Setup additional VigorAPs to Mesh network?

Please power up and wait for us to find it.

VigorAP903

00:50:7F:F1:91:BC

24



6. TJHAYVigorAP REEHBNEER L - EENMAUAREA NNERE(ERBRR) - WIAYE
RzxEHH -

®

Mesh Node
Setup

Setup additional VigorAPs to Mesh network?

Please power up and wait for us to find it.

Select Maodel MAC Device Name
Device VigoraP903 00:1D:AA:04:F0:6C
VigorAP903
1AC
00:50:7F:F1:91:BC
Firmware
1.3.41
Sending settings to mesh node Search

7. BIERApplyISEFHRZ - BEETHERGIMZREHEGE RO -

®

Mesh Node
Setup

Setup additional VigorAPs to Mesh network?

Please power up and wait for us to find it

VigorAP903
IAC e
00:50:7F:F1:91:BC

Mesh Root

25



8. HE WHEABUTFR-

O—0O

Mesh Node Finish
Setup

Setup 1 Mesh Root and 1 Mesh Node completed.

VigorAP903

[ soor | l ] VigorAPG03

Device

VigorAP903 | 903_device _55dbm 00:1D:AA68:D6:68
l, VigorAP903

MAC ?

00:50:7F:F1:91:BC

Firmware
1.3.41

Operation Mode
Mesh Root

< Back Cancel

26



[-7-3 #4327 348 & (Mesh Node)

EERZZH (Mesh Node) ERIRIFET - L F—%(Next Step) -

1

IRER!

VigorAPS03

MAG

00:50:7F:F1:91:BC

Firmware

1341

p on Mode
Mesh Root

Disable Wizard

RERERBENERERLE

Device

VigorAP903

MAC
00:50:7F:F1:91:BC
Firmware

1.3.41

Operation Mode

Mesh Root

< Back

©

Operation
Mode

Operation Mode Mesh Node

A L5 (Finish) »

O—0O

Operation Finish

Mode

ROUTER

TR

-

MESH ROOT MESH NODE

Cancel Next Step >

Finish Setup this AP as Mesh Node.

Please use Mesh Root or Mobile APP to search this
device and let it join one Mesh Group.

27
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[-7-4 FEEB2ZE (Range Extender)

1. EEEHIRE(Range Extender) fERBRIFRET - #F—& (Next Step) -

LLL

VigorAP903

00:50:7F:F1:91:BC

Operation Mode

Mesh Root

Disable Wizard

©

Operation
Mode

Operation Mode Range Extender -

Cancel Next Step >

2. EWTREEP - REHA24GHz B 5GHz BRANERERERTE - A%BIZ T —F(Next Step) °

Uevice

VigorAP903

VAC
00:50:7F:F1:91:BC
Firmware

1.3.41

Operation Mode

Mesh Root

< Back

OIHRRERRART -

BB
WiFi &%

O—®

Operation WiFi
Mode Setup

Your AP i1s under default config. Please setup first.

WiFi Name:
WiFi Password:

DrayTek-F191BC

Enable 2nd WiFi
2nd WiFi Name

mk-carrie

2nd WIFi Password: sssessescense

Enable Bandwidth Limit

Enable Station Control

Note: The Wik settings will apply to all Wireless bands.

Cancel Next Step >

Bz
RS I E A ETE -

28



(WiFi Name)

WiFi 215 A 8~63 fE=F T - 70 012345678..(3 2 64 A+ /NEMFHIES Ox BWFE
(WiFi Password) 70 - ¥ 0x321253abcde...) -

RIAS_ARAEE IBLERAS"ARGERERE - -

(Enable 2nd BRSO BE Wi-Fi IRESHS AV - BB SR A B S E A — ) Rk
Wireless) S EIORE -
% & MH(2nd WiFi Name) - 387 — (88 VigorAP 903 SESVE MRS
e L A R B -
55— #H2E5(2nd WiFi Password) - 2 7E 8~63 B ASCII Ft:EEREFln
FALLE A VigorAP 903 -
BRI DRI EEE L/ T HEN 2 BEEE  EERESAN BRI
(Enable SSID &#2 Vigor RELBEAMBHNEFIR -

Bandwidth Limit) | ey \ypload Limit) - aEiizilEErESnE -

TEiBR#I(Download Limit) - ZENZIEZEFZNEE -

LA IL & PRI CEIEDIR TR PlniEiE/BEERE Vigor RENFERRE -
(Enable Station

E4RIER (Connection Time) — REIZIIEEMEEZMEE -
Control)

E¥ELZ B (Reconnection Time) — FHIRBRIETREENEE -

REMIBNE - ABET—2% (Next Step) -

O—E0—0O

Operation WiFi Admin
Mode Setup Password

Your AP is under default config. Please setup first

Admin Password: ~ |eeses

Confirm Password: ~ [sesee

VigorAP903
00:50:7F:F1:91:BC
1341

Mesh Root

¢ Back Cancel Next Step >
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oI ERRAR T -

LS| RAA

=i W AZEE -
(Admin Password)

i BEBARGE -

(Confirm
Password)

4, HEWTEET  AREHESSID - 88 « 2 MET - NREE - BIREBNRTE - ABIRT—F(Next
Step) -

Operation WiFi Admin Range
Mode Setup Password  Extender

© 24GHz WLAN 5GHz WLAN

SSID BSSID RSSI Channel Encryption  Authentication
guests 06:1d:3a:04:f0:dc 34%(-76dbm) il TKIP/AES Mixed(WPA+WPA2)/PSK
quests 06:1d:a3:63:2¢:10  63%(-65dbm) 1 TKIP/AES Mixed(WPA+WPA2)/PSK
12:1d:aa:04:f0:dc 34%(-76dbm) 1 AES WPA2/PSK
12:1d:aa:63:2c:10  63%(-65dbm) 1 AES WPAZ/PSK
®  guests 06:1d:3a:04:f0:d8  5%(-88dbm) il AES WPA2/PSK
VigorAP903 staffs 00:1d:aa:04:f0:dc 34%(-76dbm) 1 TKIP/AES Mixed(WPA+WPA2)/PSK
g staffs 00:1d:aa:63:2c:10  60%(-66dbm) 1 TKIP/AES Mixed(WPA+WPA2)/PSK
RD8_902_DrayTek 00:1d:aa:7f:5d:8c  20%(-82dbm) 4 TKIP/AES Mixed(WPA+WPA2)/PSK
N E1-01- DrayTek-04F06C-... 00:1d:aa:57:5d:38  2%(-89dbm) 5 AES WPA2/PSK
00:50-7F-F1.91.BC 12:1d:aa:57:5d:38  2%(-89dbm) 5 AES WPA2/PSK
DrayTek 02:1d:aa:40:00:00 5%(-88dbm) 6 TKIP/AES Mixed(WPA+WPA2)/PSK
1341 [ AN 1A ane 098600 AEOLI_TOARmY = TUINIACE  MivadfAIRA LWDADY INCK -
o Search
Mesh Root ssID Channel Security Mode Encryption Type
guests 2412MHz (Channel 1) WPA2/PSK AES

Security Key

{ Back Cancel
AR ERBOT

C]=| Bl

SSID RERMMSEEaBE

5838 (Channel) AREGERIMERIRERR FEENRERIBRENTE - JUEAL
B TR B E A RE -

ZEHER BHEEEATNERE  SERANSHERESAMAR -
(Security Mode)

M ER TSRS ERRRBEE RN RAMARER

(Encryption Type)  jg=i2Ea4 (Open) B2 2 NS -
2128 (None) LUEFE WEP 1% - BREEMASNERLFTRAL
me -
WEP £#(WEP Keys) - B WEP IZETERIE8 - B2
WEP - It EGTINRENESH  B—RETEC—ASHER -
BASIRA 5B ASCI 2T E 10 B+ ERE(16 MM SR
S EMRHI7 13 18 ASCIL 758y 26 B+ 7N ERE(128 i1t nEs

30



) -

EEHE(Shared) BZ 2 M EIS :
WEP £#8(WEP Keys) - #REIF WEP MNZ#TE R EH - HEE
WEP - L EEOIREMNATH  E—REVEET—HTRER - =
WA IURA 5 8 ASCI F7oai2 10 E+/NEME(L6 T MEER)
5 2BRHI% 13 8 ASCIL Fyusl 26 B+ /NEME(128 fImlEE
) -

EE1E WPA/PSK 32 WPA2/PSK BEZEMIERF :
32 TKIP 52 AES {E%R WPABE ST -
T2 & (Security Key) — #1E WEP ~ TKIP 5 AES HIRNZEEE
Pakan

A 8~63 =TT - 5840 012345678..(32 64 {E+/#EMFIES Ox
BT - W 0x321253abcde..) »

REMERBNEES L - FREM(Finish) -

Operation WiFi Admin Range Finish
Mode Setup Password  Extender

Basic settings are completed. Press Finish button apply changes.

Range Extender (2. 4GHz WLAN)
guests

DrayTek-F191BC

mk-carrie

Disabled

Disabled
VigorAP903

00:50:7F:F1:91:BC
1341

Mesh Root

{ Back Cancel
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55 EHER
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II-1 #{E= = (Operation Mode)

AEEHEEES  ERPBLUEEARNRERY  BEEE —BEARER THEOK) - 2K 8

BRCERKNREE -

Operation Mode Configuration

O aAP:
VigorAP acts as a bridge between wireless devices and wired Ethernet network, and exchanges
data between them.

|
""L Q—- l N

Mesh :

Mesh Root:

AP connects to gateway with Ethernet cable. It would be other AP's uplink
connection.

Mesh Node:

Use wireless to connect to other Mesh Root when Ethernet cable doesn't exist.
A mesh network creates a set of links automatically and calculate the most optimal
wireless path through the wireless network back to a wired Mesh Root.

Range Extender :
VigorAP can act as a wireless repeater; it can be Station and AP at the same time.

AR ERBUT :

=] B

AP IEXAHEEAFPIREREZEENS Vol BBEEARER L 2 EBET
BRI

#AiK (Mesh) |43 E R (Mesh Root) - VigorAP BB KAKBRERE — SRS
2 .
f|4RZBh(Mesh Node) - VigorAP I I B B R AAKERZHMHRAE
2t (mesh root) - FARABEECIDIBEEY — AL  FARNSTELRELSETE
MEGREE SHRENERERRK -

0 E (2R VigorAP TIDMERMG PR EB AR BHER - EME T IER

(Range Extender)
AP ThEE - EHENESE A BEHPIHE HARRE -

34
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OLEE

BEBFAEBWLANRESREBGEENEFEAMZRAFORE -
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-2 ER&E AR (2.4GHZz/5GH) 2 BERNE =

VigorAP 903 E# S EE S EZF RN - WA 5GHz 802.11ac 8( 2.4 /5 GHz 802.11n WLAN FEF -
UEEMEATE 2.4 GHz 1+ 38 20/40 MHz BU3EBIR(F - 7£ 5 GHz F32i& 20/40/80 MHz RISREIRIE - £
802.11ac 80 MHz #R%EH « XIEZERHERE R &S 0] 867 MBps °

OLEE
* ERNERAREENERRAKIEENBERENNE  NAKRE EREANREE
ZEE

VigorAP 903 miEERHEEENSAP)AS - tERRINERA PN ZRMAFIA(STA) - FIEHN
P42 VigorAP 903 - #io] n EHRNARABISELR - BARTE (General Setup) ol i 4 & 1 MRARABES
PS8 S SSID - fRESIEEMERWEE -

ZEPHEHNE
BRI ERTAE(Wired Equivalent Privacy, WEP)E—T&BHM 7% - £ 64-bit 52 128-bit iREB

EQURERENRNEBESEERTE  BEEGENCESHTRE—MSNESRNVRTE - REEREP—
1B i A S E R AR A P I @ AT B s -

Wi-Fi 1R & 2BV E (Wi-Fi Protected Access, WPA)R T % FRMGEBRNZ S - oJ o — K48 .
WPA-personal 3% WPA Pre-Share Key (WPA/PSK) & WPA-Enterprise X 8% WPA/802.1x -

£ WPA-Personal #lh - EEA—EFEEEZNEHRMNBBZHPHER - WPA A Temporal Key
Integrity Protocol (TKIP) IIZ &M WPA2 B2 A AES - WPA-Enterprise AR&ESME I HIER
A& IIRE °

B WEP EWEREREHMN - BOUERER WPAERZEZER VA - AEZRBRIRIEEFEN
ZEWE - CRGEEN—ELEEER - BEEIBTUE UMM REEN 2 ERREMUR/EE
#E M - Vigor MREMSZHERAEMN - BEEERSLI WEP Ml WPA XESELZTER -

WPS &7

WPS (Wi-Fi Protected Setup) IRHEESEFRRE - EREAPARGEMS ZEL WPA M WPA2 21
BH - I AR ER -
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AP Router Connection

Wireless
via WPS

Client

e P Y H

Set SSID and PBC Wireless
Encryption . Card Installed
(WPA/WPA2)

BURRMAEERFE VigorAP ZEMERAREREGENS N - KREAFTESRELAEEMER -
FUATTRRNERUBIUIEGER - EHAERER NEGHPIR PR

—{&/ )iz - WPS THBER B &
fth/ 4t B BN X —EFRARIELR -

@ m:

IEIThEE B RAR M Plmth 32 3% WPS ThEER I A -

BREMRBRGMAP 2B WPS JOERERER - B_ESNILUET

- —EZBET Start PBCIZER -
—EZ2F A PIN Code ZK#E1T -

VigorAP 903 E— I - BBMEEAGEMES - IJZ | VigorAP 903 Etlk EAY WPS %1
FEEME LA Start PBC %l —RENT - MERRAFI—I% - (REEEFEELE
MEEEFTIRMH Start PBC #%8H -

—REYZEHER
#5e®) AR MR+

AP Router PBC Wireless

L mm— ———
by Lifg oLide
startPBC| or () @
Web Button on

Interface AP Router
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MREGABERER PIN 85 - N RFMBEKAFFEERN PIN 1§ - ARSI ERERTEAGEEERN
VigorAP 903 -

AP Router PBC Wireless

L o — ——
WPS WPS
Start PBC| Or @ @
Web Button on

Interface AP Router
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II-3 AP %22 M RUHEAR & AT B 5% B (2.4GHz B2 5GHz)

EIEE AP EARREEAR - BEEREEBWLAN)EZHINEENT

anced Setting ed Setting

AP Dis Iy AP Discovery

Bandwidth Managememnt WD Status

Airtime Fairmess Bandwidth Management
Station Control Airtime Fairness
Roaming Station Control
Band Steering Roaming

Station List

Station List

@ st
FRARE BB (2. 4GH2) SR AR B BB (SGH2) T FIs E A BB - $BERIRI2(Band Steering) MR
B AR (24GHz) -

NEIBER VigorAP {E4& AP IRRVEEA T ¢

PG

MTERMET ROUTER AP DEVICI
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II-3-1 EX5E (General Setup)

BEEEARERE(General Setup) 22 - 2R S LIRBEER - FERE SSID BEREESS -
Wireless LAN (5GHz) == General Setup
General Setting ( IEEE 802.11 )
Enable Wireless LAN
Enable Client Limit |64 (3 ~ 64, default: 64)
Enable Client Limit per SSID (3 ~ 64, default: 84)
Mode : Mixed (11a+11n+1lac) -
Channel : 5745MHz (Channel 149} - | (Active Channel: 149)
Details : 20 MHz, 40 MHz (ExtCh: 153}, 80 MHz (CentCh: 155)
Enable 2 Subnet (Simulate 2 APs)
Enable Bridge VLAN to Mesh
Hide Isolate Isolate VLAN ID
Enable  oqp SSID Subnet LAN  Member (0:Untagged)
1 mk-angela-203-1 ]
2 mk-carrie 0
3 0
4 a
Hide SSID: Prevent SSID from being scanned.
Isolate LAN: Wireless clients (stations) with the same SSID cannot access wired PCs on
LAM,
Isolate Member:  Wireless clients {stations) with the same SSID cannot access for each
other,
Isolate Exception: Isclate Exception can be created by adding the MAC from Device Object.
WDS Settings (PHY Mode : HTMIX)
1. Subnet 3. Subnet
Security : Security :
© Disabled WEP TKIP AES Disabled WEP TKIP AES
Key Key
Peer MAC Address : Peer MAC Address :
g7 5GHz AP
Hr{(Access
2. Subnet 4. Subnet )]E\ﬂ(
. Point Mode)
Security : Security :
Disabled WEP TKIP AES Disabled WEP TKIP AES
Key Key
Peer MAC Address : Peer MAC Address :

[Py [ = & o (AP =T-Y-1 . "

9 -
Remote AP should always use LAN-A or SSID1 MAC address to connect AP903 WDS.
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oI AR ERRAR T -

5B
R SRR RS
(Enable Wireless LAN)

ELARHEAE
(Enable Limit Client)

EYF&E1@E SSID ZFFR
#l(Enable Client Limit
per SSID)

= (Mode)

4878 (Channel)

ERIRE

(Extension Channel)

BRASEZFHE (5 28
Hiths)

(Enable 2 Subnet
(Simulate 2 APs))

R SSID
(Hide SSID)

SSID

T4

AR
TREILTS IR - RUEN AR AR TNEE

DB SRR EEBAA Vigor REZ ARKREBNEGRPIR&EAH

g o ANES 3364 -

BT RER EF A Vigor REBEARREE - 518 SSID BFfrVREAFE
I ABE - EIUBANER 3 E 64 -

Bl VigorAP 903 24t 7 giigfa =t .
%E (11b+11g)E4

B2EE 11b 2% 119 &% 11n-

&
RE(1lb+11g+11n) - FEELRS(11b+11g+11n)

ft °
11b Only
11g Only
11a Only
11n Only
11n Only (5G)
Mixed(11b+11g)
it 4 faan |
Mixed(11g+11n) Mixed (11la+11n)

Mixed(11b+11g+11n) A ;i Mixed (11a+11n+11ac)

(2.4 GHz) (5GHz)

BEEEBNEBEEE MIEBERIBRENTERNZ  CIJBT

BB EAERE -

CIRETE

£/ 802.11n WHE - BAE—EEIRIUNMNESEBEBENESR - RIBPIBL

ERRE - DEENTEHREREIREERAR -
TPEIETT LR E) BB FARRVTNEE - —ERUAILINEER - LAN-A 2
LAN-B Mg R2K - 3 - MOl DUfE LNA-A EREESEIMES - 72 LAN-B

BES ARG - BRAIOETEIRGREITE VigorAP 903 29« BIHEAE
BEARNES/FH -
ﬁD%‘WEFHJttIJJ“E

B MR RBEE

- BBEE LAN-A B2 LAN-B mE SR ARRAE - IR
—BEE( =12l LAN-A 8¢ LAN-B) -

/f»rE

RIS - IBIEt AR S SSID & - #UILEM &/ SSID —
FREIRRAR A PERSHEER - A% Vigor KERME - TJEERERE
VS - NEREETIEMESHIETRASHN 2B ERENER
[E] &P ERY SSID -

7 VigorAP 903 W5 73 H:8i A% - FERRAY SSID {875 DrayTek-LAN-A E2
DrayTek-LAN-B - ERYFA%E _F#(Enable 2 Subnet)s - f@ﬂuﬁrﬁﬁﬁ
SSID 1EEFHFRE(LAN-A 52 LAN-B) - SSID o] U2 EEIF  #HFak
ERRBRHKRFTT

s ¥E(E SSID FHEEFAMTE(LAN-A 3E LAN-B) - IRGEENZ
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(Subnet) LAN-A - BRI SSID HMmR M55 - £A5538 LAN-A SE:N, -

(39421 T IRFEE ARG SSID WEKA PRI ZGEIELER -

(Isolate Member)

VLAN ID B AL SSID B9 VLAN ID E1fE - U5 SSID FREE = LAN IRROSE - #g
LB ERERS -

RV ER VLAN - e s Ik4a:% VLAN —#8 SSID - B FinAkE
fERLE SSID W% E - BIJ#WALL VLAN #542 F - VLANID g E R 3 I

4095 - RF1ER 0 - FoRUE SSID B9 VLAN INEE 2 FRAS -

PHY 55X BhlEE HTMIX R e

(PHY Mode) F6& AP HNHELEHEIRY Phy X DU 57 AR -

T4 45(# SSID Tl #5E5E LAN-A 52 LAN-B o

(Subnet) ENR AP (] WDS B fE(# ] LAN-A 385725 VigorAP 903 -

EEas HEIE WEP, TKIP St AES fE BB -

(Security) B A 8~63 {[E ASCIIF7rHl 012345678..(3k 21 OX BTE 64 {H-75iEfr
#r74 "0x321253abcde...") -

#75 MAC firtk B AL AP iRz BT R 2 MAC fizhk -

(Peer MAC Address)

EMTHREEREZE

BIRMEEOK) REFRE -
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II-3-2 22 458 T (Security)

AEUELRERGMENZEY - I2RIEHE SSID 1, 2,3 DR 4 REBEABWERL - ERREE - #F

RTETE (OK)ZRHMAT -

BEIER2MRRTE (Security Settings)IhAEZ % - MOIMIERWM FHMER -

Wireless LAN (5GHz) »> Security Settings

SSID 1
S5ID

Mode

SSID 2

S5ID 3 SSID 4
DrayTek-F191BC

WPAZ/PSK

Set up RADIUS Server if 802.1x is enabled.

WPA

WPA Algorithms

FPass Phrase

Key Renawal Interval 3600

EAPOL Key Retry

WEP

Key 1:
O Key 2:
Key 3:
Key 4:

802.1x WEP

SRR ERRARIT ¢

I5H

X (Mode)

TKIP © AES TKIP/AES

seconds

O Enable Disable

Disable

© Enable

Cancel

Bl

—REAHBRA T HMESE -

{=F(Disable) - BRI -

WEP -R#5% WEP FIE R @2 WEP B8 AR -

WPA/PSK 3% WPA2/PSK 5§ Mixed (WPA+WPA2)/PSK - #5 WPA
P - &1 PSK P8 AMNE £% - WPA TIEEBZRMESERB BEHE
RUETUE - JEAEFENEA PSK - B2 802.1x BE S REFNE -

WEP/802.1x - AE# RADIUS AR INEETI LEEE e mBEHm AR P
S ERAR P RADIUS BRERETEERIBNEF - HTEEREE &
PEHFIAIEREIFE -
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WPA E& X
(WPA Algorithms)

(Pass Phrase)

ZinEMER

(Key Renewal Interval)

EAPOL Key Retry

Zi|l-4
(Key 1 -Key 4)

802.1x WEP

WPA FRE#AIaFE# AR PSK (Pre-Shared Key)st 2% 802.1x &&

BT RNBERHEZERVAAE - 53%EE WPA - WPA2 st EEIFAR WPA
B -

WPA/802.1x - WPA S5 iR 1B S ER B EAMIBAMIE - JEXRR
FH®WMA PSK - NEFHEH 802.1x BREA N KBENE -

WPA2/802.1x - WPA2 o] £ RN B SER B MR AERIAE - TJER
BFEEA PSK - 235 802.1x BpiE A KB ENNE -

#EHE TKIP AES 3¢ TKIP/AES 1E4 WPA MZEREE A - IIHEEE A
WPA2/802.1x + WPA/802.1x + WPA/PSK 3§ WPA2/PSK 5%
Mixed(WPA+WPA2)/PSK &= -

A 8~63 ASCIl F7T - #1 012345678... (8 64 fE-+/NEN - MRS Ox
Blyn "0x321253abcde.."BE &) - LLINEEE A WPA/PSK 3 WPA2/PSK
=% Mixed (WPA+WPA2)/PSK 121 -

ERANEEZRIER/EBRBREZA A8 EEBNHEBRED . HECHE
BEENARMERR WBRKEENZREEHER  SELBAERE
(RIS - BREBEERE  UESRENEZEM - RRER 3600 % - 2E
e 0 BIFRNEARAE ATEE - IEThEEE A WPA2/802.1, WPA/802.1x,
WPA/PSK 3% WPA2/PSK 5§ Mixed (WPA+WPA2)/PSK 1£1{ -

Z N (Enable) UBHERBR I RLERLER—R  BRRERNEHEN
ZRMERWE -

SETMMANATHE  B-—RAREEE—ARBERER  BLEHINU
ASCII X2 16 ENTF T RBA - FRECEERN®RAR - BRY
ot DS EtA9FooE O R - ILThREEE A WEP R -

=R (Disable) - FR WEP MEINAE - BEIIEMAHEREAZME -
XA (Enable) - ZEZULERA WEP IIZINEE -
IETNEEE A WEP/802.1x =1 -

#F1Z RADIUS falfz8 (RADIUS Server) E#E A T HIEHE - EITELSHRE °

Radius Server

IP Address
Port
Shared Secret

Session Timeout

'@- RADIUS Server Setup - Google Chrome [=[=] 5% ]|
® Fz=Z= | 192168.1.13/wireless/radius.asp

Use internal RADIUS Server

0
1812
DrayTek

0 second(s)

OIHRRERRRET -
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I5H

fEFMA RADIUS falfR
28

(Use internal RADIUS
Server)

IP firtik
(IP Address)

BR
(Port)

HE=ZS
(Shared Secret)

BREARS
(Session Timeout)

ENSTHEEREZE -

AR

VigorAP 903 A2 —1& RADIUS fafikss - ARG REEES
WAF - O AEARMUERRNEGERES -

UESh - MREGARZ EASMNER RADIUS fElfR=32REReE AP - BB WEUL TR -

&£ % IV-1-1 RADISU falfR#&(RADIUS Server) - B3 VigorAP 903 #9
ANEE PR E -

B e

# A RADIUS faA=%AY IP fudlt -

& RADIUS RIR=5FrFE AR UDP 185% - ¥ 1ES 1812 - LI RFC 2138
HZAER -

RADIUS fa iz R Fin = —
BV AERBERNERIOBE

EZiE - ARBBERILEZBNOASEE &

E&EEE%%%EZWEEFHFEE’\JEU(H%F'EJZ%H RER O JEEREEEMIN
% UBRETS—ERE - (BAER) -

A IREE(OK)#EFRTE
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II-3-3 FHZ S (Access Control)

RTEMBIMIBEREFNZEN  EREHEE U RCEBRFEIEBENAR MAC AIIERRE B FE
B}F - REREANN MAC I SUFIVRRRISAENTH - FEFIESI(Access Control)iE4E - BARL
MMAR - MR FER - NS EL R E EARER P IR MAC i ZERIEHI EZEEN B -

Wireless LAN (5GHz) == Access Control

SSID 1 SSID 2 SSID 3 SSID 4
SSID: DrayTek-F191BC
Policy: Disable

MAC Address Filter
Index MAC Address Comment

MAC © Object

Device Group | MNone - | or Device Object| None

Add Limit:256 entries

Backup ACL Cfg : Backup Upload From File: Upload
OJARERBUT :
IHH AR
R8I EE—IERA - FHERA MAC il i8i8 23 (Activate MAC address
(Policy) filter) IEE T A F eI AEMAER MAC it ; $kESEHE MAC {8
& 2% (Blocked MAC address filter)ol L MAC {Ulit/EE R ER - BEESHE
oI mAREE AR -
Policy: Disable -~
Disable
Activate MAC address filter
Blocked MAC address filber
MAC it iBiE 28 BN Z AR T B8 MAC it -
(MAC Address Filter)
MAC BAEIR MAC fiIllt (Client’ s MAC Address) - :BF 818 A &4 BB

8 MAC Azt -
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I8 (Add) - #BHTR MAC ERBE E -
fiER (Delete) - MIERBEPEERN MAC iz -
#miE (Edit) - HRIEEBEPEERN MAC i -

¥1#4(Object) BT FEhm ASEER MA fizik LSk - BRI L
SEEFr4H(Device Group) - LA HISEEFEAH 2 —4H - # THTY
(Add) - BRI ZEA THEREISERTE MAC fibiBiIE:E (MAC
Address Filter)&1& o -
B Y4 (Device Object) -{¢RIAMNAEEY P EEE—4H - 5 THY
(Add) - Z3EE 2 MAC {irhkigEnRTE MAC firikiBig28 (MAC Address
Filter)R1&h -

EE (Cancel) BRBEPFIAEBANAS -
%1 (Backup) BN IR R EEMAC AR B REPIMIURTE) REH—EESE -
= (Restore) BRI FRFEEPENCRZEERNVREEBMAC AHEBRRED

AALIERRRE) -

ESTHHEBEREZE - BIREE(OK)RFRTE -

II-3-4 WPS

BRUEZEIHAEE > >WPS(Wireless LAN>>WPS) RE#ETHERTE -

Wireless LAN (5GHz) == WPS (Wi-Fi Protected Setup)

Enable WPS

Wi-Fi Protected Setup Information

WPS Configured Yes

WPS SSID DrayTek-F191BC
WPS Auth Mode
WPS Encrypt Type

Device Configure

Configure via Push Button Start PBC

Configure via Client PinCode Start PIN

Note: WPS can help your wireless client automatically connect to the Access point.

: WPS is Disabled.
: WPS is Enabled.
: Waiting for WPS requests from wireless clients.

oI ERRARA T -

I5H Bz

EYF WPS (Enable WPS) = ‘A% 57552 E) WPS & 7E -
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WPS E&E
(WPS Configured)

WPS SSID

WPS BBt
(WPS Auth Mode)

EOEERTE - WER

an——n =
TN 2

R HATEER SSID 2

#7R VigorAP 903 HATREREET - 75
X8 WPS -

BE1&A WPA2/PSK #1 WPA/PSK

WPS INZ4E7
(WPS Encryp Type)

87K VigorAP 903 UMN&E R (F& - WEP - TKIP - AES %%5)

$5H Push 1ZEARERTE
(Configure via Push

A 1% &) PBC(Start PBC)RIMIZE TR WPS RERT - B EREER 2
NEINSEGAPEXRBRN WPS F3K - & WPS EfFE - WLAN (&4

Button) ZRREME - 2 HIER - VigorAP 903 EEIE—RAVEIE(IRMNETE 2 DiE
AR E WPS) -
FEHMAF PinCode R3& AW AMBEEENBRAFEEM PIN # - 1£12RE PIN i%if - 2
E(Configure via Client = WPS 3ZE{ERF - WLAN &SRS S HRIRPIHE - 2 788% - VigorAP 903 &[OliE
PinCode) —RRAVEE(IRMLBTE 2 D IEARRE WPS) -
II-3-5 #EPEE2 £ (Advanced Setting)
AETRAERGERRXZCAMEERESN -

Wireless LAN (5GHz) »> Advanced Setting

Channel Bandwidth 20 MHz Auto 20/40 MHz © Auto 20/40/80 MHz
o 100% 80% 60% 30% 20%
Tx Power
10%
Fragment Length (256 - 2348) 2346 | bytes
RTS Threshold {1 - 2347) 2347 | bytes
Country Code (Reference)
16 40 44 48 149 153 157 161
Auto Channel Filtered Cut List
165
IGMP Snooping © Enable Disable
Isolate 2.4GHz and 5GHz bands O Enable Disable
Isolate members with IP Enable © Disable
WMM Capable Enable © Disable

oI HERERRAR T -
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I5H

SEIERE
(Channel Bandwidth)

Packet-OVERDRIVE

K4 (Antenna)
(EPR 2.4GHz)

{EHI=E H(Tx Power)
HIERE
(Fragment Length)

RTS i&571E
(RTS Threshold)

A
(Country Code)

GlilE

20 MHz - EH2RER 20MHz (FAE e BEK AP 2 BERNERR
-

Auto 20/40 MHz - BsHz A 20 MHz 8¢ 40 MHz fEREith S B EE R
BZEBHNERNRE - IHEREIDUEME R EER MY -

40 MHz - Bz EA 40 MHz EREMM S RARGAF ZBBHNERE
E

Auto 20/40/80 MHz - B&EagsfE M 20 MHz 8¢ 40 MHz 8¢ 80 MHz 1%
S BRGAPZEERNERREE - IBERYLUBMERE@mA R -

EENED LB EE R EHNR - AR 40% E(FE N AE Tx
Burst) - REEESEMSEARE SRR ALIIRINEER - T EEL(F
R tiEREfR PR A B R ALLIEThEE

AR Vigor N6l EFEERIBILIAETNAE - FILE o UIER T LEE TN
BiE_ EDUERS Packet-OVERDRIVE R ZE(2E T & Vigor N61 &R T
BERE - IEE Option 2 AY TXBURST) -

Yigor N6l 802.11n Wireless OSB Adapter Diility. gl

Configmstion || Status |/ Option. | sbout
General Setiing Advance Setting

Auto Jamnch when Windows start up [1Dizsable Badin
[ Remember min status position Fragmentation Threshold 2348
[Jivto hide mini statos RTS Threshold 2347
[ et mind status always on top Frequency © B02.11h/gin - 2AGH »
[ Enable [P Setting and Prosxy Setting in Profile Ad hoe Chennel: 1 “w
[[] Group Roaming Adhoe Fower Save Mode: Disble

Tx Bust Disahle

WLAN type to comnect

(%) Infrastrocture and 4dhoe petwork
(O Infrastrocture network onky
(O sd-hoe netwark only

[ Avtomatically connect to non-preferred networks

VlgorAP OIER _RRG - MSREFNERBEUR - A8 IRRA
BE—RRG - BEMEZELITIR -

RRRES 100% - HESE  BRFREXEUREFBREENTHE -

RERREMOTERFE - IREAZRBREEIRNEE - FEMARARER
& 2346 BT -

RERVREEAFILENERENURMUT) - MUIRSHEEMEE
REMRMETRA RTS lRFE - IRCAZRBEERINEE - BEARKTR
%18 2347 BN -

VigorAP {3 802.11d IREEEEHEER - AMELEGHPIREHEE/
FHEBUBREETER NRZ/RILER  BEEAPERERIIES
I B EERRIER  FAIEHREERPRRS 7 IRISHERER - BN
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BENEECBIEEE
(Auto Channel Filtered
Out List)

IGMP Snooping

PHEt 2.4GHz and 5GHz
$EE

(Isolate 2.4GHz and
5GHz bands)

LUIP bREE R B
(Isolate members with
IP)

WMM BEEWMM
Capable)

MAC {h#
(MAC Clone)

(fZPR 2.4GHz)

ERTHREEREZE

EAMNEN -

EREEREIMAR> >BEXRRTE (Wireless LAN>>General Setup)® -
?%Eiﬂﬁﬂ%(AutoSelect)IE H A48 (Channel)21E - Al EE*E’]ﬂﬁiiiHE“*ﬁ
EMEWER -

EIZRUF (Enable) 5k L&) IGMP Snooping I8 - ZERERKWEEZZE
APEREROD A8 IGMP Snooplng EZERERIEBRERY

% -
R EERAL - TR ER 24GHz MRS R T LUEE S A 5GHz
SEERS R E - R2IA -

$+4 28724818 SSID BB WLAN 2.4GHz 81 5GHz FIS:

EEEEKEIHEE > > BEAXERE (Wireless LAN> >General Setup)
oh . WARETE L SSID By FREERL B (Isolate Member)IHEE - ARE iR
IEINEEREA R - S8 24GHz & SGHz W BRI EEEER

HZ  BEERKEEMAE> >EKZTE(Wireless LAN>>General
Setup)d - #H#f1E SSID B A FREERL B (Isolate Member)THEE - f4R4E
B 2.4GHz #1 5GHz WA BInM It Bm s Ea

kB FH(Disable) -
ERUFBLEINAE - VigorAP & kIBAFI%RY IP izt - [REtAEIWA S -

EEGERBERTER WMM 22 - BB (Enable)it -

EIZRIA (Enable) -
RE MAC TIERZE °

FHRAZEN MAC il - Efth SSID 89 MAC firit

FIBEOK) RFRE -
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II-3-6 = ERE M S (AP Discovery)

VigorAP 903 TILlR 2 AR RVE B R BIRMA B EFPRRERENS - ERFHENER - £HESS
HMBEMMEEE ST AN - ILINE oI AREEIR WDS BETHESENES  TEEREBREPHSP) -
Ha—a8G AP AT LU E VigorAP 903 -

AEUARFEEESEEMAEPNESENSNEE - FBREH VigorAP 903 HERENEGEM ST
DA EIR - B IF#H (Scan) iz i BB ENEGETS -

Wireless LAN (5GHz) > Access Point Discovery

Access Point List

Select Index SSID BSSID RSSI Channel Encryption Authentication Mode Ch. Width
1 00:1d:aa:63:2c:11 55%(-68dbm) 36 AES UNKNOW 11la/nfac 80
2 DrayTek_5G 00:1d:3a:60:b3:d2  37%(-75dbm) 36 TKIP/AES  Mixed(WPA+WPAZ)/PSK 1la/nfac 80
Bl DrayTek06C 00:1d:aa:57:5d:39 20%(-82dbm) 36 TKIP/AES  Mixed(WPA+WPAZ)/PSK 11a 20
4 DrayTek0eC 00:1d:aa:04:f0:6d 34%(-7edbm) 36 AES WPAZ/PSK 11la/nfac 80
5 DrayTek_5G 00:1d:aa:be:fd:8a 29%(-78dbm) 36 TKIP/AES  Mixed(WPA+WPAZ)/PSK 1la/n 20
6 guests 06:1d:aa:04:f0:dd 42%(-73dbm) 36 TKIP/AES  Mixed(WPA+WPAZ)/PSK 11a/nfac 80
7 DrayTek0eC 00:50:7f:f1:92:16 15%(-84dbm) 36 AES WPAZ/PSK lla/nfac 80
8 staffs_5G 00:50:7f:f1:91:ec 1%(-95dbm} 36 AES UNKNOW 11a/nfac 80
] DrayTek_5G 00:1d:aa:00:00:00 76%(-60dbm) 36 TKIP/AES  Mixed(WPA+WPAZ)/PSK 11a/nfac 80
10 06:1d:aa:63:2c:11 55%/(-68dbm) 26 TKIP/AES  Mixed(WPA+WPAZ)/PSK lla/nfac 80
11 00:1d:aa:df:cf:b2 1%(-90dbm} 26 TKIP/AES  Mixed(WPA+WPAZ)/PSK 11a/nfac 80
12 rd8rd8rd8 00:1d:aa:7e:87:be 1%(-85dbm} 36 TKIP/AES  Mixed{WPA+WPAZ)/PSK 11a/n 40
13 12:1d:aa:04:f0:dd 39%(-74dbm) 36 AES WPA2/PSK l1a/nfac 80
14 staffs_5F5... 00:1d:aa:3f:4f:87 1%(-96dbm} 26 AES Mixed(WPA+WPAZ)/PSK 11a/nfac 80
15 12:1d:aa:57:5d:39 20%/(-82dbm) 36 AES WPA2/PSK 11a/nfac 80
16 12:1d:aa:04:f0:6d 37%(-75dbm) 26 AES WPAZ/PSK lla/nfac 80
17 DrayTek_5G 00:1d:aa:41:df:18 1%(-90dbm} 26 TKIP/AES  Mixed(WPA+WPAZ)/PSK 11a/nfac 80
18 DrayTek_5G 00:1d:aa:95:b6:f0 1%(-56dbm} 36 NONE OPEN 11a/n/ac 80
19 12:1d:3a3:63:2c: 11 55%(-68dbm) 36 AES WPA2/PSK 11a/nfac 80
20 DrayTek_5G 00:1d:aa:cb:a3:12 37%(-75dbm) 36 TKIP/AES  Mixed(WPA+WPAZ)/PSK 1lla/n 40
21 12:50:7f:f1:91:ec 1%(-95dbm} 36 AES WPA2/PSK 11a/nfac 80
22 FAE-Wendy-... 00:1d:aa:f0:6d:f2 1%(-96dbm} 36 AES WPA2/PSK 11a/nfac 80
23 DrayTek_5G 00:1d:aa:41:df:78 1%(-96dbm} 36 TKIP/AES  Mixed(WPA+WPAZ)/PSK 11a/nfac 80

Note:  During the scanning process (about 5 seconds), no station is allowed to connect with the AP.

See Channel Interference

AP's MAC Address H : : : : AP's S5ID

Add to WDS Settings:

BEEBRBOT :
JETE| AR
SSID HE7R VigorAP 903 FriZ iRy &t & H SSID 27 -
BSSID FE7R VigorAP 903 FRiZ iR E it E MAC fuilt -
RSSI FANE5R54E - RSSI 2 Receive Signal Strength Indication (W ESk&E
BERNMER -
4838 (Channel) #87~ VigorAP 903 Fiis i E I & HmARIEE -
0% (Encryption) BB ENESMNINZE -

E27% (Authentication) BARNRIRENE SFTERRRERA -

#H((Mode) BN Z AP ERNERET -
B E [ (Ch. Width) BREHZ AP EARBRERE -
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{##i(Scan) ARSHAERENRGENS  ESERSETRRERE 7RG ES -

II-3-7 WDS AP #AR&%(WDS AP Status)

VigorAP 903 S AEE/RIA WDS Z i 2B Fh) AP ERMREEN - 10 MAC il - ERSERET - HisE
BIRRESE - iR N EBEEH(Refresh) NS EMAS -

Wireless LAN (3GHz) == WDS AP Status

WDS AP List
AID  MAC Address 802.11 Physical Mode Power Save Bandwidth

II-3-8 fAE E1E (Bandwidth Management)

B FTP - HTTP st 2R L P2P BABEX M2 LEERRK BB ANIER - BREEMENREEF -5
ERAREEINEE - RBEREEEUERNER -

Wireless LAN (5GHz) == Bandwidth Management

SSID 1 SSID 2 SSID 3 SSID 4
SsID DrayTek-F191BC
Per Station Bandwidth Limit
Enable
Upload Limit M bps
Download Limit User defined - K bps (Default unit : K)
Auto Adjustment
Total Upload Limit 64K bps
Total Download Limit User defined - K bps (Default unit : K)

Note: 1. Download : Traffic going to any station. Upload : Traffic being sent from a wireless station.
2. Allow auto adjustment could make the best utilization of available bandwidth.

DR ERRARI T ¢
EH #RER
SSID BRULEER) SSID 278 -
EYF(Enable) B A RO ASEEEASEENINGE -
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II-3-9

$HE 4

/|\\I|‘7?

LEFRE
(Upload Limit)

PR
(Download Limit)

B EnREf
(Auto Adjustment)
LRSI

(Total Upload
Bandwidth)

TE 4RSI
(Total Download
Bandwidth)

BN THEEREZE

~|

EFFBEFAMERE SSID BEALKENRGAF LEENNENEEE -
FEAMINBEREMTNRE  IRCEENZERAEER(User
defined) - MU RBEFFBWAREE -

EFRFBEFAMERE SSID BEALKENRGAL MEHENNENEEE -
BEAMINBEREMTNREE  NRCEZENZEAEER(User
defined) - MU RBEFFBWARERE

ERABRLELR - 2R ERCESNEMFENRRE -

S0 7 BEEET(Auto Adjustment) s - LEEFTERRBER R RPAA
G H P (EMARE SSID) AEss RN =R A LEERRE -

E0E 7 BB (Auto Adjustment) s - LLEEFTERRBER R RAA
FAZM P (EMERE SSID) s RN =AM MEEEAE -

FIREEOK) REFRE -

1A= 19{E(Airtime Fairness)

EREMEED - BEIEEIE(Airtime Fairness) ¥ 2B 2 A QI SUIRRITNEE -

REDHNEREFHRANEFEES NERENMIFLEREN ; ERABFEUHESELQBEEXENER
EEER - BEEREEMAANS - FERREP LEREFEIESUEMSIIBPHIORE - B 7 HER
MBERFRAIMEL QoS BR#mE - W% 802.11n BEFAFFSLULFREEMNMAN L - SHEAVEN - &
ROEMIBRIEE  MAZREARSEARNSEZARESERRPRERER 7 ZERE - AZERE
RROAPAHERHERP -

BT EEERIEINEE -

BREAPEAENERFmE NEGRBHZMEHEEHN -

B - ERREERNA—IEEAFPEFI -

IEEE802.11 SRE R HINFIEENBERGAFPHBEBHRMERREAIRE - ERGHAPIREESM
ENERBREERE - IHERITERATNER - £8EER T~ - APMASEYESHRNEBEARRE -

B - 1

REIRER EBEREARR (BN 11g, 11n) - HRMAZRLAFE 7 - BENAFK(11g)UEHE

BRERZEFEGLE FREZNEREE  MEEBROBRKQLINRMERKEMEE T -

2TERA - MFIn A 2B 218 VigorAP BEHERIE - R EBHEKREREGMAEESE - AP
I B11n)ERS PN EREEEAZRERFR - BAEAPK ALLg)tERSHHEREX—EHE - &
=2 ARG BIRER) WA Fin AVER)AIER S -
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R TUEEERRE - VigorAP #1187 BB RIEZINEE - SRENEERTEHERRE - €52 IkEE/
BrREATEEMAFKA/B) - B - tEiERFIE A(llg) - MFIE B11n)EERSHERREZRER
HE - BBEENS - AP BIRER)MSRATHNERRE - BEREASREIAPIK AMRER)R

PRI -

Packet

Packet

EREMENBEHARIRG - SERPREEARRG - RENREFNBFPHHBELEHRE 2IRME - F
R 2.4GHz B 5GHz B GIRRIIEEEIBUMN - BEAR SSID WRFE—EEF - RAthMEEER
HENEGEE  ERENREN - WHEJUREERRSRENARFE  HUXEZEESKMEN

mRL -
BEEBIE

(1) ZEEERE

(2) FrBMRRBPIRHMIET FEFXR

(3) MR EEEERRER L

Wireless LAN {2.4GHz) == Airtime Fairness

| | Enable Aitime Fairmess

Triggering Client Number (2 ~ 64, Default: 2)

MNote: Please enable or disable this function according to the real situation and user experience. It is
MOT suitable for all environments, ¥ou could check Diagnostics == Station Airtime Graph first.

TERERBMT
== $RER
T RG] ERTHERAE  WE—ARESEEEHRARNEHES -
(Enable Airtime MGSEE (b (Airtime Fairness) — 3% T Itb B4 T BER F kM SFEE -
Fairness)
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[ 172.17.3.110/wirelessfap_af_note.asp

Airtime Fairness Note:
* airtime is the time where a wireless station occupies the wirelees channel, Airtime Fairmess function

f" tries to assign similar airtime to each station by controlling TX traffic. IN SPECIFIC ENVIRONMENTS,
1 this function can reduce the bad influence of slow wireless devices and improve the overall wireless
| performance.

* Suitable environment @ (1) Many wireless stations. {2) All stations mainly use download traffic. (3)
The performance bottleneck is wireless connection.

* Triggering Client Number: Airtime Fairness function is applied only when active station number
achieves this number,

%53 A B i%8l(Triggering Client Number) - EERBrIBE P EEZI LSRR
RENSERT - BIORERRSEEIEINEE -

ENTHREEREZE - FREEOK)FEFRE -

@ Ffi 5%
AR SEEI9{E(Airtime Fairness)INBEE2SEE PRHI (Bandwidth Limit)ThEEER EAHEZEHIN - ALEREE
HAZEINIERMURFRE _EINsEA S RIRERLA -
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II-3-10 &4 FH Fln &2 (Station Control)

AR H P InEE (Station Control) IR fEE BERAMFPERGEMSBR REMERNFE - WRAKMHA
UETHEE - AR P OEEE VigorAP BRI REIRA S LE -

HIR%E WIi-Fi BlRESRER - EEIBERBIBNA - RN ERHEX—E/\HBH%RE Wi-Fi RIHES
F - ERRBUMRER 1/N\E  ENEGRETRES 1 X - t—REFYUE—E/NFATTRET
fE - A S REBEGABEANE -

OLE2

VigorAP KRRV PinAC i &S 0l & 300 £ -

Wireless LAN {2.4GHz) > Station Control

SSID 1 SSID 2 SSID 3 SSID 4
S5ID DrayTek-LaN-A
Enable
Connection Time 1 hour -+
Reconnection Time 1day -~

Display All Station Control List

Note: Once the feature is enabled, the connection time quota will apply to each wireless client

{identified by MAC address).

O ERRART -
IEH AR
SSID BENERAR P IR FLUERE Vigor B/ SSID -
XA (Enable) ESEMREGRPREE -

BRI/ ENERERE FARTHUNEEEERRAPIRER/EMERE Vigor EMENRRE - 5
(Connection Time / SEEFERAETER(User defined) 4% B T8 ABEERIISR -
Reconnection Time)

HRENAEREREZE FAZEBISSID EREEgEanREAP R gRRESED -
(Display All Station
Control List)

ENTHHEBEREZRE - FIREE(OK)FHF -
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II-3-11 ’&2%2(Roaming)

E-EATIERENBENNEERRNMBIEEZEE - FIt - IRCBEE—EAZRES LIEETE
RERGEENEZRE  ToUZEIeRGFRNERERES L  IRMASaEERZLEINNE - Hit—
R B DUER R E R RS R R ERAREE

BEGIEERIEZBHOREZE BB OREMEIIET  AEEUEGRMAEEINE - BRERSER
BEIINEE -

Wireless LAN (3GHz) »= Roaming
Fast Transition Roaming
Enable 802.11r

© over The DS

Qver The Air

AP-assisted Client Roaming Parameters

Minimum Basic Rate & ~ Mbps

O Disable RSSI Requirement

Strictly Minimum RSSI -73 dBm ( %) (Default: -73)
Minimum RSSI -66 dem ( %) (Default: -66)
with Adjacent AP RSSI over 5 dB {(Default: 5)

Fast Roaming(WPA2/802.1x)

Enable

PMK Caching : Cache Period 10 minutes (10 ~ 600, Default: 10)

Pre-Authentication

O ERRART -
L= Bl
FT thif’&@ i (Fast BiFd 802.11r (Enable 802.11r) - ZJEELAER A RIS IELIRE - AE2IELZ FH]

Transition Roaming) PR UM - 7 )T DI T RS -

%% DS(Over The DS) - [RERSRIREHVETE » i o] DUF] A
Action Frames (FT F55KEL FT [O]fE) AN AP BELE AR AP 3
1T -
#%3# OTA(Over The Air) - [RJERSEREIVET » Ay o] DA A2
TEEE E B A E AN Y AP B S—(E AP oREmYEH
E5EE) -

SEREEEN AP DVHRESDE S DS/WDS KL E AH ping F#TT -
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AP BN ZRFIREEE - EREAPNEFRERNENZEW ZMITAER - VigorAP ZEENREH

i (BUB#R R R DK RSSI Fsk B E#E) W B ER - MEESRGRFESR
(AP-assisted Client EEtEEMS IS EFRE -

Roaming Parameters) g /\g A% (Minimum Basic Rate) - &It 7558 (B 15 F T HISL B &
BEEKRE(Mbps) - EREAPKIVEMRREENRIIEEER
VigorAP 1 & iz B4R F F RS 184 -

{=F RSSI &3k (Disable RSSI Requirement) - #3EIZ L5 VigorAP &
DA RSSI EREEPERBEAFNMAIER -
BR1&#E 2 &/ RSSI (Strictly Minimum RSSI)- VigorAP £ RSSI LUE
REPERGAPNRARKRER - EFRAEERILE 2R EMBE(dBmM) & -
VigorAP i &z B AR A PR RISER -
&/]\ RSSI(Minimum RSSI) -2 SR8 EER I E 2 EE(dBm) it
VigorAP ERIL EERSHHSTREEN" MREH AP 9 RSSI #18
(With Adjacent AP RSSI over” SEZ)NEH AP (W EERES AP Bih
Az EILINEE) - VigorAP VigorAP #§ & chlif sz 4R F PRI ES 18 4% - 7% -
i A PR El ol E s =AM BERE S ((RSSIERE) -
WMNRAEH AP B9 RSSI #8i(With Adjacent AP RSSI over) — 5 —&
BIERERE -

REBUE(WPA/802.1x) B (Enable) - ZEIL G R RE 2L -

(Fast Roaming PMK EZ R (PMK Cache Period) - % WPA2 PMK (Pairwise master
(WPA/802.1x)) key) B FsRIHRE  PMK BEEE O K&S /L RE B SSID /9 BSSID

AE - ILThEEE A WPA2/802.1 #1 -

EScEiE (Pre-Authentication) - RIFAEEBEOZEEMSRE  LUEE
PWELEERE - F A IEEE 802.11i RIEFAEERMEBRIEREBRE - oIfRET
EER BRI TIRAEE - Mt — R OB EHE MEE B E MAE ( BB
WPA2 ) -

4R (Enable) — BXF3 IEEE 802.1X ZERiIR:E -

£ (Disable) — fFF3 [EEE 802.1X EHR15#:E

EEEMEEREYE  ERREOKRERE -
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I1-3-12 $EEE 12 (Band Steering)

RERBZERANENRSAPIRESHENETRR SGHz IRIF - WSHESIZZIER L - BENEETIUL
HER 24GHz SARREBAERNAF - ZBERERBNABRMNESERENEERE -

Disable
Bandsteering

EEREANETEE  BREMe AP REREGBEPERZBRSBHEBNRMMEN LBZE S5GHz - D%
AR EES -

Enable
Bandsteering

Q@ HizE:

&7 BINERSRERIE - 24GHz Y SSID IR Z 2 MR E M REEE SGHz EREE -
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BRI AR B 408 (2.4GHZ) > > SEER 181 (Wireless LAN (2.4GHz)>>Band Steering) DB R T EEH

Wireless LAN {2.4GHz) => Band Steering

Enable Band Steering

15 seconds {1 ~ 60, Default: 15}

Check Time for WLAN Client 5G Capahility

-78 dBm (|29 |28} (Default: -78)

SGHz Minimum RSSI

{Only do band steering when 5GHz zignal is better than Minimum RSSI)
Note: Please setup at least one pair of 2,4GHz and 5GHz Wireless LaN with the same SSID and

security.

oI ERRIMT -
JEIE| AR
R PSR ER IR 122 EEMMA T ILTEE - VigorAP RSl R P A REALENEAERBIR

(Enable Band Steering) = &% -
BERMA...(Check Time....) - WIR\EHFFAFAES S5GHz FEEERAE

AARESFUREHMEFERELN 15 #)#E1T 24GHz BEER - AL
BIEEMERF—ERF VigorAP ERISEERAE -

5GHz &{& RSSI(5GHz Minimum RSSI) — #E4FHEBEHA S5GHz Bk ELR
BE7) - BHAMMANOBEAL ARE - ALEMRBERERIEERENEE
VigorAP #& 5% FA BimiE Rl 2.4GHz 4385 -

-

EMTHREEREZE - FREEOK)REFRE -
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NEBERERIRIERRIZ(FEE -

5G

AP receives probe
request from client

¢ZAG

Check whether SSID and
Security of 5G

is the same as 2.4G

i Yes

Check RSSI value

if 5G > 2.4G up to 30dBm

¢ Yes

Check 5G RSSI if it's larger
than 5G minimum RSSI

No

(configured by customer)

i Yes

Check if the client was No

Wait client 5G
connection request

connected to 5G before(*)

A

for check time(0-60 sec
decides by customer)

overtime

i Yes

Wait client 5G
connection request

overtime

for hold time(15 sec)

¢ Client send request

AP replies probe _Client send request

request on 5G

* AP will clear the 5G history station list every 2.5 mins.
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YN1o] i FA 8 ER #£42 (Band Steering)?
1. FREKRESEIZ(2.4GHz)> > SEER R (Wireless LAN 2.4GHz> >Band Steering) -

2. CERIRYEERIEZE(Enable Band Steering)ZEV A - EREREFABERERE

Wireless LAN (2.4GHz) »» Band Steering

Enable Band Steering

Check Time for WLAN Client 5G Capability 15 seconds {1 ~ 50, Default: 15}

EGHz Minirmum RSSI -78 dBm (|29 %) (Default: -78)

{Only do band steering when 5GHz signal is better than Minimum RSSI)
Note: Please setup at least one pair of 2,4GHz and 5GHz Wireless LAN with the same SSID and

3. BRAMEREZE  HEEEOK)BERE -

security,

4. FREEKEIEMAIE(2.4GHZ)>>BARERE(Wireless LAN (2.4GHz) > >General Setup) 4R E i 48
#&(5GHz)> > B X% %E (Wireless LAN (5GHz) > >General Setup) - #& Tt & SSID ERES

nco

ap903-BandSteering - £ MEE(OK)REFHRE -

Wireless LAN (2.4GHz) »> General Setup

General Setting ( IEEE 802.11)

Enable Wirslass LAN
Enable Client Limit |64 (3 ~ 64, default: 64)

(3 ~ 64, default: 64) Enable Client Limit per S5I10

Made : Mixed(11b+11g+11n) -
Channel : 2462MHz (Channel 11} -~
Extension Channel ; 2442MHz (Channel 71+~

Enable 2 Subnet (Simulate 2 APs)
Hide Isolate  VLANID
Enable 5510 SsID Subnet Member{0:Untagged)

[1 ap903-Bandsteering LAN-A] e Iu}

Wireless LAN (5GHz) => General Setup

eneral Setting { IEEE 802.11)

Enable Wireless LAl
Enable Client Limit |64 (3 ~ 64, default: 64

(3 ~ 64, default: 642 Enable Client Limit per S5ID

2.4GHz i

5GHz HEAIF
Mode : Mized (11a+11ln+1lac) -~
Channel : 5180MHz (Channel 367 -~

Details : 20 MHz, 40 MHz (ExtCh: 403, 80 MHz {CentCh: 42)

Enable 2 Subnet {Simulate 2 APs)

) Isolate YLAN ID
ble Hide SSID SSID Subnet Mambsr  (0:Untagged)
1 [ ap903-RBandSteering ] LAMN-8 - u]
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5. HREKREINMAK(2.4GHZ)> >R 2 4R E (Wireless LAN (2.4GHz) > >Security) DR SR4RE I 40E8
(5GHz)>>ZZ 4 5& % (Wireless LAN (5GHz)>>Security) - _BEHA T2 URER 1234567 17
THREOKREERE -

Wireless LAN {2.4GHz) >> Security Settings

85ID 1 S5ID 2 881D 3 551D 4
SSID ap903-BandSteering
Mode Mized(WPA+WPAZYBOZ, 1 -~

Set up RADIUS Server if 802.1x is enabled.
WPA

WP Algorithms TRIP AES O TKIP/AES

Pass Phrase crssereresene

key Fenewal 1 wal 3600 | seconds

Retry © Enable Disable

2.4GHz i Wireless LAN (5GHz) == Security Settings
5GHz % EHH ]
851D 1 §SID 2 881D 3 SSID 4
S5ID ap903-BandSteering

Miged{WPA+WPAZ)/802. 18 -

Set RADIUS Server if B02,1x is enabled.

WPA

WRA Algorithm TEIRP BES O TKIPAAES
Pass Phrase s EEEELE

Key Renewal Interval eSO

E4POL Key Retry © Enatle Disable

WEP

6. IRTE VigorAP 903 tiEESG AP ERER AT ETNRFBRIMIEAIW 5GHz RIS IEFEHAEE -
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II-3-13 #E4R H FImdlZ(Station List)

4R A PR (Station List) IR B RIARE Z MR A FRRESE -

E 7K (General)
BRNEFNESAERE ZBBEN—MIREM D MAC fizilt ~ SSID - 5275 - B/ HEUCRERS) -

Wireless LAN (2.4GHz) == Station List

Station List
General Advanced Control Neighbor
Index MAC Address Vendor R3ET Approx. 351D Visit Time
Distance
1 DA:75:55:94:AD:C3 34% (-76cBm) 35.458m N/ A Od:0h:0m:0s »
2 0zZ:1D:AA:62:E4:30 24% (-80dBm) S56.23m N/ A 4d:ZzZh:33m: 553
3 Dh:h1:19:38:16:44 Google 0% (—-90dEm) 177.83m /L Od:0h:0m:0s3
4 CB:FF:28:FC:ZAh:C1 LiteonTe 0% [(-9ZdEBm) 223.87m /4 Od:0h:0m:0s
& ALE:3F:F4:6E:5E: 58 36% (—-75dEm) 31.62m N/A 0d:0h:0m:03
[ 02:1D: AR 6G2:EV:38 12% (-35dBm) 100, 00m HN/A 4d:22h:34m: 7=
7 0Z:1D: AR 6E:FF:E0 29% (-78dEm) 44 . 67m N/A 4d:ZiZh:34m: 135
=1 0Z:1D:AA:69:ED: 38 12% (—35dBm 100, 00m N/A 4d:Zih:34m: 125 us

Refresh

Add to Access Control :

Client's MAC Address @

Note: 1. Appros. Distance is calculated by actual signal strength of device detected. Inaccuracy might occur based on barrier
encountered,

2. Due to the differences in signal strength for different devices, the calcuated value of approximate distance also
might be different.

3. Trademarks and brand names are the properties of their respective owners,

Add
OJFHRERBNT
158 s AR
MAC fizsit FRER AP MAC il -
(MAC Address)

T2 (Hostname) BRNEGAPMNEHETE -

SSID BREZAFE/R SSID -

5 (Auth) BB A NREE -
M (Encrypt) BRSNS -
R /R OR R BRI BRI B/ RS

(Tx Rate/Rx Rate)
E¥E M (Refresh) BILHEHBEAEA -

FriZFEUES FEi## MAC fiIilt (Client’ s MAC Address) - FEUZEH T EZEARHI
(Add to Access Control) ESFHURIHERR - ZEHIEZ AR LAN MAC firlll - RERHRETZ=EHB
MAC firtit o2 A S4R LAN 77| -

#iE(Add) RULSHATIE HATE AR MAC AR FEEHIE L -
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#ME(Advanced)

BTREINESKERZHAFESHMENM AID - PSM - WMM ~ RSSIPhMd ~ BW ~ MCS %) -

$#=#l(Control )

BNEGAPERELRNERE -

#8/E(Neighbor)
BB SR PER -
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[I-4 AR ED FIEEE(Mesh Mode)

EREEERMesh)EXERRIFEIE - M ZRENERRAT ¢

Mesh Setup

Mesh Status

Mesh Discovery

Configuration Sync

AR - VigorMesh #BES -
RHANBE MBS 8 (A BEER)
PRIRRE R ERAER 3

2ETE .
o e T I R Mesh Node
el T hop 2
= - - o z
- . ~
»* MeshNode MeshNode
; ” hOp 1 hop 1
: ¢ ] Leamemmmeaa._ . .
e .
r Mesh Root '
r
. . hop 0 % .
[ o * '
[ ’ '
: 5GHz '
' + MeshNode ¢ Mesh Node, '
4 1 hop 1 hop1 .
3 ' ’ L
. M‘-‘:h N;de % .’ MeshNode,’
» op hop2 «
" &+
% #

-------

B/ VigorMesh HEGRERMAE CRBAERTE
WA 1 EREERE "0~7" JBESEAER
(BiE) RARPREHEPRINKEEBMERAVFRLR SSID/ZEHRRTE
(fri8) RBEREER I LUMS AR RN AR E AP
(E/R) BRPERRE MG ESENE AR AP EMNORRSH
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4R F 26 (Mesh Root) B4R S7 B (Mesh Node)

fRARERNRON VigorAP ZEhEME M HITHRAGELR - (FRMAAERS - VigorAP AKER O KNABHEER
ERERER  (FHRERERERES -

TERIRARSRL - VigorAP IILUE BRSPS ERERNS N - ERIEGFERNEHEEBEEREE
hEMAIARSRS -

NERER VigorAP {ESEEAR T B (MESH ROOT)ISAEE AT ¢

TR
O

MITEHMET ROUTER MESH RO MESH MODE

NEIFER VigorAP {E R #AR S #(MESH NODE)F RV E 77 ¢

| |
(3 — @ .l J,

MTERMET ROUTER MESH RCOT MESH MODE DEVICE
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[I-4-1 \B|AR AR E (Mesh Setup)

IEO MR EBREBEMBEEEMA VigorAP WAS - HNEKIH  CUIESTIEERGSE -

R EBIASREF AR —8 -

Mesh > Mesh Setup

General Setup

Role © Mesh Root Mesh Node
Log Lewel Basic -~

Mesh Group

Indey Role MAC Address Model

1 FRoot 00:50:7F:F1:TE:CA YWigorAPS903

Reset

Add Mesh Node

Search

Press Search button below to find and adopt the new node into Mesh group.

Backup Mesh Config

Backup Upload | Restore
O FRRERRABIA T

I5H B}

At |REE(Mesh Root) - VigorAP &8 B 2 7 KR BAREEE R & Vigor

(Role) BHBURE B EREAELTY  DUEEREGHETEAES
AP - EXREABEIHRE VAR HEEGIHHEBES MR EEGE
ARERE -
|z R(Mesh Node) —ERB4RZ B - VigorAP BEfg 4R E iRl oRiEsx
LEMHNESGS B ERIGEEW PC ~ CPE - THERESE)
LEAN - VigorAP TSI AR 26 AP SRS AN A MRAR 25 AP ROABAREE
#H  ERIUNREARIUUEREZESRGS S -

EEESESTH HiFE#R(Log Level) - EEEIFE A (Basic)zi 240&i(Detailed) - HRAE

(Mesh Root)lF

1 EEREE K2 > > 24 B55(Diagnostics>>System Log) L -
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EEESSSTH
(Mesh Node)HF

il T
(Mesh Group)

IEmRTE
(Add Mesh Node)

BERHERABERE
(Backup Mesh Config)

Basic

Detailed

A#R LE1T(Wired Uplink) - BILEM SRR KERERERE—@E LT
FRERNE LTRRRRE - BIEIE -

|4 L1758 (Wireless Uplink Band) — EiZMmR AT DIEERE LT
(uplink) Z B X BT LITRATE -

Auto

Dedicate SGHz

HitE#R (Log Level) — FEEE A (Basic)I 24l (Detailed) - 1HEE
BN EEZE > > M B (Diagnostics> >System Log) - -

E VigorAP R ERBR T U ZNMARGAREAR - AETETRELRE
HESEMENAE - MAC i EATISE -

AERZUMBER S EADT(L EE/MRTRE 7 EBEZH) -

EE (Reset) - ZILBMRBEARFEAEN -

BTN ES(Search)ZAAEBRPRRABPSHOIBNEE R -

Add Mesh Node

Press Search button below to find and adopt the new node into Mesh group.

Search
Search List
Select MAC Address Model Operation Mode Device Name
00:1D:AA:22:33:08 VigorAP903 MeshNode(Wireless)
Apply

DEAIEANS A ER TER(Apply) - EEH AP BE A BRIHER
FE -

%13 (Backup) — RILHHATFRERE -

L#/iER(Upload/Restore) — 1z L& (Upload)izitisE— B ERE - &
% NiEE (Restore) I EF LS EE

SEMEN MAC (DS BRI RERGANEA N5 - 2GBEEMINE
[RIEF - BEE L HIRERFE" Device MAC is not in mesh group
list”
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YN1o] 58 7E R 4R 48R 48 B8 B4 (mesh group)?
FILERR S BMR ERAAINBEAE -

1. HREEEEAIR> > BREIREE (Mesh>>Mesh Setup) - & T #iR E 2 (Mesh Root) 1% MEE
(OK) - A — BB AR B 2B — 4R 488 £ 35 (Mesh Root) -

Mesh >> Mesh Setup

General Setup

Role © Mesh Root Mesh Node
Log Lewvel Basic

Mesh Group

Index Role MAC Address Model

1 Rooat 00:50:7F:F1:TE:ED WigorAPG03

Reset

Press Search button below to find and adopt the new node into Mesh group.

Add Mesh Node
Search

Backup Mesh Config

Backup Upload Restore

2.  #&THS(Search) #%if -

Mesh Group

Index Raole MAC Address Model
1 Root 00:50:7F:F1:7TE:ED VigorAP903

Reset

Add Mesh Node

_Press Search button below to find and adopt the new node into Mesh group.

Search Ead

Backup Mesh Config

Backup Upload Restore
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3.

FREFESERIL -

Add Mesh Node

Press Search button below to find and adopt the new node into Mesh group.

Search

Search List
Select MAC Address

O0: 50 7F:F1:FE:EA
oo; 10 a4 04 F0: 10
00:10: a4 32 BC: 24
00; 10 a4 73 C 20
00: 10 as: 78 CF:BO
00:10: A4 68 06: 18

Apply

Backup Mesh Config

Backup

i

BEEINR RGBTSR -

Add Mesh Node

Model

YigoraAP903
YigoraP1000C
YigqorAP920RPD
YigoraP920R
YigoraP920R

Yigar&P920RPD

Upload

EEMRENME 2 REPERNEEFENETE  BEZHEE

Operation Mode

MeshNode{\Wireless)
MeshMode{Wireless)
MeshNode!\Wired)

MeshMode{Wireless)
MeshNode!\Wireless)

MeshMode!\Wired)

FERI%

Device Name

Restore

CERHE - EILEAT - BhEE

Press Search button below to find and adopt the new node into Mesh group.

Search

Search List

Select MAC Address

S
00:50:7F:F1: 7E:EA
00:10:A4:04:F0: 10

—
00: 10 A4 32:BC; 24

e
00:10:A4:78:C9: 20
00:10: A4 78: CF:BO
00:10: A4 68:06: 18

—/

Apply

Backup Mesh Config

Backup

Model

Wigorapao3
YigoraP1000c
YigoraPRZ0RPD
YigoraPez0R
YigoraP920R

YigoraP920RPD

Upload

71

Operation Mode

MeshMode{Wireless)
MeshMode{Wireless)
MeshMode{Wired)

MeshMode{Wireless)
MeshMNode{Wireless)

MeshMode{Wired)

Device Name

rooml

roomz2

roam3

roam<

rooms

Restore



5. ETER(Apply) RN EEHANTRE -

Add Mesh Node

Press Search button below to find and adopt the new node into Mesh group,

Search
Search List
Select MAC Address Model Operation Mode Device Name
00:50:7F:F1:7E:EA Yigarapoos IMeshMode(\Wireless) rooml
00:10: A4 04:F0: 10 YigoraP1000C IMeshMode(\Wireless) roome
00:10: AA:32:BC: 24 YigoraP9Z0RPD MeshMNode (Wired)
00:10: AA:7E:C9: 20 YigoraPazoR MeshMNode(\Wireless) rooms3
00:10: A 78:CF:BO YigoraPazoR MeshMode(Wireless) room4
00:10: A4 68:06: 18 YigaraP92Z0RPD MeshMode(\Wired) roams
Apply M

Backup Mesh Config

Backup Upload Restare

6. TEHARERREZE SEBEEREE> >BEMANKIKE(Mesh>>Mesh Status)i@R4ER - 2%
NE - FREMBEREAR RS -

Mesh >> Mesh Status

Local Status

| Refresh |
Dewice Name Vigorapao3
MAC Address 00:50:7F:F1: 7E:ED
Mode! Vigorapo03
Operation Mode MeshRoot
Link Status Connected
Hop i
Cownlink Mumber 5
Downlink 00:10:A4:04:F0: 10 (YigorAP1000C) Wireless SGHz (Ch36) (-38dBm)
00:10: AA: 78:CF:BO (YigorAPSZ0R) Wireless SGHz {Ch36) (-74dBm)
00:10: 44:68:06:18 (VigoraP920RPD) Ethernet
00:10: 44:78:C3:20 (YigoraP920R) Wireless SGHz (Ch36) (-54dBm)
00:50:7F:F1: 7E: EA (YigoraP903) Wireless SGHz (Ch36) (-33dBm)
Devices Total number of Clients: 0
Index Status Device Name IP Address mﬁ({:la;l(lrem Hop Uplink Uptime Clients
00:50:7F:F1:7E:ED od
1 Root WigoraAP903  172.17.3.97 (VigorAPaD3) a 01:16:17 0
2 00:50:7F:F1:7E:EA 00:50:7F:FL: 7E:ED Wireless od
onling rooml 17210312 innrapans) 1 5z (chas) (-30dam) ooi21i43 0
. 00:1D:AA:O4:FO: 10 00:50: 7F:F1: 7E:ED Wireless od
Brllie et 1721738 yi0orap1000C) 1 5GHz (ch3s) (-40dam) 00:44i50 0
. 00:1D:AATS:C9:20 00:50:7F:F1: 7E:ED Wireless od
* Online rooms 1721738 igorapazor) 1 5GHz (ch3s) (-47dBm) ouoti4s O
00:1D: Al 78 CF:BO 00:50:7F:F1: 7E:ED Wireless od
5 Crilie RIS 1727398 iqorapozor) 1 5GHz (Ch3s) (-64dBm) ouozior °
. oo0:10: AA68:06:18 od
Online rooms 172.17.3.10 {VigoraAPO2ORPDY o 00:50: 7F:F1: 7E:ED Ethernet 01:02:05
onlinedsync ready) Cnline Offline Last updated: Thu Mov 8 18:40:51 2018
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1I-4-2 R A AR AR 25 (Mesh Status)

REBREA Vigor Bt & (fERARAERANZRASIR)IRE - BR - UREBEFKERFEPHNENSE?R
FEUNEAIRES ~ IP 7t - MAC fudlt - 3835 - £17 t#ﬁ?ﬂ%F’aﬁl«){&‘ mAPENTERNEERL -

Mesh => Mesh Status

Local Status Refresh
Device Name VigorAPo03

MAC Address 00:1D:AAAB:26:01

Model WigorAP903

Operation Mode MeshRoot

Link Status Connected

Hop 0

Downlink Number 2

Downlink 00:1D:AA:32:BC:24 (VigorAP920RPD) Ethernet

00:1D:AA:22:33:55 (VigorAP903) Wireless 5GHz (Ch153) (-54dBm)
Devices Total number of Clients: 4
Index Status Device Name  IP Address mf;%g;idress Hop Uplink Uptime Clients
. 00:1D:AA:AG:26:01 0d
17.12. : 3
1 Root VigorAP903 172.17.12.117 (VigorAP903) 0 17:24:00
T A e 00:1D:AAIAD:I26:01
( 2 Online \ AlbertCSea... 172.17.12.10 00.'1D'AA'22'33'55 1 Wireless 5GHz (Ch153) o 1
(\VigorAPS03) 17:11:35
(-52dBm)
00:50:7F:F0:D4:B2
3 Online CleanBlock 172.17.12.11 00.'1D'AA'28'BO'72 3 Wireless 5GHz (Ch153) Od‘ . 0
(VigorAPg03) 03:12:16
(-65dBm)
00:1D:AA:7B:CO:20
: 00:1D:AA:7B:CF:BO . od
17.12. . 0
4 Online RD3Table 172.17.12.98 (VigorAPS20R) 3 Wireless 5GHz (Ch153) 06:30:59
(-56dBm}
00:1D:AA:78:C9:20
) 00:50:7F:F1:7E:ED : 0d
0
5 Online RubySeat 172.17.12.13 (VigorAPS03) 3 Wireless 5GHz (Ch153) 15:48:47
(-57dBm)
00:1D:AA22:33:55
: : : 00:50:7F:F0:D4:B2 : od
6 online BigMeeting... 172.17.12.15 (VigoraPS03) 2 Wireless 5GHz (Ch153) 00:42:56 0
(-62dBm)
; 00:1D:AA:32:BC:24 00:1D:AAAG:26:01 od
17.12. : 0
v Solne JELE e 172.17.12.167 \jigorAPS20RPD) O Ethernet 01:47:39
00:1D:AA:22:33:55
8 Online ExitDoor 172.17.12.12 DU.'ID'AA'?S'CQQU 2 Wireless 5GHz (Ch153) { 0
(VigorAPS20R) 15:50:12
(-68dBm)
Cnline(sync ready) Online Offline Last updated: Thu Dec 13 09:48:45 2018
IEH an AR
2N L=tz
AR AR BN ILEM e —MRER
(Local Status)

+ |t PAN e ~ S P =
®E BREEMS(FREG I BEZZ NERKTHNERZ I ZMBEN -
(Devices)

M Fmdas#(Total BURFTHEY mesh 4¢H -

number of Clients)
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II-4-3 R 48AK 18 = (Mesh Discovery)

MMBILEMNSBENEERE

EEE

B & (Device List) FAMEMBE R MAC firil - BU5% - BAFRTLBBAEIRAE -

Mesh >> Mesh Discovery

Device List
Index MAC Address
1 Q0: 1D aA: 2880072
2 Q0:E0:7F:FL. 7E.EA
3 00: 1D AA:22:33: 558
4 Q010 ah: 78 CF:BO
E 00:E0:FF:F1.7E: D1
a} 00:50:7F:F1. 7E.ED
ri Q0 E0:VFFL7F: 1F
a8 Q0:E0:FF:FO.D4: B2
Q Q010 a4 78:C9: 20
10 Q01D aAE7EC:DE
11 Q010 a4 5D CA: 88
1z Q0:1D: a4 BEC: AG: C8
13 0010 a4 5C: AD: AR
14 Q0:1D: a4 E7:5D: 90
15 Q010 ah:68:D6: 68
16 Q0:1D: aA: EC: AG: 38
17 00: 1D aA:6F:51:70
1z Q01D as: 32:BC: 24

BN Ef#(Scan)iR I E/F—& - HERERSSBERMINETS

Model
YigoraPoo3
WigoraAP903
YigoraPoo3
YigoraPez0oR
YigorAaPo03
WigoraPoos3
YigoraPoo3
YigoraPoos3
YigoraP9zoR
YigoraP1000C
Wigor28a62
YigoraPazoR
YigoraP9Z0R
YigoraPazoR
YigoraP920RPD
WigoraP9ZoR
YigoraP9z0oR
WigoraP920RPD

Operation Mode
MeshMNode(Wireless)
MeshMNode(Wireless)
MeshMNode(Wireless)
MeshMNode(Wireless)
MeshNode(Wireless)
MeshMode{\Wireless)
MeshRoot
MeshMode{\Wireless)
MeshNode(Wireless)
MeshMNode(Wireless)
MeshRoot

AP
MeshNode(Wireless)
MeshMNode(Wireless)
MeshRoot

MeshRoot

AP
MeshMNode(wired)

Link Status
Connected
Connected
Connected
Connected
Connected
Connected
Connected
Connected
Connected
e

Connected

Connected
Connected
Connected
Connected

Connected

Neote: During the scanning process {about 10 seconds), no station is allowed to connect with the AP
and Mesh Metwork may disconnect,
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[I-4-4 5% FE [E* (Configuration Sync)

R EABE SRAR OB A PR I8
AR ERRELE]

Mesh »>> Configuration Sync

System Maintenance

Index Mame

1 »_00807F_System.Management. SkipQuickStartWwizard
2 »®_00507F_System, TROE9Setting. CPEENnahle

3 ManagementServer URL

4 ManagementServer. Username

5 ManagementServer.Password

[&] ManagementServer. ConnectionRequestlsername

7 ManagementServer, ConnectionReguestPassword

8 »_00807F_System. adminmodePassword. Admin

9 »_00507F_System. AdminmodePassword, Password

Wireless LAN {2.4GHz)

Index Name
1 ®_00507F_WirelessLAN_AP.General EnableWwlLanN
¥_00507F_WirelessLaN_aAP. General SSID.1.ESSID
X_00507F_WirelessLAN_AP.General . 55ID.1.Enable
¥_D0507F_WirelessLAN_AP, Security, 1, \WPAPSK

¥_00507F_WirelessLAN_AR. Security. 1, WPAENCMode

—BEfARS R - AR TR EE
B EA T BB ERRRS R L -

Value
Enable
1

=¥

Bt
o
t*ﬂ

http://192.168,105,141: 8080/ACSServer/services/ACSServiet

acs
ok

wigar
P

admin
Aok ok

¥_00807F _WirelessLaN_aP.Security.1 KeyRenewallnterval

2
8
4
E ¥_00807F_WirelessLAN_aP. Security.1.Mode
6
7
8

¥_00507F_WirelessLAN_AP.General . 5510.2 ESSID
=] ¥_00507F_WirelessLAN_AP.General SSID.2 Enable
10 ¥_00B07F_WirelessLAN_AP. Security. 2 WRAPSK
11 ¥_00507F_WirelessLAN_AP.Security. 2. Mode
12 X_00507F_WirelessLAN_AP. Security. 2 WPAENRCMode

13 ¥_00507F_WirelessLAN_AP. Security, 2 KeyRenewallnterval

14 ¥_00507F_WirelessLAN_AP. StationControl. 2. Enable

15 ¥_00507F_WirelessLAN_AP. StationControl.2, ConnectTime

16 ¥_D0507F_WirelessLAN_AP. StationControl. 2, ReconnectTime

17 ¥_00507F_WirelessLAN_AP.BandwidthManagement.SSID. 2.Enable

1 ¥_00507F_WirelessLAN_AP.BandwidthManagement.SSID. 2. UploadLimit

19 ¥_00507F_WirelessLAN_AP.BandwidthManagement.SS10D. 2. DownloadLimit

20 ¥_D0507F_WirelessLAN_aAP. General SSID.3,ESSID
21 X_00507F_WirelessLAN_AP.General . 551D.3.Enable
22 ¥_D0507F_WirelessLAN_AP, Security, 3, WPAPSK

23 ¥_00807F_WirelessLAN_AP.Security.3 Mode

24 ¥_00507F_WirelessLAN_AR, Security. 3, WPAENCMode

25 ¥_00807F _WirelessLAN_AP.Security.3 KeyRenewallnterval

26 ¥_00507F_WirelessLAN_AP.General . 5510.4.ESSID
27 ¥_00507F_WirelessLAN_AP General SSID. 4. Enable
28 ¥_00B07F_WirelessLAN_AP. Security. 4 \WRAPSK

29 ¥_00507F_WirelessLAN_AP.Security. 4. Mode

30 X_00507F_WirelessLAN_AP. Security. 4 \WPAENRCMode

31 ¥_00507F_WirelessLAN_AP.Security. 4. KeyRenewallnterval

Wireless LAN {5GHz)

Index MName
1 #_00507F_WirelessLAN_SG_AP.General EnablewLAN
#_00507F_WirelessLaN_5G_AP.General 5510.1.ESSID

X_00B07F_WirelessLAN_SG_AP. Security. 1. WPAPSK
¥_00507F_WirelessLAN_SG_AP, Security.1,Mode

0o Ot R WM

¥_00B07F_WirelessLAN_5G_AP.General S5ID.2 ESSID

9 #_00507F_WirelessLAN_SG_AP.General 5SID.2.Enable

pin) #¥_00507F_MWirelessLAN_SG_AP.Security.2, WPAPSK
11 ¥_00507F_WirelessLAN_SG_AP.Security.2 . Mode

12 #¥_005807F_MWirelessLAN_SG_AP.Security. 2, WPAENCcMode

#_00507F_WirelessLAN_SG_AP.General SSID. 1.Enable

#¥_00807F_\WirelessLAN_SG_AP.Security. 1. WPAENCcMode
¥_00507F_WirelessLAN_SG_AP. Security. 1. KeyRenewallnterval

13 ¥_00507F_WirelessLAN_SG_AP.Security.2 KeyRenewallnterval

14 #_00507F_WirelessLAN_SG_AP, StationControl. 2. Enable

15 #_00507F_WirelessLAN_5G_AR.StationContral.2.ConnectTime

16 #_00507F_WirelessLAN_EG_AP,StationControl. 2 ReconnectTime

17 ®_00507F_WirelessLAN_SG_AP.BandwidthManagerment.SSID. 2 Enshle

1a ¥_00507F_WirelessLAN_SG_AP.BandwidthManagement.SSID. 2, UploadLimit

19 ®_00507F_WirelessLAN_S5G_AP BandwidthManagement.SSID. 2, DownloadLimit

20 ¥_00507F_WirelessLAN_SG_AP.General 5510.3.ESSID

21 #_00507F_WirelessLAN_5G_AP.General S510.3.Enable

22 ¥_00507F_WirelessLAN_SG_APR Security. 3, WPAPSK
23 X_00507F_WirelessLAN_SG_AP. Security.3.Mode

24 ¥_00507F_WirelessLAN_SG_AP, Security, 3, WPAEncMode

28 ¥_00507F_MWirelessLAN_SG_AP.Security. 3. KeyRenewallnterval

26 ¥ _00507F_WirelessLAN_SG_AR.General 551D, 4, ESSID

27 ¥_00507F_WirelessLAN_5G_AP.General SSID.4.Enable

28 ¥_00507F_WirelessLAN_SG_APR. Security. 4 WPAPSK
29 #¥_00807F_WirelessLAN_SG_AP.Security.4. Mode

30 ¥_00507F_WirelessLAN_SG_AP. Security. 4. WPAEncMode

31 ¥_00507F_WirelessLAN_SG_AP.Security. 4. KeyRenewallnterval
Note: 1. Please wait for about 5 ~ 10 secs to load TR-069 parameters,
2. Mesh Root can apply above TR-069 parameters to Mesh Nodes,
3. apply button enable when any node is online and ready to sync{Mesh Status).

[ ]
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75

Value
1
DrayTek-LAN-A

PR
WPAZ/PSK

AES

3600
DrayTek-LAN-B

e
WPAZ/PSK

AES

3600

[u]
0_days,1_hours,0_mins
1_days,0_hours,0_mins

m~m o

u]

ok ko
WPAZ/PSK
AES

3600

0

e
WPAZ/PSK
AES

3600

Value
1
DrayTek-LAN-4
1
oo
YWRAZ/PSK
AES
3600
DrayTek-LAN-B

Hok ko K
WRAZ/PSK

AES

3600

[u]
0_days,1_hours,0_mins
1_days,0_hours,0_mins

Ao

u]

Ak
WRAZ/PSK
AES

3600

FEE AR
WPAZ/PSK
AES
3600

REL - AECUER

IRER

ICNSZ



L= Bz
RipE/BREEERE 2 ESEETREFTNIER -

(24GHz)/ RIRBHMIE =M@ (Apply) - & T IS I RIS LR EERIRANREBR S
(5GH2) F TR IR EE RN A RERSERTBEIHTA -

(System Maintenance
/Wireless LAN (2.4Hz) /

Wireless LAN (5GHz))

AR AR RS E MBS
S0 EFIE 1T RSSI AR -65dBm HIBAEBIRETE -

BBEGANARBERENBEGSHNIERE - HLEHERENRER - 6110 - EREEMER
A2 - JCEEATIERA 1 KRN EATIERA 2 MRS -

VigorMesh #iE7ig&RE 0 E 3 BEGMANERIER - A BERERERQPREAHEHNRMED R
EFR 2 @80 -

EZET—EERSESERARERENG NSO THEARESE .
MR THEE GHYBRGEMASEL ~ X/ 3):
iPad EEERETR : 80Mbps
iPad E#EZRE 1 WEEZ R 49Mbps (£47 RSSI: -55dBm)
iPad EEZIRE 2 WA : 41Mbps (17 RSSI: hop2 -64dBm / hopl -55dBm)

iPad EEZIRE 3 ARSI E  26Mbps (L7 RSSL: hop3 -62dBm / hop2 -68dBm / hopl
-55dBm)

HPLARZERAOARBERERBEGHEREEMLE -
EREENRERGENEEER -
A" BER " BEME KR E ENRE
HASERFHSRTEWENRTE
HREZENRENRESR  FFHEHNRTE - JABAEEMTHNELMIBRAENRERHE

== oo

BE
EENRERGENEER -
S E ERH B IRES BGOSR
EIRANRR R B AL R AR
BEIHEBEABOIIEBESRR - ZHE MRSEIHABRETRRERSE -
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WRERBELS/EMEFBR - AZFIEQLER

MESH NETWORK

VigotAPRIZ
VigorAPH03

AlbenCSeat
VigorAPoO)
001DAAS23355

ExgMeatingRoom
VigorAPPO2
0050TFFOD4B2

CleanBlock
Vigar AP
MIDAAZER0TZ

ExitDoor
VigerAPP2OR
DOTDAATECI20

SEEEHERR:

IREEEIRA -

DOIDAAABZEOT 7 [}
Ethernet
Ch153
-50 dBm
= DOIDAAREZE0T
1% <

\Wireless SGiz

Ch153
001DAAZ2355

Wireless SGHz

-63 gBm

Bs% =

[REx]
050 7FFODLED
‘Wireless SGHZ

Ch153
001DAAZ2I35S
Wireless SGHz

- IERIRI R E KA

Memory Usage

WIRELESS OVERVIEW
Enabie
UZIDAACEZE0T
APS03_Fietd_117
Enable
00:10AAAB 26:01

AP03_Field_117

ZRIRE - LS

AR AR EHE PR AP 2R E A RIAVENEE RA

B8 OP(RIF)ET - MERHAVEAR IR L ARES DHCPIP HE R 7 AP 23

RERSEAE - HIIMERON M
VigorAP920R 4R <2 B -

MEREEHSE  BEAZEBE

CHANNEL LOAD

» Ch 11

Heavy

® Ch 153

REMPREEAR

B DrayTek Syslog 4.5 6

DrayTek

=

e
Sm o AN

70% °

AR EREHAESREUF D

Heavy, 75%
Light, 15%

fedmAE R 5G #8718 36 7Y VigorAP 903 4R X 3518

=1 g wan wiR
1A = || (>¢ O e W R
I AOR p— =

Log W il s

T * 0 WEte  EEE w1 (D) Wil P (B
EME: ] - 976 | 472% [ I
e awm Charnel | Roaming | wireless | ik

Clwe

Fmodi Ll L] zh e ot

20181108 19:01:16  Nov B10:58:05  sysiog [dmn] dene_pht_tecy Anncunce-Kespalve

Z018-11-08 19:01115  Nov BIDSE04  syskg [dmn] deney_pit_send Alve:

2018-11-08 19:001:04  Nov BI0:ST:52  syskog [dhon] dren_pht_send Abve

2018-11-08 19:01:01  Nov BIDST:S0  syske [am]:jm_pm_recvmu:nmun

2016-11-08 19:00:59  Mov BIDST:48  kernel il hiE | A6:C8

2018-11-08 19:00:53  Now B10:57:41  syshog [mn]ampx serd Rive

2018-11-08 19:00:47  Mov BI0ST:36  syskg [dhon] dhoen_pht_recv Announce-Keepaive

2016-11-08 19:00:41  Nov B 105730 sysiog [dmn] dimn_pht Alrve

2018-11-08 19:00:39  Mov BIOST:28  hemel 1 ER 1508

2018-11-08 19:00:33  Nov 8105122 syshog [unnjchn_w rmm.tc-toeoahe

2009-11-08 19:00:30  Mov B 105719 syl [dhm] devr_pht,

2018-11-08 19:00:19  Nov B10:57:06  sysiog [dmn] denn_pht_send M'\-e

2008-11-08 19:00:18 Mo B10:57:07  syshog L] dernr_pht_recy Anncance-Kespaive

2018-11-08 19:00.07  Mov B10S6:56 syskq [dmn] deney_pht_serd Alvve
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II-5 & EIEERIE T Y Universal Repeater 52

B EESHEEMEE(Range ExtendenERRFER - BEEEME(24GHz 22 SGH)INRERIBEEHER
EHARRE (General Setup) « & 1 (Security) - FEUEHI(Access Control) ~ WPS ~ # &5 E (Advanced

Setting) - S \EEME (AP Discovery) - WDS AP #R£&(WDS AP Status) * Universal Repeater - WMM
#®E(WMM Configuration) - & &2 (Bandwidth Management) - f4R58E 191 (Airtime Fairness) ~ f&
#R FA Bl (Station Control) - /&3 (Roaming) - #EEZ 125 (Band Steering)#A & 48 FA S lm 155 (Station List) -

KEEN 4B Universal Repeater BRERIERE °

HtESEEAERREER - fIINEARE(General Setup) ~ Z& M (Security) - WPS % - FF2E 11-3

Paxand
Bo °

Geheral Setup

al Repeater

Alrtime Fair|

Bandwidth Management

Station Control Airtime Fairness

Roaming Station Control
Band Steering Roaming

Station List Station List

TEEER VigorAP ER & E 23 (Range ExtendenEREFEA T ¢

|| ||

AP RANGE EXTENDER DEVICE
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EMeNAenlERaPEE  TIYESEKIESRKTEE TS
EEGER(root) Bithe - WA AP RV REH

@ m:

= £/ Universal Repeater #3055 - Ethai§ ZHEEEWRIRIEE -

T ARENBHEZERBRELE - WEANELINRE—

Wireless LAN {24GHz) >> Universal Repeater

Universal Repeater Parameters
S5ID 24GHZ LR

MaC aAddress (Optional)

Channel 2462MHz (Channel 11)

* BOlBUR A E Station INBEARE

LiaR AP EMERAVRS -

FREZERENBRIFARESE

iz AP R ZHEEAY -

Security Mode

Encryption Type

Pass Phrase

Range Extender Band
Note:

WP AZ/PEE

AES

wireless LAN (2.4GHz)

If Channel is modified, the Channel setting of AP would also be changed,

Universal Repeater IP Configuration

Connection Type

Device Mame

oI HERERRAR T -

I5H
Universal Repeater
SSID

MAC firiit (35

(MAC Address
(Optional))

b7
(Channel)

115 H)

DHCP

4P903

Cancel

AR
e
52 7E VigorAP 903 ME BRI EMMSZHE -
=

# A VigorAP 903 78 Z2E I E e/ MAC At -

ERENMAKRNBEEEE NRETHWBEESIRENTENSE KO8T
B REMIEE - ENERZERMIEEE - BERHEE
(AutoSelect) - BAFZLBEITRAE



Z2EN BREE O HEE SEEXHTHERABNSEERE (BN WEP 28 -
(Security Mode) PEZEUHERES) -

Jpen
Shared
WRASPSE

WPA2/PSK

I]

B / E=EX TR B RERM/ :;:(Open/Shared)Ejjti*;‘t(Securlty Mode)is - BNo]
TR R TE I IETNAE
(Encryption Type for E1ZH(None)BITIRAR WEP MIZIHEE - ERNEEEIEM AL ZWMBR
Open/Shared) #  MMREBRE WEP ERIMZHE - 355812 WEP -
WEP £ - SEODBMANASE  B—RREE—ARIERER -2
LR BT IR 5 B ASCIL XX F 2 10 @ 64 B4R Z 16 #EAITTF T
REA ; 22 13 {8 ASCI XF 2 16 @1 128 fIiNZ 4512 16 #EfIT
FIC - mEBRTEEANSSAR - BRT B " DN Hit
FICERTIE A - IEINAE(EEA WEP 5 -

WPA/PSK B1 WPA2/PSK = ER3#E1E WPA/PSK #2 WPA2/PSK & 218 (Security Mode)f + B1T]
HEXTRMEER R EULIRINEE

(Encryption Type for E4ZE TKIP 502 AES ER WPA RIEEDZ -

WPA/PSK and

WPA2/PSK)

MEZEUER A 8~63 ASCII =T - #1 012345678... (8% 64 &+ /¥ - FMEEA Ox
(Pass Phrase) Blyn "0x321253abcde..."HIE#) -

Universal Repeater IP 555

ERER #1E DHCP S 2EE IP REFEL -
(Connection Type) DHCP - &#&FHFim#Y IP itk Vigor EMfIER DK -

El%E IP(Static IP) - BEHAFIwEEE —HRBEE IP LIEZESB Vigor Eiha

HERZE(Device Name) WAEMSHNEZTE - o] UFERTERE -
IP firdt 1678 & E 4R 1E T (Connection Type):R & A EE IP(Static IP) IS IA A E
(IP Address) A -

WAEEMES LAN IP R ERBAEER 2 IP il - IE IP 728 LAN IR {H T —{E
IP EEAR -

FHRIES It E T E R I (Connection Type)&2 E 43 Bl %E IP(Static IP)FF 18 A 1F
(Subnet Mask) A -
MABEEME LAN InRERRN FRKES
JERGRE 1678 & 7 E 4R 1E T (Connection Type):R & A EE IP(Static IP)IFIA A 1E
-
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(Default Gateway) A BENE LAN IR EMNTERFEBERE -

ESTHHEBEREZE - BIREE(OK)RFRTE -
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II-6 & i3 48 (LAN)

Local Area Network (LAN) &4 T 2R EEHATIEHIN 438548 -

FPort Control

[I-6-1 EAXEE (General Setup)

BFEL LAN - ABEIZEEAXEE (General Setup) -

@ st
EEEE B RRRERTOREMALMNE ARSIBOR AP #  Fi5ILIOEES AP X T ot
FRERRE -
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LAN == General Setup

Ethernet TCP / IP and DHCP Setup

LAN IP Network Configuration DHCP Server Configuration
Enable DHCP Client © Enable Server Disable Server
IP Address Relay Agent

Subnet Mask
Start IP Address

End IP Address
Enable Management WVLAN

VLAN ID Subnet Mask
Default Gateway
Lease Time 86400

Primary DNS Server

Secondary DNS Server

DNS Server IP Address

Primary [P Address

Secondary IP Address

OJARERBAOT :
IEE sRAA
LAN IP 483833 E(LANIP R F#(Enable DHCP Client)- EM&EIA 7 EINEER - VigorAP 903
Network BHERSELAFR - Vigor Eih& (BN V|gor286O)EDE_[?£§@E AP &8
Configuration) EIRR SR/ EH I RR RS -

IP {ir3it (IP Address) - & AE#E IP firdl - DUEER B IR E B AR
1E%M 192.168.1.2) -

FHAEEEE (Subnet Mask) - BB ARERBA/NWESEIERES
255.255.255.0/ 24) -

& [E38 (Default Gateway) - —#%5RER - VigorAP 903 I AEEEEET
F'EﬁLTﬂth C RBMABANE - REFEA VigorAP 903 #9 IP fiflt - BIOl&E
FLTERRRIE - $RREN Vigor B2 EIE X R (MNFE NTP EARES)
Kif - BEREZRAER -

Y &2 VLAN(Enable Management VLAN) - VigorAP 903 X i2#& 4 F
FinfFRZEE VLAN ZE Vigor Eithe - RAEHERH VLAN ID SRR
FAEZ BE49#E A VigorAP 903 -

VLANID - @ ASRAS{ERE SEH RN VLANID 5% - 0 RIRNFRRAE
fo] VALN 12 -

DHCP fEIRRSE DHCP 2 Dynamic Host Configuration Protocol K#4&% - DHCP fa1fR &z 0]
(DHCP Server LIEE8D B P REGTERETET—EERE  FXEREER
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Configuration) DHCP R Fl -

XA fAAR=%(Enable Server) - RUMREIMRSS - BB I LD IP t4E T
BIEAEBERNESEER

#E%A IP firilt(Start IP Address) - #i A DHCP {@fzgsRY IP it Ac & AY
HEERIEE IP Mt HEARE - MREIEHAVE —(E IP it 75
192.168.1.2 - ¥R IP MU OI IR 192.168.1.3 SEES—LE - BLL
192.168.1.254 /)\ -

%R IP f{ifit(End IP Address) - #A DHCP falfiR=s 2] AFZR 737K IP
Ry & — @At -

FHBHIEE (Subnet Mask) - 358 AR E 5 A/ OIS (TR 1ER
255.255.255.0/ 24) -

TERRIERR (Default Gateway) - %A DHCP fEAREEFTAAOREE IP i
it -

FHFAKFE (Lease Time) - REIEEEMMFTEMNME AR -

F*ZE DNS {3BR2E (Primary DNS Server) - &2 E7E L5 E DNS @R
2R IP i - AR AR ISP Bz =Rt —ELL LAY DNS GEARES -
NRIERY ISP MR 1R - Bi &G BB ERATERA DNS EARES [P it
194.109.6.66 - INTELLER -

RE DNS fAfRES(Secondary DNS Server) - &l ILIEESE A
DNS faElfkas IP firsit - (K% ISP #EE R M —ELL /Y DNS GRS -
NSRIEA ISP MR IR B S S EBRMATERAIE 4 DNS EAR:S
HIP it 194.98.0.1 - MELLEI -

fAl AR 23 L3 (Relay Agent) - 157 DHCP EAIR=SFIENFAMUE - UERIMR
22 GO LIS DHCP BsREMBREZIE -

DHCP $h#£{{2(DHCP Relay Agent) - ER 2% T R FAERREE
2% BEBEMRELIRMERTE - BFEERRIEHN DHCP GRS
B IP Azt AR b A - AR S HUIREEE 1T 882X DHCP #55KE DHCP 3
AR28 -

=R fAAR=Z(Disable Server) - {FRREIR O EAFENHEREM DHCP
ARERR DK IP it FRSME RS e £ -

WLAN {5%8#9 DHCP @R 28(WLAN Trusted DHCP Server) - ItE
a2 AN 2K IP Al PREREHAKRERSE - FBEOUISE
Hith Vigor Eit& 5 —EAMW DHCP ARRZRGEZRABAS
SEER IP Ak -

ATt & S EE — 8 DHCP falfk=s - VigorAP LAN I EHIRE 7 IP
I TOIEBIEEMNEARRES IP Al - SEMETHEREE—ERESE
s F2 % DHCP AR DK IP RE4ATIE -

DNS fal k23 IP firiit FEZ=IP fudlk(Primary IP Address) - 8 /R7E 538 E DNS fEliR=sAY IP it
(DNS Server IP it - RAEBERY ISP Bz g R — @1 Y DNS EfR=8 - tARAAY ISP

WARRHE MO T EEIRATERAN DNS [AKES IP ik 194.109.6.66 -
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Address) FEICE -

RZEIP itk (Secondary IP Address) - AU LIS ESE — 45 DNS @R
5 [P fidlt - A4 ISP EEFRMH—EL LAY DNS EARER - RAR) ISP IR
=Y BEMEEZEEIRAIARME A DNS Gk - HIP UitR
194.98.0.1 - WEELLES -

ENTHREEREZE  HEEOKRERE
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II-6-2 B 1 (Port Control)
BTBRARBBAANBERAN S XARBRENERNVER BAULUZBREREFAER LAN BOINEE-
LAN »> Port Control

Port Control

Enahle Part Contral

LaMN-B LaM-a4 LaM-43 LAM-42 LAM-41(PoE)
Disable Port
“ Clear Cancel
O ERIBIT
I5H R
B4 3R I 422 B MR OES - MREALINEE - SRl o DUE R 28R O AR BN %

=AEA BB AE LAN B[O -
(Disable Port)

EMTHREEREZER - FHREEOK)REFRE -
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[II-1 Z#c 4 E(System Maintenance)

MRENE  FHEERAZEMERTEEEN | RMIRE -
ﬁﬂ“u&ﬂ?ﬁ¥“*

TE% % & #% (System Maintenance) I =58 ETIEE

Maintenance

Time and Date

SNMP

Kanagement

Fehoot

Firmware Upgrade

88

TR-069 ~

AREEET

=
R.

218
i

E

(=10
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III-1-1 Z#AREE(System Status)

HARAR AR (System Status) IR IEERWAHERE -
BUBITRAVEN S AR A S 2 B S H th A ARRA &

System Status

Model : VigorAP903

Device Name : VigorAP903

Firmware Version :1.3.4.1

Build Date/Time : 11041 Fri Sep 20 10:19:13 CST 2019
System Uptime : 0d 02:01:51

Operation Mode : Range Extender

System
Memory Total : 254912 kB MAC Address
Memory Left 1 199064 kB IP Address
Cached Memory : 24712 kB / 254912 kB IP Mask

Wireless LAN (2.4GHz)
MAC Address : 02:50:7F:C1:91:BC

SSID : DrayTek-F191BC
Channel t 11
Driver Version :4.4.2.1

Wireless LAN (5GHz)
MAC Address  : 00:50:7F:F1:91:BC
SSID : DrayTek-F191BC
Channel 1 36
Driver Version :4.4.2.1

BEEEAEN WAN TESEN - RGN LESH

LAN

: 00:50:7F:F1:91:BC
:192.168.1.11
: 255.255.255.0

WARNING: Your AP is still set to default password. You should change it via System Maintenance menu.

ZEEERBBMT
HH B}
#E (Model /Device BRAREBEMNRELHE -
Name)
FNRShR A BRAEENTERAK -
(Firmware Version)
3211 HHB/0SE A EAYEEIMN P RERRA -
(Build Date/Time)
¥l T BN AR M AR EFRAIERE -
(System Uptime)
BRIEER BTREEFRANREERIARAS -
(Operation Mode)
Z#(System)
ZEEciERe BN ARG EENE B IERIO AR/ NED -
(Memory total)
RlgrsciERe BN ASGR RN IERA/NBA -
(Memory left)
LAN-A/LAN-B
MAC izt Z87~ LAN 77 ERY MAC 1zt -
(MAC Address)
IP firdlt 27~ LAN 7T ERY IP frdl -
(IP Address)
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IP B=E

(IP Mask)
FEAR(2.4GHz/5GHz)
MAC firilt

(MAC Address)
SSID

saE
(Channel)

BN LAN MTEAVES AL -

BUNEANTEN MAC it -

BN E B SSID -

BUNERARERRS R FIRFT & HrYRE -
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III-1-2 TR-069

IEE M E371E TR-069 15% - HEE A BHEREB ACS (BIH VigorACS 2) 2KEHE TR-069 REZHESLE
By -

System Maintenance »> TR069 Settings

ACS Settings

URL http://192.168.105.141:8080/8C55erver/services, Wizard
Username acs

Password ssssssse

TestWith Inform Event Code PERIGDIC
Last Inform Response Time :.
CPE Settings
Enable

SSL(HTTPS) Mode

On LaM-4

URL http: //192.168.1.2:8069 fcwm/CRMN . html
Port 8069

Usarname vigor

Password rsseens

Note: SSL{HTTPS) Mode only works when Vigor ACS SIis 1.1.6 and abaove version.

Please set default gateway, no matter choose LAN-A or LAN-B.

Periodic Inform Settings

Enable

Interval Time 900 second(s)

STUN Settings

© Enable Disable

Server Address 192,168,105.141
Server Port 8478

Minirmum Keep Alive Period 60 second(s)
Maxirmum Keep alive Period -1 second(s)

Cancel
SRR
RE 3588
ACS % FREREE (Wizard) — 2T ULSLUEEE A VigorACS RARESAY IP ik - 385%
(ACS Settings) RERPE -

URL/{ER& B TE/ZH(URL/Username/Password) — ItEZE R PAZE BB 1
BB ACS ABRE A - 52% ACS FREIEFMNER - URLE
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CPE ]R%E

(CPE Settings)

EHBAERE
(Periodic Inform
Settings)

STUN &%

(STUN Settings)

ERTHREEREZE

A ol U282 ol U2 IP il -

A& RIE (Test With Inform) -0 CPE 8582 VigorACS SI fal iRz 8% -
RILEENEHRBEESEENTNRETIR -

EH KB (Event Code) - AT BEIEESHUERNR ZF -

L ZEHNE FERSE (Last Inform Response Time) — #7R VigorACS @R
#3_E XU CPE BANFH S H B FEAYE R -

IEEBERTEZIRMHLA ACS ARBESEERN -

E{A(Enable) — &b/ 18 - BUALLERE -

SSL(HTTPS) ##3{(SSL(HTTPS) Mode) - & th#E:E CPE BF o3& @ SSL
8 VigorACS -

7T (On) — VigorAP 902 #E#ZE VigorACS RIRBFFIERMNNE - FE
£ LAN-A 8 LAN-B -

IBSE(Port) - B2 - 2B OBEFELIBRER - BESRESEME - MOkt
FEHYE CPE BRIGHIESE -

fEA&E BB/ ZHB(Username/Password) — & A VigorACS ARIFE LS
BENFRESTEBEREE -

FERRE AR (Enable) - AR IR BN 2HERE  EEMSEER
2% VigorACS fElfRES - 2 FH(Disable) BB BN -

BRIER (Interval Time) — FWABREERE @ BUB -

fark B 25 (Disable) - (IR & #1E 7T RYH(Enable) - B A N i1EEE
w

fE AR 2§ Il (Server Address) — i A STUN faBR&3A9 IP it -

Al AR 23R 3% (Server Port) — 8 A STUN fEAR=3IAVIESE -

B/ E RIS (Minimum Keep Alive Period) #15REXF Y STUN -
CPE WEBHEHERKERREE  UEASEFERENEE - BHAZT
ERE/NWAERRE  FERER 60 -

RAHFFEZIEE (Maximum Keep Alive Period)- #IREIAT STUN -
CPE WEBZEHAERKEGME  UEAFHRERTNEE - ZHART
ERBANERRRE  #E-1 RAKREERAERFRHRE -

FIBEOK)RFRE -
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]

III-1-3 24 EEE 2 M (Administration Password)

REHCREMNE -

System Maintenance >> Administration Password

Administrator Settings

Account admin

COld Password

MNew Password

Confirm Password

Pazzword Strength:

Strong password requirements:
1. Have at least one upper-case letter and one lower-case letter.
2. Including non-alphanumeric characters is a plus.

MNote : Authorization Account can containonly a-z A-Z0-9, ~ "1 @ % ™~ * () _+ = {
authorization Password can contain only a-z A-2 0-9, ~ ° @ #E %R
=7

oI ERRAR T -
EH AR
#R3%(Account) FRAEAREERE T EOEAER -

E 25 (Old Password) BEABWAERE -
2 8E(New Password) | BEXREEAFZRE -

R 2B (Confirm BEEREANBBLER -
Password)
RIEE ZHEBABBIRERRSS - Mo/sRIIER) -

(Password Strength)

EETEREOKE  BARERHETLIR  BEAFTNEBUEBERFINAEREEH -
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I1I-1-4 EAZE = (User Password)

AERFE

RREMAIRIEAEN - LMEMUERERANSAE

S AHERREH

System Maintenance >> User Password

User Password

Enable User Mode

Account

Password

Confirm Password

Mote: Authorization Account can contain only a-z A4-Z2 0-9, ~ °

ST ERRIT -

I5H

RFRERAEER
(Enable User Mode)

admin

t@sse ~*Q_+={0l;<>.7
Authorization Password can contain only a-z 4-Z20-9, ~ " 1@ # %~ * O _+={}[11]%\;
-

B

HEIEZE  EOLEBIERANEREAREEHAZENE  £1785

0 -

BHAEERENENRERE HEAEEEREET ANTREERETE

AL -

IRE% (Account)
25 (Password)

HERR RS

(Confirm Password)

ENTHEERELZER - B
FEAERA THREB IO REEERL -

MAEREZERM -
MAEREZERE - EUAEE 3L BEFTRRR -

BEWHAZBLUERD -

ZHEE (OK)fEFRRE °

B HEANEKEREIRR -
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[lI-1-5 & E %7 (Configuration Backup)

IEThEES] R 1D/ %E R VigorAP 903 &2 E -

System Maintenance > Configuration Backup

Configuration Backup / Restoration

Restoration
Select a configuration file.
Upload

Please enter the password and click Restore to upload the configuration file.

Passwoard {optional): Restore

MNote: 1. You will need the same password to do configuration restoration.
2. The configuration file from the supported model list would be adopted.

Backup
Please specify a password and click Backup to download current configuration as
an encrypted file.
Protect with passward
Password (Max. 23 characters allowed)
Confirm Password
Backup
O ERRIT
IER AR
28 (Restoration) L& (Upload) - #ZILHHEEEIRIESE -
2 (Password (optional)) - BIABELIBIREER -
iE[F (Restore) — 1ZILLUEIRREEZEZE VigorAP -
%13 (Backup) RITARENRERD -

LIz {Ri& (Protect with password)- EEZ2 7] - BEEMNRERSE
BEMBIRE -
g (Password) — B AZTTIEAIRBR EERNEZE -
TR 2 S (Confirm Password) — BE#BAZREE -
%173 (Backup) — RUILLIBH DR ERE -
BB TILTREDENEMSIRE -
1. £ &#H#:E(System Maintenance)Ih5E & PR & EH 13 (Configuration Backup) -
2. WMBRE  AELZEBRE(Protect with password) F1E - W8 A R -

3. ®&#EG(Backup)iZHEA T —EHER - 12 M#EF(Save)iZil - RER FLUER config.cfgBE) M &
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OLE:

BRBHAUS—RBAIARMESE AORELAEZRESRM -

KB TITRERANEMSRTE -
1. EZRAHEINGERPIREREHD(System Maintenance >> Configuration Backup) -
2.  EE#H(Upload)iZ i IBIE MR ERE LB LBZEMS -

3. 1ZE[R(Restore)iZ il EHENEE -
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[II-1-6 Syslog/#HZE & (Syslog/Mail Alert)

SysLog Th&E

e & B VigorAP »

System Maintenance > Syslog / Mail Alert Setup

Syslog Access Setup

Enable
Server [P Address

Destination Port

Log Lewvel
Mail Alert Setup

Enable

SMTP Server
Mail To

Mail From
User Name
Password

Use TLS

Enable E-Mail Alert:

When Admin Login &P

oI ERAR T -

EH

Syslog & ARE

(Syslog Access Setup)

BEEERE

(Mail Alert Setup)

514

all

Cancel

AR

B4 (Enable) — Z#ERIMA (Enable) LIEIED Syslog IHAE -

{EIAR 88 IP firilt(Server IP Address) - Syslog fEARERHY IP Al -

B #9125% (Destination Port) — 5% Syslog &l E R TR ES 514~
Btk (Log Level) - IEEMEREMSHM 2 ACHBWAH TR -
D¥ERYF (Enable) DIRENEIHEETNEE -

SMTP faElfR28(SMTP Server) - SMTP falfRag#Y IP firdlt -

B = (Mail To) — FEEBAHEE LA BOBAALLLE -

BB (Mail From) — 157 R EISMNME R ERVFAHIEE -
fER&EBE(User Name) — B ARBNFEREZHE -

Z W5 (Password) — & A BREE ARV -
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ERTHREREREZE -

£/ TLS(Use TLS) — ZEILELMBESHH - BEEUEEER SMTP
AREASZIE TLS HE - WEARRAZEWSNBEEMNE S -

R EFEHEESE(Enable E-Mail Alert) - EFEFAZEBRENZ Telnet
BAERENER - VigorAP i$EZEFEH4FH K -

EF"-S‘ LUEEE A AP(When Admin Login AP) - BXF/=RLLIhEE - ERF
REFAFERNEEEZWEREE A VigorAP - A S HE T
TqiiA%HSZTQ:%ITET#J: ANERAS -

FIREEOK RERE

III-1-7 HEREARER(Time and Date)

RFFEEEMERSEMSRE -

System Maintenance >> Time and Date

Time Information

Current System Time

Time Setting
Enable NTP Client
Time Zone
NTP Server
Daylight Saving

MNTP synchronization

OIHRRERRIRET -

I5H

EETES RS

(Current System Time)

RYF NTP B F %
(Enable NTP Client)

ISE(Time Zone)

NTP fEl ARz
(NTP Server)

B¢eEnsaksfE

2019 Dec 16 Mon 10:42:20 Inguire Time

(GMT+08:00) China Beijing, Chongging

pool.ntp.org Use Default

1 day

AR

ZEBIERE (Inquire Time)Z $HEVS B ISR -
FREENENRE  BHEFER CNSEEREFEEEENFEEN -

EEEMAMENRE -

B AR RS E A= ad IP ALk -
fEATRER{E(Use Default) — 2 ILEZETRRRAY NTP EAK=S -

TEI TR B B ENRE - aREME - EEBEEERERERN -
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(Daylight Saving)

BEIERR
(NTP synchronization)

ETERBEERMUME NTP GRGEEHR A -

ZERRETMZE - FIRERE(OK) R EAIRRE -

III-1-8 SNMP

REZEMEE SNMP B SNMP3 IR RIHEERRE °

FEEAEMRES (BN MDS5) - SNMPv3 EfRR#EE SNMP BENZ & WEAEE -

System Maintenance > SNMP

SNMP Agent
Enable SNMP Agent

Enable SNMPV3 Agent

USM User

Auth Algerithm

Auth Password

No Auth

Note: SNMP V1/V2c is read-only and SNMP V3 is read-write.

SRR ERARIT

I5H

EZF SNMP 18
(Enable SNMP Agent)

2 SNMPV3 (IB&
(Enable SNMPV3
Agent)

USM R &

(USM User)
BmEEEAR

(Auth Algorithm)
TR

(Auth Password)

Cancel

Bz
TR IAEL B RUA L INEE -

DB ICHELU B RURIEIEE -

USM =R EREZEMET (user-based security mode) -

WARMURENERESZHE SRAZESB 23 @FT -
BTAuNEEREE-—ERELA -

WARBBEZNER  SRAZEB 23 BEFT -

ZERETEMZE - BIRTEE(OK)f# =7 BRIAVERE -
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I1I-1-9 &3 (Management)

RECEMIEE HTTP 22 HTTPS FARZRAVIESE -

System Maintenance >> Management

Device Name |vigoraP203

Access Control

Allow management from WLAN HTTP Fort g0

Enable Telnet Server

Port Setup

{ Default:£0 )

HTTPS Port 443 { Default: 443 )

Access List

Enable access list

Panel Control

Dizable WLAN button

List IP Mask Disable LED
1. 255.255.:255.255 { 32 Enable Default Configuration Wizard
2. 255255255255 32
3. 255.255.255.255 { 32
4, 255.255.255.255 / 32
5. ?55.255.255.255 { 32
“ Cancel
O ERRNM T
I5H B
RESE % (Name) - FEERER VigorAP 903 - NENECJEEZE -

(Device Name)

FEREH

(Access Control)

EEUEE
(Access List)

A EREKENMIRER(Allow management from WLAN) - BiALL
MEEZEAAEEETEEZARGEEMABEAEMS -

E4FA Telnet f@BRZE(Enable Telnet Server) - BB E/FAEB T LI ENR
EALEENESTMTEETRERS -

FYFEEUS B (Enable access list) — AEIELUBEIRERFEIEEREER
BEEFHIESABEALRE  SZULRELHAIP/ES -

IBIRERTE HTTP 1255 /HTTPS 1£5% (HTTP port/HTTPS port) - I8EFREEEN
(Port Setup) IS SEEE HTTP 22 HTTPS ARSE -
EiR s R ERSEATER A0 LED LUR WLAN B OMT AT IR ERBZ B -

{¥F WLAN #z$R(Disable WLAN button) - 8:&ik88 T~ WLAN 212 RY
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(Panel Control) FBRY -

IR 1F A AR IR RS2 HI WLAN B2 WPS THEERIEE S - B AEUHAE -
= A IL % $R E Tl B LE 4% 2RI HI WLAN IHEE -

{£F3 LED (Disable LED) - VigorAP BRI - LED ESREFENE - BrIA
O REREBE - UL LED FIMINEETILIFEIER - EARBRAEFED
A2TE - AE % - FiBR LED BsREE12BNREE -

R FAf8:% s B8 E (Enable Default Configuration Wizard) — 8 E=Z
RUEIRY - SRENICINEERS - RERMERTRTENTE L7519 DrayTek B1EE -
L4185 B ERIEREIEE (Quick Start Wizard) EE -

EMMERTEREET - WLAN> >EXFRE(WLAN> >General Setup)
WLAN > >3EE & (WLAN> >Bandwidth Management) - WLAN >>
EAIE S HEEFI(WLAN> >Station Control) =2 &4 #E> > SRR
(System Maintenance>>Administration Password)f - EI8EE 178
=R -

EHRETHZE - FREEOK)HFHEARE
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III-1-10 ERE & (Reboot System)

PRFRETE2E  AENMEBEME - 58 &4M4#(System Maintenance) i ERE & (Reboot
System)FHRBUW NEH -
Sy=tem Maintenance >+ Reboot System

Reboot Systemn

Do You want to reboot your AP ?

Using current configuration

© Using factory default configuration

MREBEFEFABEAINARREFMEEMS - A EZEFERBRIZELR(Using current configuration) - %4
BETHEE NREFHEREREFMEBEMS - FEEFERFEMIERARE(Using factory default
configuration) - AL THEE(OK) - EMEHSTEERVERMEI A -

@ sk
ERGEATAASR TN ERENAMEE  BEUR TRREOKNUENBBDENS - BEBE
SRR RAMIRIEES - BOIR G ARBER TR -
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II-1-11 FNEEEF(Firmware Upgrade)

UMM RZ B AIRAAS I BEEMEEE - FERULELAZE Windows EIFLM N -

BESMILZ FTP Ih NEEMAVENREIRE - ES#ILS www.draytek.com - FTP IARIZ
ftp.draytek.com -

BB R EEIZHREE R (System Maintenance> > Firmware Upgrade) U BRI B FEEFH T E -

System Maintenance == Firmware Upgrade

Firmware Update

Select a firmware file.

Upload
Click Upgrade to upload the file. Upgrade
Firmware Version Status | Refresh Latest Firmware
Current Firmware Version :1.3.4.1
The Latest Firmware Version T NSA Download

2N BB (Browse) BB EEMAFERER - KBIXNEM(Upgrade)iz il - EEHAVHRE - F2RE

BEaER -

Sy=temn Maintenance ~> Firmware Upgrade

Firmware Update

Firrmware Upgrade is in progress,.. It rust NOT be interrupted!
AIRRARNRRRRIEE |
Firmware VYersion Status | Refresh Latest Firmware |
Current Firmware Version 1 1.3.3
The Latest Firmware Yersion CMSA Download
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[lI-2 AP 1 EIE (Central AP Management)

EEIHEETIRRE VigorAP K& - ISEMA Vigor BEHRZMEEZT -

¥ Central AP Management

APM Log

Owverload Management

Status of settings

III-2-1 EAREE (General Setup)

Central AP Management >> General Setup

Vigor AP Management
Enable AP Management

Enable Auto Provision

Note: [AN-B cannot support APV feature.

oI ERIBOT -
IEH GilE!
EYFE AP &8 AL BRI APM EIRTNAE -
(Enable AP
Management)
R B ENRRENE BEERE8 Vigor2860 ZJITILUES AP hREIRHEHIZRIZEHI VigorAP 903 -
(Enable Auto Provision) & Vigor2860 %35l VigorAP —EEEBIIRINEE - —B AP BEiaZ®

Vigor2860 TELE i - ABEETE Vigor2860 %5 PFES I EN MR EE
(WLAN profile) SEIIBIERZE VigorAP L - B —KHBARESINER
7 VigorAP 7 -

ENSTHHEBEREZRE - BIREE(OK)RFRTE -
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[lI-2-2 APM H35(APM Log)

AEREGERE VigorAP & AP hAEIRERNWELK A IHARKN BEEN -

HEAEMERBMER E Vigor IEEZS (M0 Vigor2860 =2 Vigor2925 %)l o] #/RE 2R AP hRE
12>>5#4H (Central AP Management>>Event Log) £ -

Central AP Management >> APM Log

APM Log Information | Clear | Refresh | Line wrap |

Aug 24-13:02:54 syslog: [APM] Regquest done.

Aug 24-10:47:27 syslog: [APM] Get Traffic data.

Adg 24-10:47:27 syslog: [APM] Regquest dane.

Adg 24-10:582:28 syslog: [APM] Geat Traffic data.

Adg 24-10:582:28 syslog: [APM] Regquest dane.

Adg 24-10:42:268 syslog: [APM] Geat Traffic data.

Adg 24-10:42:26 syslog: [APM] Regquest dane.

Adg 24-10:47:27 syslog: [APM] Geat Traffic data.

Adg 24-10:47:27 syslog: [APM] Reguest dane.

Adg 24-10:52:28 syslog: [APM] Geat Traffic data.

Aug 24-10:52:28 syslog: [APM] Request done.

Aug 24-10:87:29 syslog: [APM] Get Traffic data.

Aug 24-10:57:29 syslog: [APM] Request done.

Aug 24-11:02:30 syslog: [APM] Get Traffic data.

Aug 24-11:02:30 svyslog: [APM] Regquest done. v
Aug 24-11:07:31 syslog: [APM] Get Traffic data. p
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IlI-2-3 B FEE (Overload Management)

BHETHIENIEREZMEEHEE Vigor BRBNESENS L - HIMREAEREENESGE
AL -

BER  MRBASHELSKAFIMEEE VigorAP ETERNNER - MEAFUESRERSBENES -
HUEEF A "BERE B (Force Overload Disassociation) " #&1FE4RF PInHI AR ER U EEN
HEERRE - BRI 7 EHAEN "BEEHE AR (Force Overload Disassociation) ” IheE - SIARZER
NESAFPEEIMARESRHEREMEN -

THPAERARREESFBPIROREHEZE -

Central AP Management >> Overload Management

Overload Management

MAC Address Filter of Force Overload Disassociation

Index MAC Address Cormment

White List

Black List

Client's MAC Address
Apply to WWhite List

Comment :

Add Celete Edit Cancel

Note: ‘When force overload disassociation is enabled, clients in black list will be disassociated first,
Clients in white list will not be disassociated.

OIHRRERRRET -
E]E| GlilE
BREAERRE BrER/BREANMBIAEEM(BERSIMRNE - MAC it E2RIAS) -

(White List/Black List)  pinessonmemsreereeaiasinE o @ Fore
Overload Disassociation) " tEIBERARRL T - KB DEELR -

BFE& MAC firilt 15 E &I/ AR P Ini MAC it -

(Client’ s MAC

Address)

EHA(Apply to) BH& & (White List) - £ FIH MAC It AN ER oK RERBRER
FHRE -

106



BB E (Black List) - EAFIR MAC itE AR ER I WEREERBRER

A -
#HBA(Comment) HEIEERAPIRZ MAC il - SlE A SRR -
#i8(Add) BURAREREEN MAC il -
fBR(Delete) MEREEBREPEEN MAC it -
#mEE (Edit) AR BB REEN MAC il -
EXjE(Cancel) MERE °

ENSTHHEBEREZRE - FIREE(OK)RFRTE -

IlI-2-4 % EAREE(Status of Settings)

BHFHIURREDIREIFIEEE Vigor2860 2L2 Vigor2925 35 A E & (B4 VigorAP
903) - AAEFA/REA VigorAP 903 B & FEEMNREEN - HPEAREGH PRI (By Station
Number) - #HR = (By Traffic) - BB & & (Force Overload Disassociation)&R8 Vigor2860 =2
Vigor2925 3P HBANEREAS -

Central AP Management >> Status of Settings

Function Name Status Value
Load Balance
Station Mumber Threshold x
Max WLAN{2 4GHz) Station Murmber 64
Max WLAN{EGHZ) Station Mumber 64
Traffic Threshold X
Upload Limit MNone bps
Download Limit MNone bps
Force Cwverload Disassociation X
Disassociate By Mone
RSSI Threshold -E0 dBm
Rogue AP Detection
Rogue AP Detection XK |

X" FRRZINEEM ARRBYAELZ VigorAP &R E #: 21T Vigor B

TEEH Vigor2860 32 Vigor2925 & # FHLARR TN E -
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Central Management >> AP >> Load Balance

AP Load Balance By Station Murnber or Traffic |+

Station Number Threshold

Wireless LAN (2.4G5Hz) B4 (3-128)

Wireless LAN (EGHz) B4 (3-128)

Traffic Threshold

Upload Limit Lizer defined | [0k bps {Default unit: K}

Dawnload Limit| User defined | [0k bps {Default unit: K}

Action When Threshold Exceeded

® Stop accepting new connections
O bissociate existing station by longest idle time
O bissociate existing station by worst signal strength if it is less than -|0 dBrn {100
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lII-3 1T EETE(Mobile Device Management)

LEThEE T DU/ B IRFHL VigorAP HEZMIETEIRE « VigorAP KIBEENICRREHATERE -
PC FIF - MAC AFE 2R MR R BN RFMAERE -

MERBERFENREINEERR :

hobile Dewvice kd: erment

Detection

Polic

I1I-3-1 1= 8I(Detection)

AEUBEREMESRIERE - #® (Policy - Pass) FMERIHRMNTEISRE 2/EE - ELTERBEEFEH
VigorAP 2RISR AR - MIBsRAS - T8 (Policy - Block) SR RAIFTEISRBRIA 5T 5 VigorAP
AR AT AR AR -

Mobile Device Management >> Detection

Refresh Seconds: 10 Page: 1 | Refresh |
Index 0s MAC Vendor Model Policy
1 == 40:49:0F:006:E0:0D HonHaiPr PC Pass
2 8C:3A:E3:40:F6:73 LgElectr LG Block
3 F8:95:EA:EA:45:93 Apple iPad Block
4 7C:1D:D9:64:5C:4C Xiaomi HM NOTE Block

Note : Please make sure your internet access is avaliable before enabling MDM.

(1 |
i0S Android B® Windows Linux Others

Trademark Notice and Attribution:

- The Android robot is reproduced or modified from work created and shared by Google and used
according to the terms described in the Creative Commons 3.0 Attribution License.

- Android is a trademark of Google Inc..
- Tux logo was created by Larry Ewing and The GIMP in 1996.

- Windows and windows logo are registered trademark of Microsoft Corporation in the United States
and/or other countries.

- Apple, Apple logo, iPad, iPhone, iPod, Mac OS and iTunes are trademarks of Apple Inc., registered in
the U.S. and other countries.

- 10S is a trademark or registered trademark of Cisco in the U.S. and other countries and is used
under license.

- Linux is the registered trademark of Linus Torvalds in the U.S. and other countries.
- All other brands and trademarks are the properties of their respective owners.
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— B AE/ A EMBTEREEE (Enable Mobile Device Management) #ZEW75 #Ri3% T FERE
(OK) - BIOJE=%rEIE) VigorAP DIBIATEIFEEIE(Mobile Device Management) -

HAI - VigorAP ZiER OS (St¥1T81RE) BEES .

Windows

Linux

i0S

Andorid
WindowsPhone
BlackBerry
Symbian

I1I-3-2 K E&(Policies)

FEEAMUREMEEE(TE - PC~ MAC E2HEAM) SLUIBEE VigorAP ETHRREER - S VigorAP
HEASETRARER -

Mobile Device Management == Policy

Block Mobile Connections (0S:Android,i0S...)
Block PC Connections {OS:Windows,Linux,iMac...)

Block Unknown Connections (0S:0thers)

WiFi(2.4GHz) SSID1 SSID2 SSID3 SSID4

WiFi{5GHz) SSID1 SSID2 SSID3 SSID4

O ERRRT -
L] GilE
HEHITENERR (Block FRrEMITBREERBHIIE - AoFH 2R VigorAP B AR -

Mobile Connections)

FEHERS PC E#R(Block  FiB#EME PC- MAC 52 Linux ¥ & L ETRAR R B AR AR £ 865 B op & -
PC Connections)

R A EAR (Block RERMMEER (Vigor EME AR SH LB & -
Unknown Connections)

WiFi(2.4GHz) 15 SSID LUEFRILERHES -

WiFi(5GHz) 15 SSID LUEFRILERHES -

TERAERERTE 2% - B T HEE(OK)ZEH - VigorAP 18 & SRR LUE B ENRNENRTRISRES -
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I1I-3-3 # st &l (Statistics)

KERTTENEEEIE (Mobile Device Management) L5 ERIZRES - (RAIRIRVRE B DU BB/HHENEE
A - BRm

Mobile Device Management »> Statistics

Device OS Statistics Policy Statistics

i05(0)

Android(0} Pass(0)

Windows(0) Block(0]

Linux(0)

Others(0)
0% 0% 0% 0% 0%
i0s Android Windows Lirux Others

Trademark Notice and Attribution:
- The Android robot is reproduced or modified from work created and shared by Google and used
according to the terms described in the Creative Commons 3.0 Attribution License,

- Android is a trademark of Google Inc..
- Tux logo was created by Larry Ewing and The GIMP in 1996,

- Windows and windows logo are registered trademark of Microsoft Corporation in the United States
and/or other countries,

- Apple, Apple logo, iPad, iPhone, iPod, Mac OS and iTunes are trademarks of Apple Inc., registered in
the U.S. and other countries.

- I0S is a trademark or registered trademark of Cisco in the .5, and other countries and is used
under license,

- Linux is the registered trademark of Linus Torvalds in the U.S, and other countries.
- All other brands and trademarks are the properties of their respective owners,
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IV-1 RADIUS &% (RADIUS Setting)

RADIUS Server

Certificate Management

IV-1-1 RADIUS falfiz=8 (RADIUS Server)

VigorAP 903 2RI RADIUS fEfRss - DUEERBIHEE VigorAP 903 ERWEMMS -

REBMENEEAS -
RADIUS Setting »» RADIUS Server Configuration

Enable RADIUS Server
Authentication Type

Radius EAP Type PESR
Users Profile {up to 96 users)
Username Password Confirm Password Configure
Add Cancel
NO, Username Select
Delete Selected Delete All
Authentication Client {up to 16 clients)
Client IP Secret Key Confirm Secret Key Configure

Add Cancel

NG, Client IP Select

Delete All

Delete Selected

Backup Radius Cfg :  Backup Upload From File: | ypigad

14




IvV-1-2

oI AR ERRAR T -

I5H Bl

BZF RADIUS falfRes TE LT SRR TNRE

(Enable RADIUS Server)

EnigiRnY ZFEFEEE RADIUS AIREE 2B A -
(Authentication Type)

Radius EAP #EEY(Radius EAP Type) - B_1&45%4! PEAP K EAP TLS OJ
DUEE - NEUEEMZE EAP TLS - LR REN ZRARZREZ I HEE

B -
EREREE {EAZE &M (Username) - BIAERERERENERE -

TSRS (Confirm Password) — B A ILFAIBRHE -
#i8(Add) - L T IO SIS R EREE (B2 2 REHB)BER
TEABHRP -
BUH (Cancel) - BRERERERBANREANS -
MiIBREEY (Delete Selected) — MR ERERAERTERE -
B 2 &8 (Delete All) - MR ERIEREREHE -
EEEABR VigorAP 903 B9 &R RADIUS fal AR =8 B LUE R E fth &2 FHRYSMER RADIUS {3
(Authentication Client) R - IEEAFIHM [P it UK EAZ S - BIO R AR A S EE VigorAP
903 fE%&SMERRY RADIUS fEIARSS -

F & IP(ClientIP) — i A% FIA VigorAP 903 fEA SR RADIUS fal
AR2ERF - VigorAP 902 ¥EFTERESFTERY IP firdlk -
& (Secret Key) — & AERERA VigorAP 903 fE%9MEB RADIUS falAk
2205 - VigorAP 903 E TR IR EIRRE -
T2 #8(Confirm Secrete Key) - BREARIE -
#i8(Add) 2 T ISR ORISR PR (B12 IP Al KRB 8) BRE A
B -
BXHE(Cancel) - BRAFIKERINREAS -
fBREEEX (Delete Selected) — MR EEWAEIRREER -

fER =80 (Delete All) - MBRZ=ENWAFIHREER -

ENSTHHEBEREZRE - FIREE(OK)RFRTE -

Rie B8 (Certificate Management)
S SR AR SRR B R S MITM 8 - IR MERRE (H120 Radius
EAP-TLS Bl 1 - SEHMARERRoot CAYE B W AR ST R I BDE:R -

LB HXREENREZEFEMHURINBREALEMTRICERRE - BIL Vigor B RH—1&
HHRMEERBE CA(Root CAMEIERELEN —MIWAE - 2RI —HAESRKRGMEENRED
VUETT A RENEMSEE -
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1R&R7E CA(Root CA)LATILIMIERB I E RS - MIRMIERIZIERERRE CA(Root CA)HIFRE - FATREMIER -
REIZ T ELERRE CA(Create Root CA)IR R B EUE—ERE -

RADIUS Setting »> X509 Trusted CA Certificate Configuration

Name Subject Status Modify
Root CA --= --- Create Root CA

MNote: 1. Please setup the "System Maintenance > Time and Date" correctly before you try to generate
a RootCa,

2. The Time Zone MUST be setup correctly.

R NEEREE CA(Create Root CA)ZSRFRMN NEH - MANZEEMBLENE :

RADIUS Setting »> Create Root CA

Certificate Name Root CA

Subject Name
Country (C) I:I

State (5) | |

Location (L) | |

COrganization {0 | |

Crganization Unit {OUY) | |

Cammon Name {CN) | |

Email (E) | |

Key Type

Key Size 1024 Bit -~

Apply to Weh HTTPS

SRR R
BE 78
TREE WANSRAEEERES CA -
(Subject Name) B (Country (C)) - #ELLHABR IS BT -

State (S)/ Location (L)/ Organization (O)/ Organization Unit (OU)
/Common Name (CN) — B ARRE CA WEBHAEF REAESE 32 @
FIT e

Email (E) - BIARERE CA WEBFHAAL - REABR 32 #EF7T -
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SiRER
(Key Type)

/AN
(Key Size)

EREME HTTPS
(Apply to Web HTTPS)

OLiE:

HATEXXE RSA(MNZEE) -
REEBIAN - BEATMUABSERERTEN—T2 -
VigorAP JBEFRELUEANBHE HTTPS B SAERAR -

DEILHER - 2T EBAEE HTTPS A AEAEERNREE CA Big
R RIGRREE -

"“Common Name" MNERESKAZRN WANIP it 24EE 54 -

ESTHHEBEREZE - AIREE(OK)RFRTE -
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IV-2 FEH(Applications)

TMEBRERINEIRR

Schedule
Apple 05 Keep Alive

Wi-Fi Auto OndOff

Temperature Sensor

IV-2-1 HE#Z(Schedule)

Vigor EETIAHFAFEEN - FANAREEEIHENTP)EMEE  AESARULRSIEMSERE
RS EMARARE - EERFINTS ERBATINARAERER - it —RERE REERERB(ER £
) BB - REBFRT T RE M IR R ER -

IRNETEREFZRISCRE T ISR - £ 244 (System Maintenance>)# % - BiZREEMBE(Time
and Date) M BRI EIR EEH - RIS RBZANGHEEMESARER) —RWRRE - —BEREEASEE
WMREEEMES RENREBOEENM/E - EE3 @A EUMURERE - SOMUERKRER _EFEK NTP
EREER—ERREERSE) MRS EEMSHNRE - SEAEZRETEESARERETRAEEER -

Applications > Schedule

Schedule : Current System Time |2020 Jan 6 Mon 11:20:52 \ | System time set | Setto Factory Default

Index Enable Name Action Time Frequency

o] AR ERIBIT
IHH Bl
B Al % 45 BB RIERNERE -

(Current System Time)

5|43k (Index) BRAIREREENFEFEARE -
R4 F3(Enable) TPELI R A LEHERR -
##(Name) BRAIEREESHE -
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E){E(Action) BRAIERE ST IRENAVENTF -

FEfE(Time) BRAHENIERERE -
$8Z (Frequency) BREEHRENEREE -

EEZOLIRRE 15 EHE - SHIE—EHE -

1.  DERAHEE(Enable Schedule) 51 -
2. BT EEAd)LERM T IER :

Applications == Schedule

Add Schedule

Enable

Name Formkt

Start Date 2020 -~ - 1 -~ - 1 -~ {Year-Month-Day)
Start Time 0 -~ : 0 -~ {Hour: Minute)

Duration Time : { Hour : Minute }

End Time : { Hour : Minute )

Action Auto Reboot -

WIFi(2.4GHz) Radio 55ID2 S5ID3 55104

WiFi{5GHz) Radio S5ID2 S5ID3 S5ID4g
schedule how Once
often N
Monday Tuesday Wednesday Thursday Friday Saturday
Weekday

Sunday

Note: 1. If we set WiFi schedule "Start Time” and "End Time" at exact same time, AP will execute the
schedule without an end time.

2. "Internet Pause” will add Mac into ACL, 50 please make sure ACL isn't full befors applying
schedule. If ACL policy is "Disable”, AP will change it to "Blocked™.

O ARERPBATF :
1HH AR
FEZF(Enable) TEIIEE B HEE -
BEYA B HA IEEHERWBHEE -
(Start Date)
I A B R IEEHER RIS -
(Start Time)
KBRS IEEHIRENFERE -

(Duration Time)
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FE R
(End Time)

E
(Action)

WiFi(2.4GHz)/
WiFi(5GHz)

E{F(Acts)

¥ H(Weekday)

3. THEEREZE -

Applications >> Schedule

Index Enable Name

EE R R -

EEHFERANS

& Wi-Fi UP 2 Wi-Fi DOWN 3&1Z 8% Action iF - 8T 1A% Radio 3
2 SSID 2~4 #ZEF (DRI 2.4GHz K SGHz) LIBERHIIZR EERE
AR -

FifzE: &3 Radio B - SSID2 - SSID3 £2 SSID4 Wi AR - RZIMA -
LE4h - %5 SSID2 -~ SSID3 B SSIDA RESERIA « AISATEILERE -

EEARERNRHER -
—XR(Once) - WFFEINRERA—
BH(Routine) - FEE—BEPMPLEH FHEERITULIBHFZIFE -

ERTEE(FEELEE Routine BFOJ A -

nlllr

EETAERNTHARNEBERE SR

AR NREOK)ZE - FTWIEREEREEET B ESEH L -

Schedule : Current System Time 2020 Jan 6 Mon 11:23:12 System time set Set to Factory Default
Action Time Frequency
LED DISABLE 200 Once @ x

1 Formkt
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IV-2-2 Apple iOS #+53E4% (Apple iOS Keep Alive)

RHTEIOS £E HHRIFELEZ(H WIi-Fi) - VigorAP LS 5 #EBIRSE 5353 2% UDP B RIS
By IP fizdlt | -

Applications >> Apple i0S Keep Alive

Enable Apple i0S Keep Alive
Apple i0S Keep Alive:
Apple 105 Keep Alive can keep Wifi connection of i0S device by sending UDP port 5353 packets every
5 seconds.
Index Apple i0OS Keep Alive IP Address Index Apple i0OS Keep Alive IP Address
1 2
3 4
5 6
Cancel
O] R ERRMT :
I5H GilE!
FYF Apple iOS #ifsE  ZPEULAELIRIALETNRE -
#%(Enable Apple iOS
Keep Alive)
K545 (Index) BN EEAE - W MNEEE YRR E IP A Em -

AppleiOS ##FEHZIP | BE/RIP Airdl -
firilt (Apple iOS Keep
Alive IP Address)

ENTHREEREZE - FREEOK)FEFRE -
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IV-2-3 ##4R Wi-Fi BENRUA/1FB(Wi-Fi Auto On/Off)

& VigorAP EE/REE ping IEEEHE - AT LIBEBRUR/FR Wi-Fi IhaE - TZHMZE B R R PImE
ERFAFIEREENERS E -

Applications »> Wi-Fi Auto On/Off

Wi-Fi Auto On/Off

Enable Auto Switch On/Off Wi-Fi

Ping Host
Auto Switch On/Off Wi-Fi:
Turn on/off the Wi-Fi autamatically when the AP is able/unable to ping the host.

oA ERIBT
5B Bl
R et Wi-Fi /B DZEIERFLILINGE -
(Enable Auto Switch
On/Off Wi-Fi)

Ping E#%(Ping Host) & A IP itk (BN 8.8.8.8)5L 24815 = (HIMN google.com)UE R Eith &

EERE -

EMTHREEREZE - FREEOK)REFRE -
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BRI USB RERT X, RLZENESBHRFEBEER - EPEETARSURKRERE - TECRSIKE
gj/%fé’:'l'4 Ball % E B BN E A -

FHREEX  REARSHESSENEARERR TR S NAGLUTERBNERS - BREEN
— 5 -

F%‘fﬂVlgorEﬂHﬁ%’rﬁg R EANEIEEBRBRRES(E  EEIEERENFIEER - &
FIBEBEFBHNESENBEAN  FELERNEBZENTE -

Temperature Sensor Settings

Applications »> Temperature Sensor Setting

Temperature Sensor Graph Temperature Sensor Settings

Display Settings
Temperature Calibration Offset 0.00 °C (-10C ~ +10C)

Temperature Unit O celsius Fahrenheit
Alarm Settings
Enable Syslog alarm

Mail Alert
Temperature High alarm 0.00 °C
Temperature Low Alarm 0.00 oc
O ERBBNT
I5H AR
BERERRE B ¥Hm=E(Calibration Offset)- #i AEIEREFHERINRIERE -
(Display Settings) B B {11 (Temperature Unit) - BB 2K -
EEREAlIArm R A Syslog 2 (Enable Syslog Alarm) - EREILLINEE - BE2ESHE
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Settings) HIRE BN EECHRE Syslog P -
BHEE(Mail Alert) - B2EENRZEEHRF U B BWHRELE
SRELS/RRES (H|gh Alarm/Low Alarm) - B ARER ETFIRE - U
BEAFFLRELERBA -

B E KB 2R E &R (Temperature Sensor Graph)
TEFRTRERERNERSA -

Applications => Temperature Sensor Graph

Temperature Sensor Graph Temperature Sensor Settings

Temperature Sensor Graph Display time interval : | 1 | Refresh |

min{s)

I Centigrade
29

28
27
26

25
24 I—I
23

22
21
20

.?S:) ..‘?Sp .?53 bl .?fa .,.53
@ £ g & @

)
a.
[#)
7

Current Temperature: 26.1°C
Maximum (24 hours): 26.1°C
Minimum (24 hours): 23.09°C
Average Temperature: 24.05°C
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IV-3 #1458 %E(Objects Setting)

TEERYISEN RS -

Device Object

Device Group

IV-3-1 ZEEY){4-(Device Object)
VigorAP AT SR By— (P » DUFIELALIE ] -
QObjects Setting >> Device Object
Create from Wireless Station Table

Create from Wireless Neighbor Table
Create from ARP Table

Device Object Profiles | Setto Factory Default |
Index MAC Name Index MAC Name
1 17
2 18
3 19
4 20
5 21
[i] 22
7 23
8 24
9 25
10 26
1 27
12 28
13 29
14 30
15 |
16 32
<< 1-32 | 33-64 | 65-96 | 97-128 | 129160 | 161-192 | 193-224 | 225-256 == Next >>
O] ERIBT
Y= AR
B4 FAERIL FEASFE T HH| -
(Create from Wireless % | 182168.1.13/admydevatisiatasp
Station Table) e
Create Devica DBject from Wiredess Station Table 255 Objects profiles Left
Sedect AR

Mo Hosl Name _ Device MAC Nam No. Host Name _Dovice MAC _ Wame
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SRzt Sz =k ATA
(Create from Wireless
Neighbor Table)

E ARP JEEE 1/ (Create
from ARP Table)

[EHE R T H (Set to
Factory Default)

5 4R (Index)
MAC
£fE(Name)

BEREAAF > 12 THERB(0K) - BEEHIIH R Gy RBEYI R EEHRA%
i o

2 PGSR T H I o

Objects Setting 3» Device Object

Create Davice Object from Wireless Neighbor Table 253 Objects profiles Left
Select 41l
M. HO&1 Namb Dovice MAL Wama No. HOSE Nama Divice MAL Nama
1@ UteonTe 2
i@ ASUStekt 3 intel
Raspberr
] 5
[ 10
12
13 14

CJEREAIAF > 1% MRS (0K) - BEAYIH H g VI ASCEYIFSOE R
i o

2 SRR T H i

Objects Setting >> Device Object

Create Device Object from ARP Table 252 Objects profiles Left

Select All

No. 3 Device MAC Name No. 3 Device MAC ~ Name

18 102_168_1_10

CEETR TS > 12 M HERB(OK) - BEEHYIH H R GV ARBEYI R eSS
i o

2L EE H R T E - BERFTA Ik

Cancel

BURNRBEYIITSCERERERS [4RT -
BUNEBEY)TRERERTTE R MAC fizik: -
R EYII e -

R T fmA P UE B - S0 EUE ARP FRARBREELISL - (R] DR T E— RS (4RI TV AE B e RS -

Objects Setting => Device Object

Profile Index : 1

MName :

Mac Address :

Attribute :

oI ERRAR T -

JI=] =]
%f8(Name)

[TEST_1
00 | (1D [: |AA |: |Q0 |- |00 |00 Select
Isolate Member/LAN exception
“ Clear Cancel
Bl
iy AL EREIIRE S -
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Mac firtik 5 A Py MAC fizdl o

(Mac Address)

M (Attribute) CJEEIEAE BT EE LAN/ S B EIIEE -
HEE(OK) EFRUE ©

FEhx(Clear) 25

HUH(Cancel) FEERCENL A EIRT—HIH

IV-3-3 FEEEf4H(Device Group)
0 P 0 T DA e — EREAE - DURIECALER -

Objects Setting >> Device Group

Device Group Table

Index Name Index
1 17
2 18
3 19
4 20
5 21
i3 22
T 23
] 24
9 25
10 26
11 27
12 28
13 29
14 30
15 k3|
16 32
AR ERBUT :
== B

[E148 H TR {8 (Set to P EIE R TR (E - MEPRATARVAEEREH

Factory Default)

5 4R5(Index) BN ERHHRCERERYR T (4RIt -
%&f8(Name) RUNE B FHHREREH T -

7 MEERS 4RI R B A ROERE -
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Objects Setting »> Device Group

Profile Index : 1

MName :

Available Device Objects
3 - LSUSt=kC

aJatTe

4 - 192_165_1_10

OIHRRERRART -

I5H

£f%(Name)
B S B

(Available Device
Objects)

BEEREYG

(Selected Device
Objects)

HEE(OK)
Bk (Clear)
HU #(Cancel)

2F

Selected Device Objects
1 - TEST_1
Z = LiteonTe

AR
B AHTEEAH R EREHIRE 4 -

EURHATA HHVEEY:
BEFR(E P B A% >>158 > BEhEErH H 2R E BV 7 -

BRI -
SRR B T <<tegll BBREEE - (R A S BT
TH -

BATEE -
BT -

FERESOE N B F T — H I -
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V-1 B2 (Diagnostics)

EEEHHEHEEN  NURRECALZENREEMSRKATRE LBNEE  FRUTHE—F—F
HETIRE -

BREEMAREERREZEIES
REMEBROAEERREE SRR
A BBEGLEM ping FIEME
RE ISP REZRLER
DERREREM S REETAR LR
MR ESRNBEBRTNEE - CREEHERNEZNSE—SNHE -
B2l (Diagnostics) TERH—EFFE AN - FERBLEHRRAZZEHEMSRIET -

Diagnostics
System Log
Speed Test
Traffic Graph
Data Flow kMonitor

WLAN (2 4GHZ) Statistics

WLAMN [5GHZ) Statistics

otation Statistics
Interference Monitor
Station Airtime
station Traffic Graph

station Link Speed
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V-1-1 Z#c4c 8% (System Log)

AR HRRZETIR B & 448k (System Log) -

Diagnostics >> System Log

System Log Information

Aug
Aug
Aug
Aug
Aug
Aldg
Aldg
Alg
Aug
Aug
Aug
Aug
Audg
Aldg
Aldg
Aug
<

V-1-23RE

27
27
27
27
27
27
27
27
27
27
27
27
27
27
27
27

04
04
09
09
09
09
09
04
04
04
09
09
09
09
09
04

(26
(26
230
131
131
(36
(36
A0
41
41
41
41
46
4B
50
51

28
26
01

(2B
(2B

27
27
01

128
128
138
138

29
29
01

130

syslog:
syslog:
syslog:
syslog:
syslog:
syslog:
syslog:
syslog:
syslog:
syslog:
kernel

kernel

syslog:
syslog:
syslog:
syslog:

| Clear | Refresh | Line wrap |

[APM] Get Traffic data. e
[APM] Request done.

@ORAY_BAND_INFO : Mon Aug 27 09:30:01 2018 (1535333401)*t
[APM] Get Traffic data.

[APM] Request done.

[APM] Get Traffic data.

[APM] Request dane.

@ORAY_BAND_IMFO  Mon Aug 27 09:40:01 2018 (1535334001t
[APM] Get Traffic data.

[APM] Request done.

APPeerProbeReqgAction{d:shiang! PeerProheReqgSanity failed
APPeerProbeReqgAction{d:shiang! PeerProheReqgSanity failed

[APM] Get Traffic data.

[APM] Request dane.

@ORAY_BAND_IMNFO © Mon Aug 27 09:50:01 2018 (15359334601t
[APM] Get Traffic data.

AlER (Speed Test)

BN AENRE (Start) RSB clE TR E AR - BRI UEB S HEIER VigorAP 25 ithE -

Diagnostics >> Speed Test

Speed Test

Welcome to YigorAP903 Speed Test.

This test allows you to find out the best place for YigoraP903, You can execute the speed test at
different places of the building and select the best location for it. The performance test result is anly
far your reference.

131




V-1-3 =B (Traffic Graph)

7 MREE R (Traffic Graph) FREERIAE - EoJBkE LAN-A 3¢ LAN-B - SHEZZELIGEERE
WEZ - FEisR T EfEE (Refresh) BTG &EHHE -
Diagnostics »> Traffic Graph
Show Chart: Lak-4 - Daily -~ | Refresh |
LAM-A
- LAN-B TH (Kbps) R (Kbhps)
a0
40
30
20
10
0
,\Sp'b Q_:p'b Ptfp'b R <§> rss(?%- (\(o% kcé?% %&*’% q:bo;c) r;é) rbegc) <'§p'b ’\Sp% q;o% Ptfp% R <§>
KEMARFSE - EHEHMAREHER(Kbps) -
V-1-4 ERR 28515 (Data Flow Monitor)
AEBRRNEGENEENRAPHRERREEN -

Diagnostics »> Data Flow Monitor

Index MAC Address Station

[T« R = R T s B

e i e =
o W Mo O

Total

Page: | 1o ontion auto-refrash Refresh
TX rate{Kbps) RX rate{Kbps) 24G/56G Action
u] u] o/0

VigorAP 903 User’s Guide
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oI AR ERRAR T -

EH

BEEHEE
(Auto-refresh)

E ¥ EH(Refresh)
E5|#wi%(Index)

MAC fir#it(MAC
Address)

AR5 & (Station)

BEER (kbps)
(TX rate (kbps))

BUGER (kbps)
(RX rate (kbps))

2.4G/5G

E{E(Action)

BT
TPERILER - AR EHERENLE -

BT B A -
BRI RENEEEY -

B ETERERN MAC it -

BREGAPIRN IP it/ F %= -

BB R B R -

BARERRENRIGER -

BREGAPIKERNEGIERQ4G =2 56) -

DeAuth — BUSRGEEGILS -
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WEFEZREENATIEASRER -

Diagnostics »> WLAN {2.4GHz) Statistics

V-1-5 WLAN (2.4GHz)#t 5T E#HWLAN (2.4GHz) Statistics)

Auto-Refresh ‘

Tx success 0| Rx success 552948008
Tx retry count 0| Rx with CRC 131326725
Tx fail to Rew ACK after retry 0| Rx drop due to out of resource 106121
RTS Success Recv CTS 0 Rx duplicate frame 0]
RTS Fail Rcw CTS 0)| False CCA (one second) i)
TransmitCountFrom0QS 24773546| MulticastReceivedFrameCount 0|
TransmittedFragmentCount 0| RealFcsErrCount 131326725
TransmittedFrameCount 0| WEPUndecryptableCount 0]
MulticastTransmittedFrameCount 0| MultipleRetryCount 0|
Transmitte dAMSDUCount 0| ACKF ailureCount 0|
TxAMSDUCount 0| RxAMSDUCount 0]
TransmittedMPDUsInAMPDUCount 0| MPDUInReceived AMPDUCount 0
TransmittedQOctetsinAMPDUCount 0|l fAnyStaFortylntolerant 0
35101 SSID2 SSID3 SSID4
{DrayTek-LAN-A) {DrayTek-LAN-B) (N/A) {N/A)
Packets Received 0 0 0] 0]
Packets Sent 0 0 0) 0|
Bytes Received 0 0 0 0]
Byte Sent 0 0 0) 0|
Error Packets Received 0 0 0| 0|
Drop Received Packets 0 0 0) 0]

VigorAP 903 User's Guide
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V-1-6 WLAN (5GHz) #tat&ERHWLAN (5GHz) Statistics)

WEFEZREENATIEASRER -

Diagnostics »» WLAN (5GHz) Statistics

Auto-Refresh ‘

Tx success 0] R% success 0
Tx retry count 0| Rx with CRC 0
Tx fail to Bcv ACHK after retry 0] B drop due to out of resource 106291
RTS Success Rcv CTS 0] Rx duplicate frame 0
RTS Fail Rey CTS 0] False CCA (one second) 0]
TransmitCountFrom05S 0| MulticastReceivedFrameCount 0|
TransmittedFragmentCount 0] RealFcsErrCount 131418513
TransmittedFrameCount 0| WEPUndecryptableCount 0
MulticastTransmittedFrameCount 0] Multiple RetryCount 0]
Transmitted AMSDUCount 0| ACKFailureCount 0|
TxAMSDUCount 0] RxAMSDUCount 0
TransmittedMPDUsInAMPDUCount 0| MPDUInReceived AMPDUCount 0|
TransmittedOctetsinAMPDU Count 0 fAnyStaFortylntolerant 0]
SSID1 SSID2 SSID3 SSID4
{DrayTek-LAN-A) {DrayTek-LAN-B) (N/A) (N/A)
Packets Received 0 0 T/ 8 N8
Packets Sent 0 0 /2 N/ 8|
Bytes Received u] u] N7 M
Byte Sent 0 0 A8 R
[Error Packets Received [ 0| | A M/ 8]
[ Drop Received Packets [ [l | /A M/ 8]
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V-1-7 &R Pim#t st £l (Station Statistics)

ITEFTZERHENATIEABRER AZR‘EEHAEERPERSLERRE -
Diagnostics >> Station S
Show Chart: Mearby & Connected Murmber v | Refresh |

Hourly Hearby & Connected Number

129.00
M 2.4G Nearby Number
1 5G Mearby Mumber

9%6.75 2.4G Connected Mumber
M 5G Connected Nurber

T——

44,50

32.25 -

0.00

13:48 1253 1258 1303 TR0 1513 1318 1333 1335 1133 1338 1343 1348 1353 1358 1403 108 1413 1418 1423 1438 1433 1438 14:43
Daily Hearby & Connected Number

ar.on

M 2 4G Mearby Number

[ 5G Nearby Mumber

65.25 2.4G Connected Mumber
M 5G Connected Mumber

4350

M.75

0.0n

15:45 16:43 1743 1843 19:43 043 3143 2243 2343 0043 0143 0243 0343 0443 0543 0643 07:43 08:43 0943 10043 11:43 1243 1343 1443
Weekly Nearby & Connected Number

10,0
M 2 4G Mearby Number
[ 5G Mearby Mumber
7.5 2.4G Connected Mumber
M 5G Connected Mumber
5.0
2.5
0.0 - - - - - - -
Dec 02 Dec 0% Dec 04 Dec 05 Dec, 06 Dec 07 Dec 0% Dec 0% Dec,10 Dec, 11 Dec 12 Dec 13

MNote : Only browser supporting HTMLS can display Station Statistics correctly,

ST ERRIRET -
JE]=| BlilE

BERE 7R (Show Chart) B MU EPEE—BRERMES -
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SHERHSH/ERE
LD

(Daily Connected
Number Analysis /
Daily Visiting Number
Analysis)

BEERHS/BBE
HES MR

(Weekly Connected
Number Analysis /
Weekly Visiting
Number Analysis)

Mearby & Connected Murmber

Mearby & Connected Number

Wisiting & Passing Murmber

Wisiting Time

-

H#Bim EL3E1E B(Nearby & Connected Number) - B2 IHIEES
VigorAP 903 i @iz E It BN R RILANATER -

SRR BB S (Visiting & Passing Number) — E1Z I IEENS IF iS5 62

38 VigorAP 903 MSRARIE S HOFET FHL -

BRI (Visiting Time) — EZILIEEVSIERA VigorAP 903 AR IL S

SRR BT ER -

RO UGS R ERERIe/SHEDRRILSDTIKE -

Daily 2.4G Connected & Not Connected Number Analysis

Peak of € Station Number:

B 2.3G Not Connected Number(%)
I 2.4G Connected Number(%)

Daily 5G Connected & Not Connected Number Analysis

Time; 14:58-13:58 Number, 0

Off-peak of Connected Sation Number:
Time: 14:58-13:58 Number. 0

Peak of Nearby Station Number:
Time: 19:88-20:58 Number, 12

Off-peak of Nearby Station Number:
Time: 14:58-17:58 Number. 0

Peak of C, Station Number:

B 5G Not Connected Number(%)
W 5G Connected Number(%)

Time; 14:58-13:58 Number, 0

Off-peak of Connected Sation Number:
Time: 14:58-13:58 Number. 0

Peak of Nearby Station Number:
Time; 19:58-20:58 Number, 3
Time; 13:58 Number, 3

Off-peak of Nearby Station Number:
Time: 14:58-17:58 Number. 0

RIS oI LIS B RSB ERA I e/8B SRR D TIKE -

Weekly 2.4G Connected & Not Connected Number Analysis

Peak of C Station Number:

B 2.3G Not Connected Number(%)
% 2,46 Connected Number(%)

Weekly 5G Connected & Not Connected Number Analysis

Time: 2015-8-22(Sun}-2015-9-3(Thu) Number. 0

Off-peak of Connected Sation Number:
Time: 2015-8-22(Sun}-2015-9-3(Thu) Number. 0

Peak of Nearby Station Number:
Time: 20158.2(Wed) Number: &

Off-peak of Nearby Station Number:

Time: 2015-8-22(Sun)-2015-9-2(Wed) Mumber, 0
Time: 2015-9-3(Thu) Number; 0

Peak of Station Humber:

B 5G Mot Connected Number(%)
W 5G Connected Number(%)

137

Time: 2015-8-22(Sun}-2015-9-3(Thu) Number. 0

Off-peak of Connected Sation Number:
Time: 2015-8-22(Sun)-2015-9-3(Thu) Number. 0

Peak of Nearby Station Number:
Time: 2015-9-2(Wed) Number. 1

Off-peak of Nearby Station Number:
Time: 2015-8-22(Sun)-2015-9-2(Wed) Mumber, 0
Time: 2015-9-3(Thy) Number. 0



V-1-8 T+1#EE #Z(Interferen

ce Monitor)

ERTEEAZR - VigorAP SRt B ER B S BN RERERIBEREN TERR -

B #i$&E (Current Channel)

EAMEEAS B2 BREENRGIER - 88 - BRES ¥

Diagnostics >> Interference Monitor

Current Channel

All Channels

- ERGWTVEARIRS - DURSRIEIRAE -

Auto-Refresh

Band 244G Country Code FR
Channel 11 Mode Mixed{11b+11g+11n)
Tx Pawer 100% Bandwidth Autafactive: 20 MHz)

Channel Utilization

Channel Energy

]

VigorAP 903 User’s Guide

FalseCCa 2203
The history of  1-5 minutes
20 fY
17:bzof] Ll " YWRPTRIN Y O o e\t o YW
M Ltilization
Energy
17:31:59 17:32:59 17:32:59 17:34:59 17:35:59 17:36:59
138
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ZERSEE(All Channels)
KERR 24G/5G FRAERBRIEERMERER AR I TEMEHE (Refresh) B ROV TERT -

Diagnostics =» Interference Monitor

Band 240G -

Recommended channel for usage: 2

annel Lt n Channel Ene
s =% 0 13w o0

4 WEoEm e 0
s  WE=m s
s W s 16
A D
s = w0
s WEmN e 0
o @SN e 0
1 s e 20

Last updated: 12/13 14:47:20

Note: During the scanning process, no station is allowed to connect with the AP,
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V-1-9 #

RUG & AR SR = 19 {E(Station Airtime)

4
70 Y.

REFR 24GHz \ARIEETE 30 D EARRIFRE -

Diagnostics == Station Airtime

Display: SGHz Station 1-8 and the history of 1-5 minutes - Airtime | Refresh |
5GHz Tx Airtime
5117044
M Total
M Fair
3837783
M 40:49:0F:06:E0:0D{LAPTOP-UBF...)
F8:95:EA:EA:45:93(KuoChentek...)
@
E
5 2558522
=
1275261 | ]_/_\
(Y [\ 1ez0: 18 ) 2026
o s k \ Fa' Ir .r'g’\\._ k
16:35:29 16:36:25 16:37:29 16:38:29 16:39:29 16:40:29
5GHz Rx Airtime
5130.0
M Total
M Fair
3847.5
M 40:49:0F:06:E0:0D{LAPTOP-UBF...)
F8:95:EA:EA:45:93(KuoChentek...)
@
E
S 2965.0 4
=
12825 41
) 16:39-31, 117 fk
0o M\-J\h (A% ‘T‘!jl\.. yi o dh
16:37:29 16:38:25 16:39:29 16:40:29

16:35:29 16:36:29

DrayTek
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= /JIL

V-1-10 #4R I & A 2B 3= (Station Traffic Graph)

REFR 24GHz \&RIETE 30 DEANERLIRE (FW/EE8)iR

Diagnostics == Station Traffic Graph

TS

RREFBR -

16:36:39

Display: 2.4GHz Station 1-8 and the history of = 1-5 minutes Throughput | Refresh |
2.4GHz Tx Throughput
18112
M 7C:1D:D9:64:5C:4C{android-70...)
M 8C:3A:E3:40:F6:73(android-16...)
13584 4
2 som ]
i
4528 |
A A N /\N L
16:31:39 16:32:39 16:33:39 16:34:39 16:35:39 16:36:39
2.4GHz Rx Throughput
156
M 7C:1D:D9:64:5C:4C({android-70...)
M 8C:3A:E3:40:F6:73(android-16...)
17

2
x

19 4

LN AL A /\
16:31:39 16:32:39 16:33:39 16:24:39 16:35:39
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V-1-11 #|ARIE & E 4R R E (Station Link Speed)
KEET 24GHz/5GHz RBIAR—/\BREREE 2 BEEE -

Diagnostics == Station Link Speed

| Refresh |

Display: Station 1-8 link rate

2.4GHz Link Speed
79.00
W 8C:3A:E3:40:F6:73(android-16...) —

59.25 -

39.50 -

Mbps

19.75 -

17:18:30 17:23:30

0.00
16:48:30 16:53:30 16:58:30 17:03:30 17:08:30 17:13:30

16:23:30 16:28:30 16:33:30 16:38:30 16:43:30

5GHz Link Speed

952
u __.40:49:UF:_%__:ED:UD{-LAPTQP-UEF.__..)\]

v B F8:05:EA:EA:45:93(KuoChentek...)
714 v V
_8- 476
£
238
16:58:30 17:03:30 17:08:30 17:13:30 17:18:30 17:23:30

L]
16:23:30 16:28:30 16:33:30 16:38:30 16:43:30 16:48:30 16:53:30

V-1-12 X #g1&(Support)
cieRREIIEESAN - BEMMENEE -

ER T IBE(Support) THIINAEIER - &

@ Support

FACYADplication Mote

Froduct Registration
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V-2 B E S IE AR

eo
Al
I
M
ik

RO T LR EIERRARAE
1. WEERELUK LAN fEE - FAEMFSE" [2@ERLR" -
2. FREME - ER ACT BREEASEVRH%—R - DIRBEHEN LAN FrEZRERSE -

3. MRRERE  ERFEMSNERPREA[E - IPEFLQE -2 @ERE" - EFRT—RE
Lk - REBEHE -
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K

V-3 @ERERAEERRE A ILE

BAERRRILBERASPERERREERMEMRN  BERXB LAENTE  RARFEERMI - FIEMU
MO REDEBEEESEIER -

V-3-1 1 Windows &4t

@ mx:

NIREHIZL Windows 7 fFEZGAERMEM - BANNEIRAEMNIEERSE - FLRALUN
STERHE www.draytek.com.tw B RIABRER T ST EERAR -

1. FREXSE>>EFHE  RABRMNHEAPO -

W =m/)T18

] BAma
|7 mwsze

BEMER PO

2. HEFRBMEBL RTESEEEHBREES -

ERI=ER BETETHRABRENIATES
~ Y o
= FR AL
BEEEZHRE A1000381 5 3
(EIER)
ERIERTPRIERE
HE 3
P =mEn

VigorAP 903 User’s Guide
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MEERENGERNEER L FEREMABERE R LI TAR  REQ TBHAEAS -

HeEE - FREEERES EEEEES EfHS5HE:

= R R
3

ST Intel(R) 82579V Gigabit Nety =R
HREE(U)

2ED
) SEEE80)

EIEEES)
FElER(D)
@' EH&HZM)

& RER

EABRGEFEANTEHE  BERBERBNGESENMRTCP/IPVE) - BIZ TARRE -
(@ =5
HAREThEE

EER AT
l_-? TnteliR) 82579V Gigabit Network Connection
EEERERTRFEAO):

& Client for Microsoft Networks
JBl es HEHEER
gFﬂe and Printer Sharing for Microsoft Networks
i SEREERIRE B TR TE 88 0 bR (TCRIPvE)

¥ TR 4 bR (TCRIPvd)
W i Link-Laver Topology Di er
i Link-Lawer Topology Disovery Responder

wrzzn | [ AEw
teaam
{EETH RS R AR s e (TCRP) - 32278
%E@Eﬁ?ﬁﬂ%ﬁ%ﬂbﬂﬁ * 12 {#-F (Rl - RAAsEs AR

[ @t || ®mA |
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5. EAPRERENHBESIANABTEEE - BEEEEIE IP it & BEES DNS EARSF i -
BN REREBTNRE -

FEEEFAETE 4 5 (TCP/IPA) - A (| ——

—¥ | HiE

INF G S IEETRTEE O NS BaERE IF 3R7E - T
Bl = AR08 S Rlifid Fimer 18 | IR R 1P SR0E -

@ B&hKTi8 IF (kD)

IF {furdkIo:

FHERE RS ()
ERGED):

@ B&hHTiS DNS {s]fRaa it (B)
O ERTFIF) DN {alHR S5 4k (E):

B DN {alARE8(F):
Hit DN {alARas(A):
FE R (L) SERHT)...

[ ®% || mE |
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V-3-2 5 Mac &%

1. AERELEZBRFTEAR Mac OS IR BE T -
2. BARBREFREFEEEEET -

-~ BB B O g

—f HEEER Dock Mission EoathE R2MEEF

R Control

BUReR RERERATRE i AR fmithEiE B
EiEit
C, ®
iCloud Internet g
BR&k

3. EAHEEE - EREIPv4EIRD - EEZER DHCP -

= Wi-Fi
Wi-Fi TCP/IP DNS WINS B02.1X {RIEfRsE =8
BEIPv4: {EM DHCP <
IPv4 firsit ©  192.168.1.11 37 DHCP Y
FPEEEE :  255.255.255.0 DHCP F 5 i3 548 :
(ERE)
gErhge - 192.168.1.1
BEIPE: EE <
HRFEE -
IPv6 firdtt :
A R B BE
? HUH
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V-4 £ &k E Ping Eithg

B BRITERREER 192.168.1.2 - MTLIER " ping " IELREERMMEM SHEGARE - MIREIEH
WZIZkH 192.168.1.2 19 ping [BIfE - R REMAEMMSBNERRI - WRRE - FHHEEASEK LW
IP firdk - HMEZFCRARRBERRESBBEUS IP A1l - GF2R V-2 EfRE A BRANERER
REEEIERE) - BRI ML ERIEMEN ping i S -

V-4-1 5 Windows %4t

1. FRGLRAFTEE EEREERB>>MT) -

R}
a5
I8
EE
N

2. ®BA cmd GERAR Windows NT/ 2000/XP/Vista/7) - DOS @8 LR IRF TR

e+ Command Prompt

Microsoft Windows XP [Version 5.1.268081]
{C> Copyright 1985-2881 Microsoft Corp.

D:~Documents and Settings:fae’ping 192.168.1.2
Pinging 192.168.1.2 with 32 hytes of data:

Reply from 192.168.1.2: hytes=32 time<ims TTL=255
Reply from 192.168.1.2: bytes=32 time<{ims TTL=255

Reply from 192.168.1.2: bhytes=32 time<ims TTL=255
Reply from 192.168.1.2: hytes=32 time<ims TTL=255

Ping statistics for 192.168.1.2:

Packets: Sent = 4. Received = 4, Lost = 8 (Bx loss>.
Approximate round trip times in milli-seconds:

Minimum = Bmsz,. Maximum = Bms,. Average = Bms

D:~Documents and Settingssfael_

3. EiA ping 192.168.1.2 3% Enter - AREBAEMNT) - SIS WEIZKE 192.168.1.2 K[OfE
“Reply from 192.168.1.2: bytes=32 time<1lms TTL=255"

4. WRBHEKRY - FHEDEASIENIP ARESERR - RILH ipconfig IEL R EEIENS
Y IP It 2 & IERE -

V-4-2 $17% Mac OS (RIn#) 24

1. #ERELEEZBRFTEAN Mac OS #ifk - W FEZBE_T -

N
i

#1Z Applications #EZ R AJ Utilities &35k -
3. BE®RIT Terminal ; RIHHHNRERSHETBREERL -

4. ®A ping 192.168.1.2 It E1Z ™ Enter # - MMREFILE - LInRETLIR "64 bytes from
192.168.1.2: icmp_seq=0 ttI=255 time=xxxx ms" KL -
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SESNE) Terminal — bash — 80x24

Last login: 3ot Jan 3 B2:24:18 on ttypl

Welcome to Darwin!

Yigorld:~ drovtekd ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1%: 56 dota bytes

64 bytes from 192.168.1.1: icmp_seg=A ttl=255 time=A.7E5 ms
64 bytes from 192.168.1.1: icmp_seg=1 ttl=255 Lime=A.697 ms
64 bytes from 192.168.1.1: icmp_zeq=2 ttl=2E6 time=A.71E ms
64 bytes from 192.168.1.1: icmp_zeq=3 ttl=2E5 time=A.731 ms
64 bytes from 192.168.1.1: icmp_zeq=4 ttl=255 time=A.72 mz
B

-— 192.,168.1.1 ping statistics ——-

b pockets tronsmitted, 5 pockets received, B% packet loss
round-trip mindovg/max = B.697/8,.723/8.756 ns

Yigori@:~ drovtekd ||
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V-5 BREMS[RMFAELHRE

AR - ERNEFREIUERERFERARAERERRE - AU REMBE SN EREENTT A
BREMENREE -

I3

@’%:

EERRBIERAERE SR HAREMBENREE G KERTRRE FRETH ZAAAN

°

]
rit

V-5-1 BESEHERE

FONEEMENAENHL  EEFEMERELEZLRIERRE - EEENH LW AREES>E

ae
1=

BAE & (System Maintenance> > Reboot System) - 3212 {55 FI R By FEa% 40 85 (Using factory default
configuratio) - %2 FNHEE(OK) - 47818  ARERVNEREZLMIERRTE -

Systern Maintenance => Rebhoot System
Reboot System

Do You want to reboot your AP ?

© Using current configuration

Using factory default configuration

V-5-2 RS EFag &
EEMATEEEER (ACT BB ) - MEMELE Factory Reset 41318 5 WLLE - BEH ACT B

SEFIIARIEPIMEN - F5REF) Factory Reset i%8h - IEHS - EMMEZEHER - ERGCHE - KEREE
JRAL L RR TR R EARRE
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BUNKBZREFRER  BEMSNEREEREF - FAillEEaEKH: support@draytek.com.tw
BT BR#5E5E : 03-5972727 ## 806 -
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802.1x, 44 Factory Default Setting, 150
Firmware Upgrade, 104

A

Access Control, 46 G

Advanced Setting, 48 General Setup, LAN, 82

AES, 30
H

Antenna, 49

Hardware Installation, 5

AP Management, 1
Hardware Reset, 150

AP Mode, 39, 66, 78
HTTP port, 101

AP Operation Mode, 19
HTTPS port, 101

APM Log, 106
I

Interference Monitor, 138

Apple iOS Keep Alive, 121

Applications, 118, 125

Auto Channel Filtered Out List, 50 L

LAN, 82
B

LANA, 3

Band Steering, 59

Bandwidth Management, 52 LANB, 3

LED Indicators and Connectors, 3

C

Central AP Management, 105

Limit Client per SSID, 41

M
MAC Address, 79

Certificate Management, 115

Changing Password, 16

Configuration Backup, 95, 96 MAC Clone, 50

Main SSID, 19, 22, 28
D

Data Flow Monitor, 132

Management, 101

Mode, 41, 43
Detection, 110
DHCP server, 13 O
Open/Shared, 30
E Overload Management, 107
End Time, 120
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Packet-OVERDRIVE, 49

Password, 16
Password Strength, 94
PoE Connection, 8
Policy, 111

Port Control, 86

R
RADIUS Server, 114

RADIUS Setting, 114
Reboot System, 103

Roaming, 57

S

Schedule, 118, 125, 127
Security, 43

Security Overview, 36
Show Chart, 136
Software Reset, 150
Speed Test, 131
SSL(HTTPS), 93

Station Airtime, 140

Station Control, 20, 23, 29

Station Link Speed, 142
Station List, 64

Station Statistics, 136
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Station Traffic Graph, 141
Statistics, 112

Status of Settings, 108
Subnet, 42

Support Area, 142
Syslog/Mail Alert, 98
System Log, 131

System Status, 90

T

Temperature Sensor, 122, 123
Temperature Sensor Graph, 124
Time and Date, 99

TKIP, 30

TR-069, 92

Traffic Graph, 132

\
VLANID, 42, 83

W

Wired Connection, 5, 6
Wireless Connection, 7
WLAN (2.4GHz) Statistics, 134
WLAN (5GHz) Statistics, 135
WPS, 47

WPS (Wi-Fi Protected Setup), 36
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