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Radius Server很多設備會使用到的驗證方式
一般是設備設定Radius Server IP和Port以及Script共用密碼
之後就是設備帶EAP的封包往Radius Server做驗證了

802.1x
EAP的封包區分
EAP MD5
EAP TLS
還有PEAP
EAP-MSCHAP
EAP-MSCHAPv2
….
格式挺多的
我們示範
EAP MD5-Challenge

這個測試架構我們是驗證 VigorSwitch G2260 使用802.1x 做Auth by MAC Adddress
當電腦插在VigorSwitch G2260的Port上面之後
Switch自動把網路卡的卡號當成帳號和密碼
帶往Radius server做驗證

相關文章在
VigorSwitch G2260 Authentication By Client MAC Address
http://www.ublink.org/index.php/component/content/article/28-vigorswitch/447-vigorswitch-g2260-authentication-by-client-mac-address.html

這篇文章我們重點是放在Wireshark分析EAP的包成功與否
因此說明失敗流程包
和成功流程的包
和封包的內容


失敗的流程
Radius Client是192.168.254.7
Radius Server是192.168.254.12
192.168.254.7先發出Access-Request 給 192.168.254.12
192.168.254.12丟回給192.168.254.7說他要Access-Challenge
192.168.254.7再丟回192.168.254.12 Access-Request
192.168.254.12跟192.168.254.7說Access-Reject
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Wireshark Flow Graph的功能
我們先看第一個包是送啥


我們看重點
Radius Protocol
Attribute Value Pairs
User-Name:是Switch Port帶出的正確MAC Address


192.168.254.12 Radius Server回給192.168.254.7說他要的Type是 MD5-Challenge


Ok
已經帶MD5-Challenge的包過來了


驗證錯誤被Reject了


成功的流程
差在最後一個包


Radius Server確定帳號和密碼都對
回應 Code:Success
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Frame 16: 203 byres on wire (1624 bits), 203 hytes captured (1624 bits) on interface 0
Ethernet TT, src: braytek_fO:hS:dl (00:50:7F:f0:h5:dl), Dst: CadmusCo_dd:79:Fc (08:00:27:0
Internet protocol version 4, Src: 102.168.254.7 (192.168.254.7), Dst: 102.168.254.12 (192.1
User patagram Protocol, Src Port: 1031 (1031), DSt Port: radius (1812)
& Radius Protocal
Code: Access-Request (1)
packet identifier: 0x28 (40)
Length: 161
AUThenticator: 604507420beeass3fe61012ec3Fc2dos
[The response to this request is in frame 17
& Attribute value Pairs
AvP: 1=6  T=Framed-MTU(12): 1344
AvP: 1=24 T=EAP-Message(79) Last Segmert[1
AP T=NAS-POFT-Type(6l): Ethernet(15)
AvPi 1-19  t-User-Name(1): 00-18-F3-f7-45-d1

AP T-NAS-IP-Address(4): 192.168.254.7
AP T=NAS-POPT(5): &

AP T=NAS-POrT-1d(87): Port §

AP a114ng-station-1d(31): 00-18-F3-F7-45-d1

AP alled-station-1d(30): 00-50-7F-FO-b5—dll

AP cct-session-1d(44): D30000BC

R lessage-Authent i cator (80) : 2fe6ad&F503001510886119e84bFdo:
Message-Authenticator: 2fe6adsf5203001510886110e84kTdo

0060
0070 04 06 cO a8 fe 07 05 06 00 00 00
0080 08 57 08 50 6 72 74 20 38 1f 13 30 30 2d 31 38 .w.Port 8..00°18

Frame (203 bytes) | Reassembled EAP (22 bytes)
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Frame 17: 121 bytes on wire (968 bits), 121 byres captured (968 hits) on interface o
Ethernet II, Src: Cadnusco_od:79:Fc (08:00:27:9d:79:Fc), DST: Drayrek_f0:b5:dl (00:50:7F
Internet protocol version 4, Src: 102.168.254.12 (192.168.254.12), DST: 192.168.254.7 (1¢
User patagram Protocol, Src Port: radius (1812), Dst Port: 1031 (1031)

El

Code: Access-challenge (11)

packet identifier: 0x28 (40)

Length: 79

AuThenticator: 15¢65¢7038370b360659167Lc5eh2882
[This is a response to a request in frame 161
[Time from request: 0.004735000 seconds]

E4p Fragment

© Extensible Authentication Protocel
Code: Request (1)
1d: 190

ALLENGE) (4)

= [Expert Info (warn/Security): volnerable to MITM attacks. It possible, change b
[Message: vulnerable to MITM attacks. If possible, change EAP Type.]
[severity level: warn]
[Group: Security]

[£3

0000 OL be 00 27 (] 10 15 da Of 64 20 2e b3 78 3d 02 CH ). xe,
0010 ¢7 8c 51 16 db a0 30 30 2d 31 38 2d 66 33 2d 66 Q...00 “18-F3-F
0020 37 2d 34 35 2d 64 31 PLa5HL

Frame (121 bytes) | Reassembled EAP (39 bytes)
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Frame 18: 220 bytes on wire (1760 bits), 220 hytes captured (1760 bits) on interface 0
Ethernet TI, src: braytek_fO:hS:dl (00:50:7F:f0:h5:d1), Dst: CadmusCo_dd:79:Fc (08:00:27
Internet protocol Version 4, Src: 102.168.254.7 (192.168.254.7), Dst: 102.168.254.12 (100
User patagram Protocol, Src Port: 1031 (1031), DSt Port: radius (1812)
BRadius Protocal
Code: Access-Request (1)
packet identifier: 0x29 (41)
Length: 178
Authenticator: F84092057215584181a71c1528400657
[The response to this request is in frame 19
s

ave:

=6 t=Framed-WTU(12): 1344

B AVP: 1-41 t-EAP-Message(79) Last Segmentfl]
E4p Fragment
© Extensible Authentication protocel
Code: Response (2)
1d: 190

= [Expert Info (warn/Security): vulnerable to MITM attacks. It possible, change b
[Message: vulnerable to MITM attacks. If possible, change EAP Type.
[severity level: warn]

[Group: Security]

EAP-MD5 Value-size: 16

EAP-MDS Value: SF0F24Fcc50510094d83054702bd37ed

EAP-MDS Extra Data: 3030203138206633206637203435206431

® AvP T=NAS-POFT-Type(61): Ethernet(15)

= AVP: 119 t=User-Name(1): 00-18-F3-f7-45-dL
User-Name: 00-18~F3-F7-45-dl

® AP T-NAS-IP-Address (4): 192.168.254.7

[

0000 02 be 00 27 [ 10 Of OF 24 fc 5 05 10 dD 4d 83 B ]
0010 95 47 92 bd 37 24 30 30 2d 31 38 2d 66 33 2d 66  .G..7.00 -1B-F3-F
0020 37 2d 34 35 2d 64 31 7-a5dL

Frame (220 bytes) | Reassembled EAP (39 bytes)
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Frame 10: 86 hytes on wire (688 hits), 86 hytes captured (688 bits) on interface 0
Ethernet TI, Src: Cadnusco_od:79:Fc (08:00:27:9d:79:Fc), Dst: Draytek_fo:h5:dl (00:50:7F:f(
Internet protocol version 4, Src: 102.168.254.12 (192.168.254.12), DST: 192.168.254.7 (192.
User patagram Protocol, Src Port: radius (1812), Dst Port: 1031 (1031)
& Radius Protocal

Code: Access-Reject (3)

packet identifier: 0x20 (41)

Length: 44

Authenticator: dbc689231e50057bd60263eF78483060

[This is a response To a request in frame 181

[Time from request: 0.001565000 seconds]
& Attribute value Pairs

B AVP: 1=6 T-EAP-Message(79) Last Segment[1]

E4p Fragment
= extensible Authentication protocal

Td: 190
Length: 4

© AVP: 1-18  T-Message-Authenticator(80): 49046aa80ba3a2155a268762bade0a73
Message-Authenticator: 490462a80ba3a2155a268762bd4e0a73

0000 be 00 04

Frame (86 bytes) | Reassembled EAP (4 bytes
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Frame 24: 92 hytes on wire (736 hits), 02 hytes captured (736 bits) on interface 0
Ethernet II, Src: Cadnusco_od:79:Fc (08:00:27:9d:79:Fc), Dst: Draytek_fo:h5:dl (00:50:7F:f(
Internet protocol version 4, Src: 102.168.254.12 (192.168.254.12), DST: 192.168.254.7 (192.
User patagram Protocol, Src Port: radius (1812), Dst Port: 1031 (1031)
& Radius Protocal
Code: Access-accept (2)
packet identifier: oxzb (43)
Length: 50
Authenticator: 3eb2f028F20de572faf8of45a0F28¢04
[This is a response to a request in frame 231
[Time from request: 0.000804000 seconds]
& Attribute value Pairs
AP T=5ession-Timeour(27): 9999999
R T-EAP-Message(79) Last Segment [1]
E4p Fragment
= extensible authentication protocal

Td: 132
Length: 4

© AvP: 1=18 t=Message-Authenticator(80): 27fc26F50d08b552a7c563F70a54809b
Message-Authenticator: 27Fc26F50d08h552a7c563770254800h

0000 [ 84 00 04

Frame (32 bytes) | Reassembled EAP (4 bytes
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