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08 Wireshark解MSN聊天內容

1. Wireshark抓一段封包
[image: ]
2. Ctrl+F搜尋X-MMS-IM-Format
[image: ]
3. Look Down to Button(畫面中間)
[image: ]
4. 滑鼠右鍵CopyBytesOffset Hex,貼到NotePad++
0000   e4 b8 ad e6 96 87
5. 把前面編號0000跟空格Delete掉 
貼到
http://software.hixie.ch/utilities/cgi/unicode-decoder/utf8-decoder
選Hexadecimal
[image: ]
6. 點Decode
[image: ]
中間解碼出中文字”中文”
就是聊天的內容

也可以直接在Notepad++直接解碼
[image: ]
外掛模組 > Converter >HEXASCII
[image: ]
[bookmark: _GoBack]解出字
www.ublink.org
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Filter:

No.

70 8.029147
71 8.395489
72 8.475419
73 8.553156
74 8.550612
75 8.559707

192.168.254.5
64.4.61.48
Quantaco_d9:
64.4.61.48
64.4.61.48
192.168.254.5

Ar\n

Reliability: 1.0\r\n
Ar\n

Messaging: 2.0\r\n
Message-Type: Text\r\n
content-Length: 6\r\n
Content-Type: text/plain:
X-MMS-IM-Format :

\r\n
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@ Wiki Protocol Page
@ Filter Field Reference

2§ Decode As...
& Disable Protocol...

Expand Subtrees Clear Apply

Expand All
Collapse All

Length Info

Apply as Column

Apply as Filter ,
Prepare a Filter ,
Colorize with Filter ,
Follow TCP Stream
Follow UDP Stream
Follow SSL Stream

Description
Fieldname.
Value

Copy
Export Selected Packet Bytes...

As Fiter

Qe @B mx B

373 5DG 149 306
60 msnp > 62608 [ACK] 5eq=2780 Ack=854 Win=63387 Len=
60 who has 192.168.254.1687 Tell 192.168.254.88

334 NEY PUT 267

msnp [ACK] Seq=854 Ack=4126 Win-62894 Len- _

AAona Tosk acwl con.

Protocol Help
Protocol Preferences

Resolve Name

Offset HexText
Offset Hex
Printable Text Only

Hex Stream
Binary Stream

50 to Corresponding

3534 63 2d 34 34 31 8280062~ 454C-441
66 38 31 36 64 38 32 a-8b09-7 efSl6ds2
65 6C 69 61 62 69 6C 1f1}.... Reliabil
0a 0d Oa 4d 65 73 73 ity: 1.0 ....Mess
30 0d 0a 4d 65 73 73 aging: 2 .0, .Mess
20 54 6578 74 0d 0a  age-Type : Text..
65 6e 67 74 68 3a 20  Content-

74 2d 54 79 70 65 3a

69 6e 3b 20 63 68 61

38 0d 0a 58 2d 4d 4d

61 74 3a 20 46 4e 3d  S-Tv-For mat

Packets: 249 Displayed: 249 Marked: 0 Load time:

Profile: Default

Text item (text), 6 bytes
ﬁﬂ@ [ o 0]efefelefe]a]w]aE
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UTF-8 Decoder

Input type: [Hexadecimal ~

Enter your bytes.
6 54 b6 e5 g2 B0

Note: Non-numeric characters in "freeform numeric” and "hexadecimal” modes are silently stripped. In "binary” mode, bytes must be separated from
by spaces, tabs, or newlines; other characters are stripped too. If you are gefting strange results, double check that you selected the right mode.

Decode.

You can enter bytes in any of the following forms

Embedded
Raw ASCIT text with UTF-8 encoded characters represented by backslash escapes:

* Hexadecimal: 'x12 \x34 \x56 \x78

« Decimal: \d123 \d45 \d67

* Octal: \123 45

« Binary: 01010101 1610101010 \b11110000

Freeform numeric
Space separated bytes in one or more of the foll

m
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As character names; il

U+4E2D CJK UNIFIED IDEOGRLPH character (s#x4E2D)
U+6587 CJK UNIFIED IDEOGRLPH character (s#x6587)

As raw characters: 2

3

As a string of HTML entities

cHxasza; cix6587;

Decoder output

Byte number 1 is decinmal 228, hex OxE4, octal 1344, binary 11100100
This is the first byte of a 3 byte sequence.

Byte number 2 is decimal 184, hex OxBS, octal 1270, binary 10111000
This is continuation byte 1, expecting 1 more.

Byte number 3 is decimal 173, hex OxAD, octal 1255, binary 10101101
This is continuation byte 2, expecting O more.

U+4EZD  CJK UNIFIED IDEOGRAPH
KBigFive: 414
KCCCIT: 213033

KCNS1986: 1-4463
KCNS1992: 1-4463
kCangiie: L

kCantonese: zungl zungd
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Filter: ~ | Expression... Clear Apply

Time. Source Destination Protocol  Length _Info B

30 3.787815 sroadcast 60 who has 192.168.254.1687 Tell 192.168.254.88
31 4.466253 sroadcast ARP 60 who has 192.168.254.1687 Tell 192.168.254.88
32 4.500358 192.168.254.53 MSNMS. 513 SDG 0 448
334.609805 192.168.254.53 64.4.61.48 Tcp 54 62608 > msnp [ACK] Seq=1 Ack=2388 Win=62801 Len=0
34 4.866000 64.4.61.48 192.168.254.53 MSNMS. 446 5DG 0 381
355.069930 192.168.254.53 64.4.61.48 Tcp 54 62608 > msnp [ACK] Seq=1 Ack=2780 Win=64240 Len=0
36 5.238023  192.168.254.53 64.4.61.48 MSNMS. 271 sDG 147 204
37 5.464655 Quantaco_d9:50:99 Broadcast ARP 60 who has 192.168.254.1687 Tell 192.168.254.88
38 5.507801 64.4.61.48 192.168.254.53 Tcp 60 msnp > 62608 [ACK] 5eq=2780 Ack=218 Win=64023 Len=
395.764668 180.176.131.152  192.168.254.53 TP 69 fs-rh-srv > 64945 [PSH, ACK] seq=1 Ack=1 win=255 L _
An s 7mresA 10> 16 a4 2 Tan'17e 121 15> o SR EAGAS ~ Fo_rh_cru Toeu  ArKl canct Arb-1R winia
< i b
Ar\n B

Messaging: 2.0\r\n
Message-TD: 1328334747655\r\n
Message-Type: Text\r\n
Content-Transfer-ncoding: 7bit\r\n
Content-Type: text/plain; charset=UTF-8\r\n
content-Length: 6\r\n
X-MMS-IM-Format: FN-Arial;

\r\n

X\224XX\210X
0000 0d 0a 52 65 6c 69 61 62 69 6¢ 69 74 79 3a 20 31 ..Reliab ility: 1 =
00¢0 2e 30 0d 0a 0d 0a 4d 65 73 73 61 67 69 6e 67 3a ssaging:
00f0 20 32 2e 30 0d Oa 4d 65 73 73 61 67 65 2d 49 44 ssage-1D

0100 3a 20 31 33 32 38 33 33 34 37 34 37 36 35 35 0d
0110 0a 4d 65 73 73 61 67 65 2d 54 79 70 65 3a 20 54  .Message
0120 65 78 74 0d 0a 43 6f 6e 74 65 6e 74 2d 54 72 61  ext..con
0130 e 73 66 65 72 2d 45 6e 63 6F 64 69 6e 67 3a 20 nsfer-En
0140 37 62 69 74 0d 0a 43 6f 6e 74 65 6e 74 2d 54 79  7bit..Co
0150 70 65 3a 20 74 65 78 74 2f 70 6C 61 69 6e 3b 20
0160 63 68 61 72 73 65 74 3d 55 54 46 2d 38 0d Oa 43
0170 6f 6e 74 65 6e 74 2d 4c 65 6e 67 74 68 3a 20 36
0180 0d Oa 58 2d 4d 4d 53 2d 49 4d 2d 46 6f 72 6d 61
0190 74 3a 20 46 4e 3d 41 72 69 61 6c 3b 20 45 46 3d
0120 3b 20 43 4f 3d 66 66 3b 20 43 53 3d 30 3b 20 50
01b0 46 3d 32 32 0d 0a 0d 0a

@[ Text item (text), 6 bytes

Profile: Default
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Filter: | Expression.._Clear Apply
No. Time | Ml Wireshark: Find Packet - =8 ngth Info .
36 5.234 [ Find 271 SpG 147 204
37 5.464 | | by. © Display fiter © Hexvalue @ String 60 who has 192.168.254.1687 Tell 192.168.254.88
38 5. 59, 60 msnp > 62608 [ACK] Seq=2780 Ack=218 Win=64023 Len=
39 5. 76f| | [Fiter NI 69 fs-rh-srv > 64945 [PSH, ACK] Seq=1 Ack=1 Win=255 L
40 5.7 58 64945 > fs-rh-srv [PSH, ACK] Seq-1 Ack-16 Win-1634
41 5,084 Search in String Options Direction B H¥enck SR
42 5.998)| | © Packetlist || [7] Case sensitive U 60 Fs-rh-srv > 64945 [ACK] Seq=16 Ack=5 Win=255 Len=C
© Packet details || Character set: ® Down
45 6.3 et ||ASCH Uricode & Non Unicods | 60 msnp > 62608 [ACK] 5eq=2780 Ack=535 Win=63706 Len=
46 6.633| 69 44852 > 64944 [PSH, ACK] Seq=1 Ack=1 win=64671 Ler
as oo i [ cone G308 BTeAs LA e tiac MW In-semEer )
< — D
Ar\n -
Reliability: 1.0\r\n
Ar\n

Messaging: 2.0\r\n
Message-Type: Text\r\n
content-Length: 4\r\n
Content-Type: text/plain; charset=UTF-8\r\n
X-MMS-IM-Format: FN-Microsoft203henghe:

€0=0; Cs=1; PF=0\r\n

\r\n 4
TEST -
0090 38 32 38 64 30 36 32 2 34 35 34 63 2d 34 34 31 8280062~ 454C-441 2
0020 61 2d 38 62 30 39 2d 37 65 66 38 31 36 64 38 32  a-8b09-7 efSleds2
00b0 31 66 31 7d 0d 0a 0d 0a 52 65 6C 69 61 62 69 6c  1fi}.... Reliabil
000 69 74 79 3a 20 31 2e 30 0d Oa 0d 0a 4d 65 73 73 ity: 1.0 ....Mess

00d0 61 67 69 Ge 67 3a 20 32 2e 30 0d 0a 4d 65 73 73 aging: 2
0060 61 67 65 2d 54 79 70 65 3a 20 54 65 78 74 0d 0a  age-Type

00f0 43 6f Ge 74 65 6e 74 2d 4c 65 6e 67 74 68 3a 20  Content- Length

iicrosof
loriei; EF
54

Profile: Default




