門神JanusLin

04 Wireshark解PPPoE的帳號和密碼

開啟Wireshark

點電腦PPPoE撥接

或是Switch Port Mirror 分享器Firewall都可以
架構類似下圖
Port1接Firewall
Port2改接ATU-R


Port 8接Wireshark的電腦
Port Mirror 1/2

Wireshark抓一段封包
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搜尋
hinet.net
或是@hinet.net,@ip.hinet.net
[image: ]
ID和Password是人客的

我Mark掉了
[bookmark: _GoBack]可以清楚看見@前面的ID和後面的Password
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Filter: ~ | Expression... Clear Apply
No.  Time Source Protocol  Length __Info B

86 4.981749  unispher_of PPP LCP 60 Configuration Nak

87 4.982255 TendaTec_61 PPP LCP 60 Configuration Ack

88 4.982606 TendaTec_61 PPP LCP 60 Configuration Request

89 5.001742  unispher_of PPP LCP 60 Configuration Ack

90 5.002228 TendaTec_61 PPP LCP 60 Echo Request

91 5.002624 TendaTec_61 PP PAP 60 Authenticate-Request (Peer-TD='84254077@hinet. net"

92'5.021244  unispher_of PP LCP 60 Echo Reply.

93'5.278007  unispher_of - _—re Ak (Message="")

945.279777  TendaTec_01:45| I Wirssherk Find Packet - — ‘ Request

95 5.208979  unispher_of Nak
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Frame 88: 60 bytes on wire (4§

Ethernet II, src: TendaTec 614)| Searchin String Options Direction
PPP-over -Ethernet Session Packetlist || [7] Case sensitive Up
oie=rozeontIPRotocoll © Packet details || Character set: ® Down
PPP Link control Protocol 5 -
Packetbytes |||ASCI Unicode & Non-Unicade |+

:1a:9f :f8:db)

0000 00 90 1a of 8 db c8 3a 35 61 45 8b 88 64 11 00 © saE..d..
0010 Oc cf 00 10 c0 21 O1 8b 00 Oc 01 04 05 d4 05 06 .....l.. ........
0020 00 00 30 39 6¢ 6c 6c 6c 6c 6C 6C 6c 6c 6 6¢ 6c 001111 11111111

0030 6c 6C 6c 6 6C 6C 6 6C 00 00 00 00 RRRRRRER

Profile: Default

ile: “DA\Temp\Wiresha ki 5= #5PPP( | Packets: 261 Displayed: 261 Marked: 0 Load time:





